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Kubernetes API design
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API definition

kubernetes KhRZA~S

apiVersion: v1

kind: Pod

metadata:
namespace: default

spec:
containers:
dnsPolicy: ClusterFirst
nodeName: i-2zea47skez7ye2xr438v
restartPolicy: Always
securityContext: {}
serviceAccount: default
serviceAccountName: default
terminationGracePeriodSeconds: 30
volumes: xxx

status:
conditions: xxx
hostIP: 10.44.164.150
phase: Running
podIP: 192.168.79.9
startTime: 2016-11-22T14:54:57Z

apiVersion: v1
kind: Node
metadata:
labels:
beta.kubernetes.io/arch: amd64
beta.kubernetes.io/os: linux
kubernetes.io/hostname: minikube
name: minikube
resourceVersion: "1027609"
selfLink: /api/v1/nodesminikube
uid: 21ffcb42-0f69-11e7-a9ff-080027e561ba
spec:
externallD: minikube
status:
addresses:
- address: 192.168.99.101
type: LegacyHostIP
- address: 192.168.99.101
type: InternallP
- address: minikube
type: Hostname
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API definition

apiVersion: v1

kind: Pod

metadata:
namespace: default

spec:
containers:
dnsPolicy: ClusterFirst
nodeName: i-2zea47skez7ye2xr438v
restartPolicy: Always
securityContext: {}
serviceAccount: default
serviceAccountName: default
terminationGracePeriodSeconds: 30
volumes: xxx

status:
conditions: xxx
hostIP: 10.44.164.150
phase: Running
podIP: 192.168.79.9
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apiVersion: v1
kind: Node
metadata:
labels:
beta.kubernetes.io/arch: amd64
beta.kubernetes.io/os: linux
kubernetes.io/hostname: minikube
name: minikube
resourceVersion: "1027609"
selfLink: /api/v1/nodesminikube

uid: 21ffcb42-0f69-11e7-a9ff-080027e561ba

spec:
externallD: minikube
status:
addresses:
- address: 192.168.99.101
type: LegacyHostIP
- address: 192.168.99.101
type: InternallP
- address: minikube
type: Hostname
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API definition

apiVersion: v1

kind: Pod

metadata:
namespace: default

spec:
containers:
dnsPolicy: ClusterFirst
nodeName: i-2zea47skez7ye2xr438v
restartPolicy: Always
securityContext: {}
serviceAccount: default
serviceAccountName: default
terminationGracePeriodSeconds: 30
volumes: xxx

status:
conditions: xxx
hostIP: 10.44.164.150
phase: Running
podIP: 192.168.79.9
startTime: 2016-11-22T14:54:57Z

TTERR

apiVersion: v1
kind: Node
metadata:

labels:
beta.kubernetes.io/arch: amd64
beta.kubernetes.io/os: linux
kubernetes.io/lhostname: minikube
name: minikube
resourceVersion: "1027609"
selfLink: /api/vi/nodesminikube

uid: 21ffcb42-0f69-11e7-a9ff-080027e561ba
spec:

externallD: minikube

status:

addresses:

- address: 192.168.99.101
type: LegacyHostIP

- address: 192.168.99.101
type: InternallP

- address: minikube
type: Hostname
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metadata:
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spec:
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API definition
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API| endpoints

+} swagger

http://kubernetes.io/kubernetes/third_party/swagger-ui/#/

api : get available API versions

api/v1 : API at /api/vil

POST

q q q

3
|

DELETE

PATCH

-

)

q

o) o)
lH

/api/vl/namespaces/{namespace}/bindings
/api/vl/componentstatuses
/api/v1/componentstatuses/{name}
/api/vi/namespaces/{namespace}/endpoints
/api/v1/namespaces/{namespace}/endpoints
/api/v1/watch/namespaces/{namespace}/endpoints
/api/vl1/namespaces/{namespace}/endpoints/{name}
/api/v1/namespaces/{namespace}/endpoints/{name}
/api/vi/namespaces/{namespace}/endpoints/{name}

/api/v1/namespaces/{namespace}/endpoints/{name}

/api/v1/watch/namespaces/{namespace}/endpoints/{name}

/api/v1/endpoints
/api/v1/watch/endpoints

/api/v1/namespaces/{namespace}/events

http://kubernetes.io/kubernetes/third_party/swagger-ui

Show/Hide | List Operations | Expand Operations

Show/Hide List Operations =~ Expand Operations

create a Binding

list objects of kind ComponentStatus

read the specified ComponentStatus

list or watch objects of kind Endpoints

create a Endpoints

watch individual changes to a list of Endpoints
delete a Endpoints

read the specified Endpoints

partially update the specified Endpoints
replace the specified Endpoints

watch changes to an object of kind Endpoints
list or watch objects of kind Endpoints

watch individual changes to a list of Endpoints

list or watch objects of kind Event

- 7
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{
"paths": [
"/api",
API "/api/vl",
group
"/apis/apps",
"/apis/apps/vlalphal”,
"/apis/authentication.k8s.io",
"/apis/authentication.k8s.io/vlbetal",
e . "/apis/authorization.k8s.io",
L 'Eq\ API group qjﬂqﬁ;}?\ﬁjl}/(ﬁgﬂﬂq enable/disable "/apis/authorization.k8s.io/vlbetal",
. "/apis/autoscaling",
[ %4\ API group ﬁZ:IEE’\]H&ZIK, Eﬂﬁ?ﬁé&})ﬁ "/apis/autoscaling/v1",
"/apis/batch",
"/apis/batch/v1",
"/apis/batch/v2alphal",
"/apis/certificates.k8s.io",
"/apis/certificates.k8s.io/vlalphal",
"/apis/extensions",
"/apis/extensions/vlbetal",
"/apis/k8s.io",
"/apis/k8s.io/v1",
"/apis/policy",
"/apis/policy/vlalphal",
"/apis/rbac.authorization.k8s.io",
"/apis/rbac.authorization.k8s.io/vlalphal",
"/apis/storage.k8s.io",
"/apis/storage.k8s.io/vlbetal",
"/healthz",
"/healthz/ping",
"/logs",
"/metrics",
"/swaggerapi/",
"/ui/",
"/version"
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APl example: Pod Health Check

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: nginx
spec:
template:
metadata:
labels:
app: nginx
spec: . ,
o POST to “/api/v1/namespaces/default/pods
- name: nginx
image: nginx
ports:
- containerPort: 80
livenessProbe:
httpGet:
# Path to probe; should be cheap, but representative of typical behavior
path: /index.html
port: 80
initialDelaySeconds: 30
timeoutSeconds: 1
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Kubernetes Z295 T{ERIE

Kubernetes provides rich functionality set that
can serve as building blocks to construct end to
end solutions, and sky is the limit.

-- Xin Zhang
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Kubernetes 2244
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Kubernetes 2244

kubectl, ajax, etc

‘ A
eted £ kubernetes {EARIEE(E ~ P
iR, {217 kubernetes HIFFG —— > ” S
TCHUE (#1420 Pod Yaml 32f5)
i API Server

@ Scheduler @ Kubelet
_@ Controller Manager Service Proxy

Master £55& —» Master
v Slave @— sjave TS
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kubectl, ajax, etc
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Kubernetes 2314 ===

Node A
kubelet Proxy
\ docker
A
A Pod Pod Pod
authentication
authorization
: oty | |l || Gy
. REST
scheduling |y (pods, services, [
actuator
rep. controllers) I
A A
Scheduler controller manager
- (replication controller etc.)
Master components Distributed Node
Colocated, or spread across machines, Watchable Kubel Proxy
as dictated by cluster size. Storage ubelet

(implemented via etcd)

\ docker
\

Pod Pod Pod

container I e II
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0 K8S LERHAR
a %7 (Etcd)
a ZFHTR (Master)
J I#%ET=R (Node)
O R7A apiserver 5F(E&EE
a  FAFEEIAG apiserver
O RERHFE, B3E kubelet, controller 133833 apiserver ij[al 17

a ETFREER
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Apiserver list-watch

List-Watch 3

|
List-Watch 2 I

kubectl

t I I I :
| I I I |
0.Start WatcH  2-5end I5.create | ! (o start Watch 8.Send d update | ! 0.Start Watch 12.Send |
ReplicaSet ReplicaSet | !Pod : Pod(dest.Node =1") Pod I’lod : Pod(dest.Node | Pod 1
Create Event | " Create Event I | =“nodel”) Create Event 1
|

| I I I

apiserver

3.Send
ReplicaSet
Create Event

7.Send
Pod
Create Event

11.Send
Pod
Update Event

6. Create
Pod

10. Update
Pod

2.Create
ReplicaSet
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apiserver

Run X
Replicas = 2
Memory = 4Gi scheduler
CPU=25

controller
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Which nodes
for X ?

apiserver
scheduler

controller
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Kubernetes advanced concepts

(optional)
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Volumes

a Pod & BHIN—E A H
dPod Az H=

mEETRE S NS

1 emptyDir: Pod 5 Nodepéig s A
= {573 (o] N TEIOD
TE /ARLDRS B2/ PR i

O hostPath: 3£k Node 54 P%d KO IR
B

(A gcePersistentDisk

d nfs

apiVersion: v1
kind: Pod
metadata:

name: test-pd
spec:

containers:

- image: gcr.io/google_containers/test-webserver
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}

< caicloud2
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Namespace, ResourceQuota

1 Namespace
O YPIREREE FROEINEERE

O AFPRAINZIRRT], AP RFXE namespace LRIFRIRIF
7

a FINEBEZERS], FZE®J ResourceQuota RELAN
(1 ResourceQuota: Namespace &RHECE
QTR ZIRECEN
1 CPU, MEM

0 k8s JTREEFCEN

apiVersion: v1
kind: ResourceQuota
metadata:
name: quota
spec:
hard:
cpu: "20"
memory: 1Gi
pods: "10"
replicationcontrollers: "20"
resourcequotas: "1"
services: "5"

< caicloud 2
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LimitRange

d LimitRange: EkIA Pod, Container & iRECER

O ITERIRECE

a CPU, MEM
i _ rsior?: \ S . DTN &
- Fbddlhddeod i E Contaner RRLAT,
gbec- WHTRFEBMi ~ 1Gi
containers: 2.  —"PodiYFiE B 2ZHICPUIE
- name: ng-inx FAwnZfE250m ~ 2 cores

— T BRNAFERLIE

image: nginx F _
resc?urceg: 6Mi ~ 1Gi, EXIAZ100Mi

limits: — NABRINCPUER LA
cpu: 100m 250m ~ 2 cores, FIAZE

memory: 100Mi

250m

apiVersion: v1
kind: LimitRange
metadata:
name: mylimits
spec:
limits:
- type: Pod
max:
cpu: "2"
memory: 1Gi
min:
cpu: 250m
memory: 6Mi
- type: Container
default:
cpu: 250m
memory: 100Mi
max:
cpu: "2"
memory: 1Gi
min:
cpu: 250m
memory: 6Mi

< caicloud?
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HPA (Horizontal Pod Autoscaler)

D E:_F CPU *Uﬁﬁ% gﬁ}]iﬂﬂﬁzﬁ}ﬁk’)\ POd apiVersion: autoscaling/v1

EUZ’:;‘;& kind: HorizontalPodAutoscaler
metadata:
name: frontend-scaler
1 32 #F RS/RC/Deployment e

scaleTargetRef:
kind: ReplicaSet/ReplicationController/
Deployment
name: frontend
minReplicas: 3
maxReplicas: 10

targetCPUULtilizationPercentage: 50

A B] BAEIT kubectl 1% 8 HPA:

kubectl autoscale deployment frontend --cpu-percent=50 --min=3 --max=10

<~ caicloud 4
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ConfigMap

AN AREGNEED &

1 BIRRB N REX

1 Pod {£F ConfigMap FI=Ff A=,
1 BLIBH
Q METE

QO BUEEXH

kind: ConfigMap
apiVersion: v1
metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: example-config
namespace: default
data:
example.property.1: hello o e
example.property.2: world HRLEER
example.property.file: |-
property.1=value-1
property.2=value-2
property.3=value-3

< caicloud 2
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ConfigMap fFAMIREZ S an 1T 1L

apiVersion: v1

kind: Pod
metadata:
apiVersion: v1 name: dapi-test-pod
h N spec: —
kind: ConfigMap Fc);ontainers: BLITSE
mneatrandea.t:. ecial-confi - name: test-container
nameépgce' defaultg image: gcr.io/google_containers/busybox
data: ' command: [ "/bin/sh", "-¢", "echo $(SPECIAL_LEVEL _KEY) $(SPECIAL_TYPE_KEY)"]
s . env:
special-how: very - name: SPECIAL_LEVEL_KEY
special.type: charm valueFrom: -
configMapKeyRef: P,
name: special-config R

key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
restartPolicy: Never

<~gaicloud 4|
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ConfigMap {EREIRE X

apiVersion: v1
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh","-c","cat /etc/config/path/to/special-
key" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config

volumes:
- name: config-volume key 18BN IRZE
configMap: value fERZ AR
name: special-config
items:

- key: special.how
path: path/to/special-key
restartPolicy: Never

@

apiVersion: v1
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

apiVersion: v1
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat /etc/config/
special.how" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:

- name: config-volume key ﬂzjg?(#%
©: con value FEAXHARST
configMap:
name: special-config
restartPolicy: Never <. ca

cloudZ
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ConfigMap B & redis L4

SIEERE:

$ cat redis-config.txt
maxmemory 2mb
maxmemory-policy allkeys-Iru

$ kubectl create configmap example-redis-config --from-file=redis-config.txt
$ kubectl get configmap example-redis-config -o yaml

apiVersion: v1
data:
redis-config: |
maxmemory 2mb
maxmemory-policy allkeys-Iru
kind: ConfigMap
metadata:
creationTimestamp: 2016-03-30T18:14:41Z
name: example-redis-config
namespace: default
resourceVersion: "24686"
selfLink: /api/v1/namespaces/default/configmaps/example-redis-config
uid: 460a2b6e-f6a3-11e5-8ae5-42010af00002

ERkE:

apiVersion: v1
kind: Pod
metadata:
name: redis
spec:
containers:
- name: redis
image: kubernetes/redis:v1
env:
- name: MASTER
value: "true"
ports:
- containerPort: 6379
resources:
limits:
cpu: "0.1"
volumeMounts:
- mountPath: /redis-master-data
name: data
- mountPath: /redis-master
name: config
volumes:
- name: data
emptyDir: {}
- name: config
configMap:
name: example-redis-config
items:
- key: redis-config
path: redis conf

<
> caicloud 2
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From ReplicationController to ReplicaSet to
Deployment

d'From Replication Controller to Replica Set
A Changes in label selector matching

d From equality matching to set matching

1 From Replica Set to Deployment
(d Declarative update
(A Rollout version control & history
(A Quick roll back to multiple revisions

(A Multiple tunable parameters
< caicloud 2
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Replica Set

a1 —fLHY Replication Controller
1 RC 3z#F “kubectl rolling-update”
A RC RX7#F Equality-based i%1%23

[ RS 7#5 Set-based # Equality-based i%£1¥23

3 WNfal{ER
Q — R RNERAR{ERA
0 Deployment
O HPA (Horizontal Pod Autoscaler)
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Role-Based Access Control (RBAC)

kind: Role

metadata:
namespace: default

name: pod-reader
rules:

resources: ["pods"]
verbs: ["get", "watch", "list"]
nonResourceURLs: []

apiVersion: rbac.authorization.k8s.io/v1alpha1

- apiGroups: [""] # The default API Group.

i userA —)i role_binding1 —E rolet

ns1

i userB

namespacei

z role_binding2 —E role2

ns2

namespace?2

kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1alpha1

metadata:

name: read-pods

namespace: default

subjects:

- kind: User # May be "User", "Group" or "ServiceAccount"
name: jane

roleRef:

kind: Role

namespace: default

name: pod-reader

apiVersion: rbac.authorization.k8s.io/v1alpha1

a RBACS|IAAE (Role) Ml1BE4E (RoleBinding) MR
a JHEREATIRENHE S A B XX

kube-apiserver --authorization-mode=RBAC --runtime-config=extensions/v1ibeta1/
networkpolicies=true,rbac.authorization.k8s.io/v1alpha1
--authorization-rbac-super-user=caicloud-admin

< caicloud2
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Attribute-Based Access Control (ABAC)

{

"apiVersion":"abac.authorization.kubernetes.io/

vibeta1",

"kind":"Policy",

"spec":{ P R .
"user":"alice",
"namespace":"*",
"resource":"*",
"apiGroup":"*"

}

}

Alice can do anything
* to all resources

"apiVersion":"abac.authorization.kubernetes.io/vibeta1",

"kind":"Policy",
"spec"{
Iluser":"bob"’ ---------------------

"namespace":"test",
"resource":"pods",
"readonly":true

: Bob can just read pods
: in namespace ‘test’

1 ABAC EoEANE] Y15 1a) X BR

JfRR:

Q XINPRIEIELR, WINES apiserver

kube-apiserver --authorization-mode=ABAC --authorization-policy-file=/etc/kubernetes/tokens/abac.json ...

O V50 5RES R BEIR AR P B K EX

< caicloud2
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APV (FXE)

O ERBPHN—IRMEFAE
O JHIZF Pod B4 A A HA
O IR PV RE
A GCEPersistentDisk
4 AWSElasticBlockStore
d NFS
d Cinder

J iSCSI

PersistentVolume (PV) 1 PersistentVolumeClaim (PVC)

apiVersion: v1
kind: PersistentVolume
metadata:
name: nfs
spec:
capacity:
storage: 1Mi
accessModes:
- ReadWriteMany
nfs:
# FIXME: use the right IP
server: 10.244.1.4
path: "/exports"

apiVersion: v1
kind: PersistentVolumeClaim
metadata:
name: nfs
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 1Mi

apiVersion: v1
kind: ReplicationController
metadata:
name: nfs-web
spec:
replicas: 2
template:
metadata:
labels:
role: web-frontend
spec:
containers:
- name: web
image: nginx
ports:
- name: web
containerPort: 80
volumeMounts:
- name: nfs
mountPath: "/usr/share/nginx/html"
volumes:
- name: nfs
persistentVolumeClaim:
claimName: nfs

<~ caielet
ORI A =FhAE, ik
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Ingress (L7)

Client

(d  Services are assumed L3/L4

A Lots of apps want HTTP/HTTPS api.company.com

my.com/bar

1 Nginx, HAProxy and GCE implementation | I | I

othercompa‘y.coml*

| I
< caicloud 2

A Ingress maps incoming traffic to backend services

by HTTP host headers

Q by HTTP URL paths api.company.can




Network Plugins

(4 Introduced in Kubernetes v1.0

d  very experimental

=
<D

A Uses CNI (From CoreOS) in v1.1

[ simple exec interface °

(d not using docker libnetwork

[ Cluster admins can customize their installs

[ DHCP, MacVlan, Flannel, custom plugin

- 7
<2 caicloud Z




Kubernetes W4 1= 8
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Docker Networking

*docker

I :!docker start ... ]




Docker Networking

docker0 172.16.1.0/24

H 71
< caicloud2
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Docker Networking

*docker

I :! docker run... J
docker0 172.16.1.0/24
< caicloud 2




Docker Networking

docker0 172.16.1.0/24

H 71
<~ caicloud Z




Docker Networking

172.16.1.0/24

H 71
<~ caicloud Z




Docker Networking

P p—
@

docker0 172.16.1.0/24

H 71
<~ caicloud Z




Docker Networking

172.16.1.0/24

- 7
<~ caicloud Z




Docker Networking

172.16.1.2

<

c

: 7
aicloudZ




Docker Networking - HostPort

: 7
w caicloudz



Docker Networking




Docker Networking - Overlay

10.0.1.1 .

172.16.1.1

10.0.1.2 '

172.16.1.2

% caicloud 2




Kubernetes Networking

(4 |Ps are routable

(1 vs docker default private IP

(A Pods can reach each other without NAT
(1 even across nodes

(A No brokering of port numbers
[ Too complex, why bother?

A Every host is assigned a subnet

A This is a fundamental requirement

- 7
<2 caicloud Z




Kubernetes Networking

’ ‘ 10.1.2.0/24 | |
10.1.3.1

10.1.1.0/24 10.1.3.0/24




Kubernetes Networking

10.1.1.0/24




Kubernetes Networking s

Google Cloud Platform
1 On GCE/GKE

A GCE advanced routes (program the fabric) w Weave

A Everything to “10.1.1.0/24”, send to this VM

d On AWS
ST

CISCO.

(d Route table

A Plenty of other ways

d  Weave @VS

(C7Y) OPENCONTRAIL ™™

(1 Calico

O Flannel <2 caicloud?




