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Background

► QingCloud NeonSan(ServerSAN)

► RDMA

● IOPS: 100k+

● Delay: 90us

► TCP

https://www.qingcloud.com/enterprise/products-and-services/qingstor-neonsan/


What is QEMU

► QEMU is a generic and open source machine emulator and 

virtualizer.

► https://www.qemu.org



What is VirtIO

► Paravirtualized drivers for kvm/Linux.

► https://www.linux-kvm.org/page/Virtio



How VirtIO Works



Backing Image Format

► raw
● Highest possible performance

● Almost no features (like snapshots etc.)

► qcow2
● Sparse images

● Snapshots (internal and external)

● Encryption

● Compression

► vmdk,vhd,vdi
● Best to convert to raw or qcow2 for running VMs



Backing Storage Type

► file
● Local file system

● -driver file=vol.img

► block
● Whole disk or partition

● Logical volume

● External implementation of iscsi, NBD

● -drive file=/dev/sda2

● -drive file=/dev/nbd0

► network
● Device connected through network protocol.

● -drive file=nbd:192.168.1.2:1234

● -drive file=gluster+tcp://192.168.1.2/vol/vol.img



QEMU Utils

► qemu-img

► qemu-img create -f qcow2 -o size=100G vol.qcow2

► qemu-img info vol.qcow2

► qemu-img convert -f qcow2 vol.qcow2 -O raw vol.raw [-p]

► qemu-img resize +50G vol.qcow2

► qemu-img snapshot -c ss1 vol.qcow2

► qemu-img create -b vol.qcow2 -f qcow2 vol_in.qcow2



QEMU Utils

► qemu-nbd

► modprobe nbd nbds_max=100 max_part=8

► qemu-nbd -c /dev/nbd0 vol.img [-f qcow2] [-o offset]

► qemu-nbd -d /dev/nbd0



QEMU Utils

► qemu-io

► qemu-io -c help # ‘help read’

► qemu-io -c “open vol.qcow2” -f qcow2

► qemu-io -c “write -pP 0xa 0 4096” vol.raw

► qemu-io -c "read -pP 0xa 0 4096" -f raw vol.raw # “ -v” for dump

► qemu-io -c "aio_write -P 0xa 0 512" -f raw vol.raw

p: use blk_pwrite to write the file
P: use different pattern to fill file

p: use blk_pread to write the file
P: use a pattern to verify read data



QEMU Utils

► qemu-system-*
qemu-system-x86_64 --enable-kvm --name ubuntu -nographic \

-smp 2 -m 2048 -boot strict=on \

-drive format=raw,file=/path/to/vol.raw,if=none,id=drive-virtio-disk0 \

-device virtio-blk-pci,scsi=off,bus=pci.0,addr=0x4,drive=drive-virtio-disk0,id=virtio-disk0,bootindex=1 \

-monitor tcp:0.0.0.0:5555,server,nowait \

-vnc :20

► https://qemu.weilnetz.de/doc/qemu-doc.html 



Backend Block Device Structures

► BlockDriver

► BlockDriverState

https://lxr.missinglinkelectronics.com/qemu/include/block/block_int.h#L86
https://lxr.missinglinkelectronics.com/qemu/include/block/block_int.h#L541


Basic information

► .format_name

► .protocol_name

► .instance_size

► .bdrv_needs_filename

► .bdrv_parse_filename



Block Size

► Physical Block Size

► Logical Block Size

► .bdrv_probe_blocksizes

Libvirt
<disk type='file' device='disk'>
  <driver name='qemu' type='qcow2'/>
  <source file='/path/to/vol.qcow2' />
  <target dev='vdb' bus='virtio' />
  <blockio logical_block_size='512' physical_block_size='4096'/>
</disk>

QEMU
-drive file=vol.qcow2,format=qcow2,if=none,id=drive-virtio-disk1 \
-device virtio-blk-pci,bus=pci.0,drive=drive-virtio-disk1,id=virtio-disk1,logical_block_size=512,physical_block_size=4096 



Basic IO Functions

► .create_opts

► .bdrv_create

► .bdrv_get_length

► .bdrv_file_open

► .bdrv_close

► .bdrv_aio_readv

► .bdrv_aio_writev



How to Verify(on Host)

► QEMU IO Tests(tests/qemu-iotests)

► ./check

► ./check 001-100

https://lxr.missinglinkelectronics.com/qemu/tests/qemu-iotests/


How to Verify(on Host)

► blkverify is used to test that a block driver is operating 

correctly. It will catch data corruption inside QEMU the first 

time bad data is read and reporting the disk sector that is 

corrupted.

► qemu-system-x86_64 -cdrom debian.iso -drive 

file=blkverify:raw.img:test.qcow2

► docs/devel/blockverify.txt



How to Verify(on Host)

► The blkdebug block driver is a rule-based error injection engine. It can be used to 

exercise error code paths in block drivers including ENOSPC (out of space) and EIO.

► cat blkdebug.conf

[inject-error]

event = "read_aio"

errno = "28"

► qemu-system-x86_64 -drive if=none,cache=none,file=blkdebug:blkdebug.conf:test.img,id=drive0 \

-device virtio-blk-pci,drive=drive0,id=virtio-blk-pci0

► docs/devel/blkdebug.txt

The core events are: 
● read_aio - guest data read
● write_aio - guest data write
● flush_to_os - write out unwritten block driver state (e.g. cached metadata)
● flush_to_disk - flush the host block device's disk cache
qapi/block-core.json:BlkdebugEvent for the full list of events.



How to Verify(on Guest VM)

► ltp fs test

► http://linux-test-project.github.io/

► ./runltp -f [io|dio|fs] -d /path/to/storage -t 24h -o result.log



How to Verify(on Guest VM)

► fio

► fio --name=fio-4k --filename=/dev/vdb --ioengine=libaio \

--runtime=1h --direct=1 --bs=4k --iodepth=16 --numjobs=1 \

--rw=randwrite --verify=md5

► https://github.com/axboe/fio

[global]
ioengine=libaio
filename=/dev/vdb
runtime=1h
direct=1
bs=4k
iodepth=16

[fio-4k]
numjobs=1
rw=write



Performance Test(on Guest VM)

► fio



Performance Check(on Guest VM)

► iostat

► dstat



Performance Check(on Guest VM)

► blktrace

► mount -t debugfs debugfs /sys/kernel/debug

► blktrace -d /dev/vdb -o - | blkparse -i - # or ‘btrace /dev/vdb’  for live

► blktrace -d /dev/vdb [-o vdb -w 10]

► blkparse -i vdb -d vdb.blktrace.bin -O

► btt -i vdb.blktrace.bin [-o vdb]

► https://www.cse.unsw.edu.au/~aaronc/iosched/doc/blktrace.html



Performance Check(on Guest VM)

► blkparse

► btt

D major and minor numbers of the event's device

c CPU id

s Sequence numbers

T Time stamp (seconds)

t Time stamp (nanoseconds)

p Process ID

a Action
A IO was remapped to a different device
B IO bounced
C IO completion
D IO issued to driver
F IO front merged with request on queue
G Get request
I IO inserted onto request queue
M IO back merged with request on queue
P Plug request
Q IO handled by request queue code
S Sleep request
T Unplug due to timeout
U Unplug request
X Split

d RWBS field:
R read
W write
B barrier operations
S synchronous operations

S Sector number

n Number of blocks

C Command

a2a

   D        c            s        T      t              p     a    d         S           n             C      



Performance(on Host)

► Perf & FrameGraph

► perf record -g -p 50214 -- sleep 10

► perf script > out.perf

► git clone https://github.com/brendangregg/FlameGraph && cd FlameGraph

► ./stackcollapse-perf.pl ../out.perf > out.folder

► ./flamegraph.pl ../out.folder > perf.svg



QEMU Misc

► QMP(QEMU Machine Protocol) is a JSON-based protocol which allows 

applications to control a QEMU instance.

► HMP(Human Monitor Interface) is the simple interactive monitor on 

QEMU, designed primarily for debugging and simple human use.

► -qmp tcp:0.0.0.0:4444,server,nowait

► -monitor tcp:0.0.0.0:5555,server,nowait

► nc ip port

► docs/devel/writing-qmp-commands.txt



Libvirt Support

► configure.ac

► + m4/virt-storage-qbd.m4

► src/qemu/qemu_command.c (qemuBuildNetworkDriveStr)

► ...

<disk type='network' device='disk'>
  <driver name='qemu' type='raw'/>
  <source protocol='qbd' name='pool/vol_100T' />
  <target dev='vdb' bus='virtio'/>
</disk>



Q & A



Thank you.

Join us:
Kernel Team Job & Intern:
kernel_group # yunify.com
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