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SWIM: Scalable Weakly-consistent /nfection-style Process Group Membership
Protocol

Abhinandan Das, Indranil Gupta, Ashish Motivala*
Dept. of Computer Science, Cornell University
Tthaca NY 14853 USA
{asdas ,gupta, ashish}@cs .cornell.edu

Abstract

Several distributed peer-to-peer applications require
weakly-consistent knowledge of process group membership
information at all participating processes. SWIM is a
generic software module that offers this service for large-

1. Introduction

As you swim lazily through the milieu,
The secrets of the world will infect you.

Several large-scale peer-to-peer distributed process groups
running over the Internet rely on a distributed membership

scale process groups. The SWIM effort is d by the
lability of traditional heart-b protocols, which
either impose network loads that grow quadratically with
group size, or compromise response times or false positive
frequency w.rt. detecting process crashes. This paper re-
ports on the design, implementation and performance of the
SWIM sub-system on a large cluster of commodity PCs.
Unlike traditional heartbeating protocols, SWIM sepa-
rates the failure detection and membership update dissem-
ination functionalities of the ship protocol. Pro-
cesses are ed through an effi peer-to-peer peri-
odic randomized probing protocol. Both the expected time
to first detection of each process failure, and the expected
message load per member, do not vary with

e sub-system. Examples of existing middleware
systems that utilize a membership protocol include reliable
multicast [3, 11], and epidemic-style information dissemi-
nation [4, 8, 13]. These protocols in turn find use in applica-
tions such as distributed databases that need to reconcile re-
cent disconnected updates [14], publish-subscribe systems,
and large-scale peer-to-peer systems[15]. The performance
of other emerging applications such as large-scale cooper-
ative gaming, and other collaborative distributed applica-
tions, depends critically on the reliability and scalability of
the membership maintenance protocol used within.

Briefly, a membership protocol provides each process
(“member”) of the group with a locally-maintained list of
other non-faulty processes in the group. The protocol en-

1707.00788v2 [cs.DC] 3 Apr 2018
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Lifeguard: Local Health Awareness for More
Accurate Failure Detection

Armon Dadgar

James Phillips

Jon Currey

{armon,james,jc} @hashicorp.com

Abstract—SWIM is a peer-to-peer group ip protocol
with attractive scaling and robustness properties. However, slow
message processing can cause SWIM to mark healthy members as
failed (so called false positive failure detection), despite inclusion
of a mechanism to avoid this.

‘We identify the properties of SWIM that lead to the problem,
and propose Lifeguard, a set of extensions to SWIM which
consider that the local failure detector module may be at fault,
via the concept of local health. We evaluate this approach in
a precisely controlled environment and validate it in a real-
world scenario, showing that it drastically reduces the rate of
false positives. The false positive rate and detection time for true
failures can be reduced simultaneously, compared to the baseline
levels of SWIM.

1. INTRODUCTION

Three key issues that any distributed system must address
are discovery, fault detection, and load balancing among its
D Group ip is an intuitive abstraction
that can be used to address all three issues simultaneously.
Members of a group and its clients are offered a dy: 11

prop: a Susp P 1, that trades i d failure
detection latency for fewer false positives.

However, our experience supporting Consul and Nomad
shows that, even with the Suspicion subprotocol, slow message
processing can still lead healthy members being marked as
failed in certain circumstances. When the slow processing oc-
curs intermittently, a healthy member can oscillate repeatedly
between being marked as failed and healthy. This ‘flapping’
can be very costly if it induces repeated failover operations,
such as provisioning members or re-balancing data.

Debugging these scenarios led us to insights regarding both
a deficiency in SWIM’s handling of slow message processing,
and a way to address that deficiency. The approach used is
to make each instance of SWIM’s failure detector consider its
own health, which we refer to as local health. We implement
this via a set of extensions to SWIM, which we call Lifeguard.
Lifeguard is able to significatly reduce the false positive rate,
in both controlled and real-world scenarios.

The rest of the paper is structured as follows: Section IT

updating view of the current group membership, and use this
view to perform actions such as request routing and state
migration.

SWIM [1] is a group membership protocol with a number
of attractive properties. It’s peer-to-peer design and use of
randomized communication make it highly scalable, robust
to both node and network failures, and easy to deploy and
manage. Its simplicity make it easy to implement and debug,
compared to many distributed systems protocols.

the of SWIM that lead us to use it,
and the kinds of scenarios where we have encountered this
problem. Section III describes SWIM and memberlist, the
implementation of SWIM that we use to evaluate Lifeguard.
Section IV describes the Lifeguard extensions to SWIM.
Section V describes the experimental evaluation of the compo-
nents of Lifeguard, individually and in combination. Section
VI describes Lifeguard’s relationship to prior work. In Section
VII we discuss the conclusions that can be drawn, and potential
future work.
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_ExternalCode
proc.go
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runtime
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runtime runtime
unlock
futex go lock _futex go
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runtime
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