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Agenda

• What we face 

• Challenges in Transportation Layer Protocol

• Proposed Solutions

• Use Cases
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What we face today

Why is TCP Protocol usually found as

the performance killer ? 

 Loss Sensitive 
 Poor in Larger BDP① network

 No delivery latency SLA guarantee

 Difficult to tune performance

① :Bandwidth-Delay Product

Delivery Rate and Round-Trip Time vs Inflight
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Challenges in the future Internet Transport Layer Protocol

Ultimate performance requirement

Diversified transport QoS/SLA requirements

Complicated network environments

Emerging applications is bringing extremely high performance requirements to the network 
system. For example: VR/AR required dozens of HD Video Transportation.

The choice for congestion control algorithm is well known as a tradeoff between throughput 
and latency. An one-fit-all protocol or algorithm becomes less and less feasible.

The coexistence of virtual network, wireless network and other types of network leads to 
both great challenges and opportunities on transport protocol design.



HISILICON SEMICONDUCTORHUAWEI TECHNOLOGIES CO., LTD. Page 5

35pt  

: R153 G0 B0

:

FrutigerNext LT Medium

: Arial

32pt  

: R153 G0 B0

黑体

22pt

) :18pt  

黑色

:

FrutigerNext LT Regular

: Arial

20pt

):18pt 

黑色

细黑体

Trend: Kernel space or User space ?

Oops..

Go through kernel space and user space 

many times when communication 

between containers

How about

User space stack instead of kernel 

TCP/IP stack

Challenge：the use space stack need to provide backward compatibility to the kernel 

networking ecosystem (netfilters/iptables, qdisc/tc, etc.) which some App heavily relies on

FIFO

container

TCP/IP

dev

send()

FIFO

container

TCP/IP

dev

recv()

kernel

glibc

APP APP

container

xxx_send()

/xxx_recv()

APP

User space stack

DPDK
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Trend: Apps have different flavors

Oops…

different APP may need different user space 

stack

--Some requires high I/O throughput, Some 

requires low latency，and some may 

require more protocol compliances/security

--Some may even need to choose on-

demand (according to peers and network 

environment)

How about…

Develop different stack to match 

different requirement

Challenge：Application can not choose stack on demand on the deploy-time

container

xxx_send()

/xxx_recv()

Web 

APP

online 

game 

File 

transfer

container container

yyy_send()

/yyy_recv(

)

send()

/recv()

Low latency 

stack
Kernel TCP/IP

high I/O 

throughput stack
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Trend: Hardware is not all the same

Oops…

Network Protocol Stack developers 

may not be aware of the underlying 

hardware platform (cloud scenario), 

and thus could not may fully use of 

the hardware all by its own… 

How about…

Providing more choices at the same 

time, each handling one possible 

choice, and put them together…

Challenge：How to identify the difference of hardware e.g. how to adapt RDMA, and how 
to host them simultaneously? 
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DMM Project

- DMM Protocol Framework: Dual mode, Multiple protocols & Multiple 

instances, aim to provide a new solution of diverse protocol stacks for 

developers.

- Support Kernel Space and User Space

- Simplify new protocol adoptions and Integrations

- Enable “protocol routing” in Cloud Networking

- DMM will be open source software, licensed as Apache.
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DMM: Protocol Stack Common Framework

REST

netconf/yang

Other（BGP）

H
o

n
e

y
c

o
m

b

DMM VPP Honeycomb

Kernel TCP/IP

Posix Socket Compatible API (LD_PRELOAD)

P
ro

to
c

o
l 

o
rc

h
e

stra
to

r

Data-Plane HAL

nSocket (MUX)

Web APP Video Streaming Online gaming

ipv4-
input/output

DPDK-input

ipv6-
input/output

R
D DHT

REST

Socket Bridge(SBR)

RD : Resource Discovery

Posix Socket Compatible 

API + nSocket

1. Posix compatible and 

uniform socket API to 

APP

2. Support both kernel 

TCP/IP stack and user 

space stack

Third stack

Socket

Layer

VPP Host 
Stack

TLDK F-Stack …

VPP

L2

~

L4
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DMM: Protocol Stack Common Framework

REST

netconf/yang

Other（BGP）

H
o

n
e
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c

o
m

b

DMM VPP Honeycomb

Kernel TCP/IP

Posix Socket Compatible API (LD_PRELOAD)

P
ro

to
c

o
l 

o
rc

h
e

stra
to

r

Data-Plane HAL

Socket (MUX)

Web APP Video Streaming Online gaming

ipv4-
input/output

DPDK-input

ipv6-
input/output

R
D DHT

REST

Socket Bridge(SBR)

RD : Resource DiscoveryThird stack

Socket

Layer

VPP Host 
Stack

TLDK F-Stack …

VPP

L2

~

L4

Protocol orchestrator + 

nRD

1. dynamic mapping 

between application 

and stack

2. Stack selection rule 

can be configured by 

e.g. SDN controllers 
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Application server and client calls 
socket interface.

1

Protocol Routing Workflow

socket(), bind()
Application server

socket()
Application client
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socket(), bind()
Application server

socket()
Application client

Application server and client calls 
socket interface.

Socket APIs are hijacked to DMM 
nSocket APIs.

1

Protocol Routing Workflow

LD_PRELOAD

DMM LD_PRELOAD

DMM nSocket API

DMM nSocket API

2
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socket(), bind()
Application server

socket()
Application client

Application server and client calls 

socket interface.

Socket APIs are hijacked to DMM 

nSocket APIs.

Server call listen() triggers L-RD to 

negotiate protocol policies.

L-RD: manage local DMM Policies and 

Protocol Configure.

1

Protocol Routing Workflow

LD_PRELOAD

DMM LD_PRELOAD

DMM nSocket API

DMM nSocket API

2
L-RD

3
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socket(), bind()
Application server

socket()
Application client

Application server and client calls 

socket interface.

Socket APIs are hijacked to DMM 

nSocket APIs.

Server call listen() triggers L-RD to 

negotiate protocol policies.

L-RD: manage local DMM Policies and 

Protocol Configure.

Server call accept() and client call 

connect() trigger L-RD to retrieve 

and resolve protocol stack 

mapping.

1

Protocol Routing Workflow

LD_PRELOAD

DMM LD_PRELOAD

DMM nSocket API

DMM nSocket API

2
L-RD

3

4
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socket(), bind()
Application server

socket()
Application client

Application server and client calls 

socket interface.

Socket APIs are hijacked to DMM 

nSocket APIs.

Server call listen() triggers L-RD to 

negotiate protocol policies.

L-RD: manage local DMM Policies and 

Protocol Configure.

Server call accept() and client call 

connect() trigger L-RD to retrieve 

and resolve protocol stack 

mapping.

According to the mapping, the 

socket is instantiated to one 

protocol stack

1

Protocol Routing Workflow

LD_PRELOAD

DMM LD_PRELOAD

DMM nSocket API

DMM nSocket API

2
L-RD

3

4

VPP Host Stack

vppcom_session_...()

vppcom_session_...()

5
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socket(), bind()
Application server

socket()
Application client

Application server and client calls 

socket interface.

Socket APIs are hijacked to DMM 

nSocket APIs.

Server call listen() triggers L-RD to 

negotiate protocol policies.

L-RD: manage local DMM Policies and 

Protocol Configure.

Server call accept() and client call 

connect() trigger L-RD to retrieve 

and resolve protocol stack 

mapping.

According to the mapping, the 

socket is instantiated to one 

protocol stack or Another.

1

Protocol Routing Workflow

LD_PRELOAD

DMM LD_PRELOAD

DMM nSocket API

DMM nSocket API

2
L-RD

3

4

5

Another protocol 
stack

stackx-socket_...()

stackx-socket_...()
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socket(), bind()
Application server

socket()
Application client

Application server and client calls 

socket interface.

Socket APIs are hijacked to DMM 

nSocket APIs.

Server call listen() triggers L-RD to 

negotiate protocol policies.

L-RD: manage local DMM Policies and 

Protocol Configure.

Server call accept() and client call 

connect() trigger L-RD to retrieve 

and resolve protocol stack 

mapping.

According to the mapping, the 

socket is instantiated to one 

protocol stack or Another.

Dual mode(kernel or user-space), 

Multiple protocols, Multiple 

instances can exist simultaneously.

1

Protocol Routing Workflow

LD_PRELOAD

DMM LD_PRELOAD

DMM nSocket API

DMM nSocket API

2

L-RD 3

4

5

Another protocol 
stack

stackx-socket_...()

stackx-socket_...()

VPP Host Stack

vppcom_session_...()

vppcom_session_...()

6
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Protocol Routing Workflow (with Centeral RD)
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User Case for DMM

• Traditional TCP has limited bandwidth usage in the WAN, because:

• 1）TCP Congestion Control will limit delivery rate

• 2）Packet Loss and Resend will decrease throughput.

Edge Monitor 

Node

Center

Controller

Video Capture 

Data

Video Analyze 

DB

Optimized TCP 

Stack

DMM DMM

Optimized TCP stack in DMM can achieve 90% 
bandwidth usage and low latency, easy to deploy.

CDN CDN

Hybrid Video Platform
OTT、IPTV、DVB

DMM

Optimized TCP stack in DMM can support mass 
concurrent connections and achieve smooth user 
experience even 12% packet loss rate.

DMM

DMM

DMM

DMM
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Key Takeaways

Posix Socket Compatible API (LD_PRELOAD)

P
ro

to
co

l 
o

rch
e
stra

to
r

Data-Plane HAL

nSocket (MUX)

VPP 
Host Stack

TLDKLWIP

R
D

HAL：Hardware Abstraction Layer，a IO adaptor

Common library for develop user space stack

F-Stack

 Stack developers  can 

concentrate on user space 

protocol innovations;

 Apps can dynamically choose 
different protocols.

 Support both kernel TCP/IP 
stack and user space stack；

 Container network will easily 

build E2E communication 

capacities.
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关于华为罗素：软件定义未来网络

按需卸载高性能数据面（eVS）

应用驱动协议栈（nStack）

弹性扩展云网络功能平台（eGW）

应用网络控制面（iCAN）

网
络
编
程
与
验
证

（n
e
tP

ro
g

）

接入端节点

轻量网络框架
（nStack-Lite）

规模高可用、高性能、可扩展、应用感知（云主机、网关设备、边缘设备等） 轻量、安全、移动(边缘，IOT,终端)

企业上云、混合云

支撑管道纵深（使能运营商，不可替代），云和IT，消费者终端和行业数字化“五大战略”

PACIF云网络

端云全栈

网
络
感
知
与
测
量

（n
e
tW

a
tch

e
r

）

SVN控制面
大规模扩

展

高可管
高可用

软
硬
协
同

数据面
协同高性能

我们的使命：构筑业界领先的，PACIF云网络和端云通信软件全栈，最佳
通信体验支撑公司端管云战略。

PACIF Cloud Network：

1、Predictable 

2、App-centric 

3、sCalable

4、Intelligent 

5、Flexible&veriFiable



HISILICON SEMICONDUCTORHUAWEI TECHNOLOGIES CO., LTD. Page 22

35pt  

: R153 G0 B0

:

FrutigerNext LT Medium

: Arial

32pt  

: R153 G0 B0

黑体

22pt

) :18pt  

黑色

:

FrutigerNext LT Regular

: Arial

20pt

):18pt 

黑色

细黑体

欢迎加入DMM讨论组

Question ？
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