9 1=
¥’ DaoCloud eb Pav//llh i

2 AN DOCKERZ &

NS
DaoCloud

allen.sun@daocloud.io




ABOUT ME
N
TP
*» DaoCloud \‘ﬂ
* Docker DaoCloud

° Linux

* GitHub: allencloud

docer



g

KiF K2 P Dev
a2 I‘ i / MQ/Cache

Ops
VMWare/KVM

Bk 552 AR 525 AR 552 Bk 525 X86/Power




el 3T At

THE DEPLOY FAILURE
=

DEFECT IN
Pnnnugnnun ST WﬂIII(S ONi MY

& MAGHINE l

- o \
K
A
-
.
= - ¥

< ~ )

o A \\_, ==
"IORKS'ON MY
MACHINE

. ¢|s’mn UM

i |




DOCKERA /3

((Wcraereie

e

i LS [

!

et
it
= 3

1%




SNRIFDOCKERAIZ B

188 VMs &
e S E RN

> BeEWrootHl 2B EHroot
> Cgroup/Namespace A" LE
> PR PR E S

-----



TERESR

LXC, Namespace & Cgroup

AppArmor/Capabilities
\

‘ Content-Addressable/ ulimit

‘ User Namespace/Seccomp

|

Pid cgroup
/
‘ Secure Control&Data Plane
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Available Container Security Features, Requirements and Defaults |

Security Feature LXC 2.0 Docker 1.11 Cor@bk‘ 1 3 '] ” 1
User Namespaces Default Optional Experlmental -
Root Capability Dropping Weak Defaults Strong Defaults Weak Defgits
Procfs and Sysfs Limits Default Default

Cgroup Defaults Default Default

Seccomp Filtering Weak Defaults StroperDefaults Optional
Custom Seccomp Filters Optional Opti@q Optional

Bridge Networking * ? Default
Hypervisor Isolation “ oming Soon Optiona

MAC: AppArmor Defaults ossible
MAC: SELinux Optional

No New Privileges Not Possible
Container Image Signing Default

Root Interation Optional ‘ False Mostly False

“In this modern age, | believe that there is little excuse for not running a
Linux application in some form of a Linux container, MAC or lightweight
sandbox.”

— Aaron Grattafiori, author of NCC Group’s white paper



init namespaces :

new namespaces

1. 2. 3. cgroups applied
dockerinit | ENTRYPOINT
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i Docker Container

process

HEZRS [ Pid / NZZ /IPC ...



25

DOCKER DAEMON %&°

» Docker DaemonHJ3E§l#
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HUMAN FACTOR ~ =711=%

proto == "tcp" && (serverConfig.TLSConfig == nil || serverConfig.T
logrus.Warn("[!] DON'T BIND ON ANY IP ADDRESS WITHOUT setting "+
"—tlsverify IF YOU DON'T KNOW WHAT YOU'RE DOING [!]")
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* Filesystem/Disk
* Processes

° :d

* Signals

https://github.com/docker/docker/issues/15815 , docker1.8.1




* Fork Bomb
* Disk space

* Disk inode
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