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AT AE=FTHT?

Il BARERE 2 ¥3 0 OTE 0 XF  #HE  #E
LEEEOLS > R2=LS > 2017 ~

" Microsoft £/~ MS17-010 - ™&

MS17-012 Microsoft Windows SMB RS2 2 EH (4013389)

EFEEHE: 2017&E 38 14 B

M517-011
B 1.0
M517-010
h= ENAE

MS17-009 HITHE -

RS ESEFEEE T Microsoft Windows HR2-MRE. MEREEME Windows PATHE
MS17-008 SMBv1l [RE8 & iESMFiRitrEEE, AEPmAFENREETEATFEERITESE, A R

#1F Microsoft Windows 8BS XA, HELSBHOSHN TE", &3EILME AR
MS17-007 B, HeNBEmNRATRATESRES.

h RLEHETNE

WS17—006 %S WAL B I SMBv] LB TG HA0TE RAY 7 20518 8 X R, -

EXEURANHER, BEEARRERDS. o FE
MS17-005

HANTFATSER, H8H Microsoft MIREE 4013389, &7

M517-004
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BEAEBERIIEXERL172,0007 BETH

KiE 2 BEiE):

201755H12H

N kB2 ERIE2017ES5A12AE, SREEMRANET Windows
B MEHRFHIGHTREEENEESEERD, REs FBESEZ
Rt EAINSARERBER KEZE REHRERF... ¥H>>

¥EBERHN | M

KIEZ EZEE2017F5R 120, £EEMEANET WindowsH
KHESWNHTREEBNEREERRE, FEoFEduE 2zt
BANSARERBEP KEZE WEHREFREN...

baike.baidu.com/




OHMYGOD, , ., . . GAME OVER

Ooops, your files have been encrypted!

What Happened to My Computer? -
Your inportant files are encrypted
Many of your documents, photos, wideos, databases and other files are no longer accessible
because they have been encrypted Maybe you are busy lookang for a way to recover your
files, but do not waste your time. Nobody can recover your files without our decryption

i seTVace
Payment will be raised on

Sure. We guarantee that you can recover all your files safely and easily. But you have not so
Time Leh enough tme
= You can decrypt some of your fles for free. Try now by chickang <Decrypt>
----- But if you want to decrypt all your fles, you need to pay
3 Vou only have 3 days to submat the payment. ARer that the pnice wall be doubled
B Also, if you don't pay m 7 days, you won't be able to recover your files forever
Your files will be lost on We will have free events for users who are so poor that they couldn't pay in 6 months

572072017 20:33:41 How Do I Pay?
lime Left Payment 15 accepted i Bitcom ondy. For more mformation, chek <About bitcom>
Please check the current pnce of Bitcom and buy some bitcoms. For more mformation, chick
<How to buy bitcoms>

And eand the Forvact smnimt ta the addrsce enachad m the wenda

Send $300 worth of bitcoin to this address

1219YDP gwueZINyMgw519p7 AABisjr6 SMw

Contact Us nl'-‘-ﬁ'Pt
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22

3389
3306
1521
6379
80/8080
11211
445
1443
2049
9043
7001/7002
161

SSH

RDP

MySQL

ORACLE

Redis
Apache/Tomcat
Memcached
Samba-NetBIOSHRSS
MSSQL

NFS
Websphere
Weblogic
SNMP

ssO<SHR

S5O SERI/FIFAmMs12-0205¢ 3389w
SSO<SHN/ SHhRFARIR
SSO<SHN/ SHhRFARIR
KIBRAA

B FRiBMh/5s <SRN

2 S 15700 L)

MS17-010ifilE
SSO<SHN/ SHhRFARIR
FERLRIE
ZhOIRIE/JAVARFEFIE

Z BRI/ JAVARFF5IE
KIBIGR)
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Starting Nmap 7.50 ( http 2018-04-11
Nmap for 192,

Host 1is

STATE SERVICE VERSION
open ssh OpenSSH 5.3 (protocol 2.0)
open rpchind 2-4 (RPC #100000)

cp open mysql MySOL 5.1./3

55 :29:9D:4D:79 (VMware)

Hydra (http://www.t / starting at 2018-04-11 22:35:33
[INFO] Reduced number of tasks to 4 (mysql does not like many parallel conn
[DATA] max 4 tasks per 1 server, overall 4 tasks, 7 login tries (1:1/p:7), ~2 tries per t

"admin" - 1 of 7 [child @] (0/0)
get 19 Login "root" ) "superadmin” - 2 of 7 [child 1] (0/0)
MPT] target 192.168.10.19 Login "root" nass "te - 3 of 7 [child 2] (0/0)
MPT] target 192.168.10.19 Login "root" nass "12 6789" - 4 of 7 [child 3] (0/8)
MPT] target 192.168.10.19 _Jﬂin "root" D 123 5 of 7 [child @] (0/0)
1 get 19 10,19 Login "root" pass "1qe X" - 6 of 7 [child 1] (0/0)
, MPTL target 192,168 18, 1¢ ogip 0355 -7 of 7 [child 2] (0/8)
3306] [mysql] host: 192.168.10. login: root nassword: root
1 ot 1 target successtully completed, 1 valid password tound
Hydra (http://www.thc.org/thc-hydra) finished at 2018-04-11 22:3
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Nmap scan report THI 192.168.10.73
Host 1s up s latency).
Not shown: 29997 _]_1_1_—.|:'£| ports

PORT STATE SERVICE VERSION

22/tcp open ssh Open55H ﬁ 3 fprn*ncul 2
L;Lf*rr open _rpcbind 2-4 (RPC
9/tcp open redis Redis {ey ,ﬁ1uk st

- —

Address: O0:0C:29:/F:FC:D3 (VMware)




Nmap

Host 1s up |
Hﬁt shown:

@® oz

SEFRZEERI-3 JavaRIFFIL

UTE C F"1 por
STATE SERVICE
http
TBFpC
open 3105-55N
microsoft-ds

ms-wht-server

open

open

open
open
open sip
1/sip-t1s?
http

gpen S5

open

open

) open msrpc

cCp open

54/tcp open

'tcp open

Microsoft

faTsi-prservery?

Microsoft

Microsoft

VERSION
Microsoft
Microsoft

IIS httpd 7.5

Windows RPC

Windows netbios-ssn

Microsoft Windows 2008 R2 - 2012
Microsoft Terminal Serv

(S5IP end [,::lili_l'lt; Stat

Server microsoft-ds
ice
ble)

us: 503 Service Unavailla

Server (Servlet 2.5; JSP 2.1)

Oracle WebLogic
Microsoft Windows RPC
Windows RPC
Windows RPC
Windows RPC
Windows RPC
Windows RPC

Microsoft
Microsoft
Microsoft

ij?



SLfRZEfI-4 Apached|BF

Index of /

upcor
updac
urhos
upser:
wset. |

—

[N

el e T T T R R T T R ]

Last modi fied

Size Description

09:
20:
09:
ZZ
0s:
% 2 &
F X5 75
f L3 2 2

f 55

s
10:
18-
P75 =

18

>4
27T
43
41
o
10
S0
10
: 45
20
=T
=9
039
=10

678
T i
1. OM
956K
101K
2. OM
2Z8K
S PR

3ZKE
105K
197K

=157 .4
439K

Apache 2 2 22 Server at 127 8. 0. 7 Port 50
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&2/ etc/pam.d/system-auth3Z{4
fEpassword requisite pam_cracklib.so[SiBIILA TS

password requisite pam_cracklib.so retry=5 difok=3 minlen=8
ucredit=1 Icredit=1 dcredit=1 ocredit=1

difok: RMVARREFHF3
minlen: R/ERIBKES
ucredit: XEFENE1
Icredit: INEFBANE
dcredit: F=F/EN
ocredit: $FHEFNEN



AFR BN SINER

#mig/etc/pam.d/password-auth
wILATARE:

auth required pam tally2.so onerr=fail even deny root deny=5

unlock time=300

onerr=fail deny=5 unlock time=300

ENEKBIREGBIISIR, SHERIE300F)



AFR BN SINER

#mig/etc/pam.d/password-auth
wILATARE:

auth required pam tally2.so onerr=fail even deny root deny=5

unlock time=300

onerr=fail deny=5 unlock time=300

ENEKBIREGBIISIR, SHERIE300F)



RedisZRNTAE Y

fgmigredis.conf
EGELATREERE:

#requirepass foobared

(Zelfs:
requirepass jdd#$DEW!15372

Requirepassfg B EN S

ERredisiks3



ApacheBFiE[h

fmighttpd.conf {4
HiE1: BB O0ptionsXEFEMIndexesxEiE

Hi%2: EERENHPISEEZSAIMTFIR:

Options -Indexes

ERApachek55
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lb\g&t]u

emerg REATTH

alerts WAz BDSREVFEE
critical HantaiR

errors BRAS
warnings ZENE

notifications — N EERIBEEREH
informational —/ M=E2E {4

debugging debug{E&2



N

HEEAGRISHET(E

SRt NERR



ERRO-NERAR

AERMREETH

4
PR ) B B =~ BE Q3 C &2 B T R A MBI B R

130
mn 50
1921 52.78

M BT STRT B R

mfiE Fiht b o thieri
09:49:16 222 §5.76.254 SSHERNRINE
09:49:18 222 §5.76.75 SSHERRRIME
10:48:16 222 B5.76.254 SSHESRRIME
10:4816 222 85.76.75 SSHEFRRIAE
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R F e EEURL

Struts2iE < MiTiRE(a2-045)a2-046)0 CVE-2017-6538)
HTTP OFTIONST &

SSHERRRIME

P B SR Bakdu TR R T B

Webf S EESGUEARERMTY

IS 8.0 EEREHTRMCVE-2017-7269)

IS HEM GhostAR D

HTTP SGLEEASRMT/\

HTTPHHRCONNEC TR TR 18 5(8




r
RiCWEBRZHTOP10 : M CWEBEL B#FTOP10 : WAFES Tt T : WAFER S L0 Bintt...

a\ | e A
-

FiLWER HEM4 XH AR e~ [ C B W M EWAFTI AT

=7

EIRRS IR R 25

e EfF ol j =]pl ] B iE ¥ &P

2018-03-26 HTTP 118.24.116.1 2018-03-26 HTTP_GNU_ 116.236.217.

12:16:26 (] 09:45:15 %E 150
BRI

2018-03-26 HTTP_GNU_
09:45:15 BushiﬁE
2018-03-26 118.24.116.1 BERBERAT
12:16:26 61
2018-03-26 HTTP_GHNL 1;3.23821?.
1

116.236.217.
150

09:45:15 BashinEE (T
BB

2018-03-26 A :3.24.1 16.1 2018-03-26 HTTP_GNU 1;3.23&2 17.
3 1

12:16:26 09:45115

7

2018-03-26 HTTP_GNLU 15.23821?.
1

09:45:15 BashiiiE fF
2018-03-26 118.24.118.1 gl
12:16:26 61 BEMT

HTTr oG 116.236.217.
P 150
lftifgﬁ




WAFREEEE... : WAF{ERER{T... - IPSEEE TR : IPSREE : IPSEERE

22 4 4419 240 32 4586

LR A MTOr0.... : ML ER L ETOP10... ; FEiCoHR RS AR ELRIP ] LA RE AL A

= =
IS IEIE

RO AR BiF0HE & B LR G A

]
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4
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\

=0-1ME1TH

$ @ iz ITzami

afc)

2018-03-20 18:51:22
2018-03-20 16:45:56
2018-03-20 18:51:47
2018-03-20 18:51:21
2018-03-20 17:18:56
2018-03-20 18:50:54
2018-03-2017:18:03
2018-03-20 18:50:30
2018-03-20 17:17:37
2018-03-20 18:51:08
2018-03-20 17:18:30
2018-03-20 17:24:34
2018-03-20 16:39:20
2018-03-20 1B:37:48
2018-03-20 16:46:33
2018-03-20 16:45:19
2018-03-20 16:45:19
2018-03-20 16:45:19
2018-03-20 19:38:26
2018-03-20 16:45:19

BrE

Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add

BEmE

o] S— Lo e W |
e m— - n - . .
prefix|mmm - o e -
prefiximm - ] -
prefix’ m [ | -
prefi' m m e -

ofi PR "N
prefix| Gl Ml | "alll
gateway[™ mE nhcrity[40]device(port30)]
interfaca[portd0)
interface(portad)ipj= m mjcost[B0kead- interval[40hello-interval10]
interface[port30]ip[ = j|dead-intervald0]hello-interval[10]
iDesm m rosmm  w md]
LI N W - ]

i " e
Dl "ol | -

ipL®m mem m ]

-4

Add router access-list hulinatong

Add router.ospfarea 0.0.0.0

Add router.route-map huliantong

Add router.access-list:rule hulinatong:4
Add rauter.ospf:netwark 5

Add router.access-list-rule hulinatong:2
Add router.ospfnetwark 3

Add router.access-list:rule hulinatong:1
Add router.ospf:netwark 2

Add router.access-list:rule hulinatong:3
Add router.ospf-netwark 4

Add router.static 33

Add system.zona huliantang

Add router.ospfospl-interface 1

Add router.ospfospf-interface huliantong
Add system.interface:secondaryip port30:4
Add system.interface:secondaryip port30:2
Add system.interface:secondaryip port3d: 1

Add system.interface:secondaryip port30:6

Add system.interface:secondaryip port30:3




'—

2115

B iR

2018-03-24 02:51:14
2018-03-24 02:51:09
2018-03-24 02:50:33
2018-03-24 02:50:29
2018-03-23 13:04:38
2018-03-23 13:04:22
2018-03-23 13:04:09
2018-03-23 12:08:18
2018-03-23 12:08:09
2018-03-23 12:08:06
2018-03-23 12:08:01
2018-03-23 12:07:33
2018-03-23 12:07:24
2018-03-23 12:07:07
2018-03-23 12:06:55
2018-03-23 12:06:44
2018-03-23 12:06:44
2018-03-23 12:06:34
2018-03-23 12:06:34

2018-03-23 12:06:26

BinP

BiEdhS

copy running-config thp:

write

capy running-config tp:

write

show processes cpu platform sorted

show processes cpu platform sorted

show processes cpu platform sorted

p access-list extended preauth_ipvd_ac
do-exec show ip acces

no ip access-list extended preauth_pvd_ac
na ip access-list extended preauth_ipvd_ac~
do-exec show ip dcces

no ip access-list extended preauth_ipwd_acl
no ip access-lst extended CISCO-CWA-URL-REDIRECT-AGL
da-exec show ip acces

show running-config

do-exec show running-config

show running-config

do-exec show running-config

do-exec show ip acces

RFA

EP

® @ uoz| Tz

ll
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JEHI-Bie

wEm A L 5] vl P

RTEENTPEESZ HEAHEEHTER, FUTHENESRER, ERFNANAFETFFE i3 Ei/ete/mp.cont RINTPEES 220 532-15&101.
ZEREETHESS ETAHEWHER, FUEHENETHSES, ERTFRELEATETEE i HENTPRES2E églcz.ma.m.
UMASKER STFEER %Eﬁﬂﬁﬁiﬁﬂﬂ FEQEATRAHNERORBIAE, FEAPREHEH 7 E X ete/profilesid Bumask 027 ;;32. 168,101,
R TSEEPAM suBlrootilZEMNE BREALA T Lsuroot, RS RE i iﬁm&w.wmiﬁhnﬂ?w@: auth sufficient fibv/security/pam_rootok.so auth required Jib/security/pam_wheel.so gr a s_‘ila'. 168,101,
%g%ﬂ*ﬁ—“ﬁﬁ#ﬁﬁér&% %g&fﬁﬂ-’r&‘én%iﬁ& EXEENY. . R SINEERE, BEEATE s R B /etc/pam d/system-auth 3§ password requisite pam_cracklib_so ocredit=1 332.15&101.
%g%ﬂ‘ﬁzﬂmi‘%?tﬁﬁﬁﬁﬁ :IT:I§'F' e Ol EREEHT. TN, ANEANETH, AREATE & i H/ete/pam.a/system-auth 3 ffPpassword requisite pam_cracklib.so leredit=3 J13?'!2.1?»&.101.
%Eé}"ﬁ—“x%q& 58 Eﬁgjﬁ‘aué—‘%ﬁm. EROIUT. FH. AEANFETH, HEEATE & # B /etc/pam.d/system-auth 2 *Fpassword requisite pam_cracklib.so ucredit=1 égz.ma.im.
BEREMECTUTFEESFSER :_'D;'%-‘rﬁﬁ SO0<WE, EREESNHT. FF. VBISRETE, BEEATE = & i /etc/pam.disystem-auth 3 % - password requisite pam_cracklib.so doredit=3 ;?2.15&.101.
FOREEEESRHSER HD:;.?{LEF SOSNE, ERERNTF. . VI EINEER, BEEATE i 2 B/ete/pam. d/system-auth 3 4 chpessword requisite pam_sracklip.so minken=10 ‘1332.15.3.101.
BN TRATINEESHESESR %g&fﬂﬁi&é‘n%iﬁm, EFEERT. N, R SHNREE, BEERTE s 1R B /etc/pam. d/system-auth 3 ($ F password requisite pam_cracklib.so difok=3 332.15&101.
BUSdNNASHSER Eﬁgjﬁﬁuéfﬁm. ERESHT. TN, R EHEETE, BREXTE = % B /eic/pam.d/system-auth 3 {4 password requisite pam_cracklib.so retry=5 l13§|12.1E'>B-1EJ1-
FAESHANERE iEBEEENRERANES m 55 ete/pam.d/sshd D0 auth reguired pam_tally2.so onerr=fail deny=6 unlock_time=1800 audit ; ?2. 188.101.
ASEEOSHRESEE OFHEMNELAE, ERAFPEAOS, SUBEERH 3l EXHetcNogindefsthig  PASS WARN_AGE /v FnE 113??'15&101'
BRTEEOSRIEE O%EEAAXTETa i E X eteNogin.deftsthig E PASS_MIN_LEN T FimE{E 413 32.1 B8.101.
EEEEOSSEMAE ERMEOSBRETEZTEEN—RO% L2 EXH/ete/login.defstRiGHE PASS MAX_DAYS R FHEE 192.168.101.

81
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2018-03-28 14:22:43
2018-03-28 14:22:43
2018-03-28 14:22:43
2018-03-28 14:22:43
2018-03-28 14:22:43
2018-03-28 13:28:57
2018-03-28 13:29:57
2018-03-28 13:29:57
2018-03-28 13:29:57
2018-03-28 13:28:57
2018-03-28 13:29:57
2018-03-28 13:29:57
2018-03-28 13:29:57
2018-03-28 13:28:57
2018-03-28 13:29:57
2018-03-28 13:29:57
2018-03-28 13:29:57

CVEHR=S

CVE-2007-3008
CVE-2005-3498
CVE-2005-3398

CVE-2004-2320

imiE B

nginx HTTP Server Detection
Service Detection

Traceroute Information

HTTP Server Type and Version
nginx HTTP Server Detection
nginx HTTP Server Detection
Service Detection

Traceroute Information

HTTP Server Type and Version
nginx HTTP Server Detection
Service Detection

HTTP Reverse Proxy Detection
HTTP Reverse Proxy Detection
HTTP Reverse Proxy Detection
HTTP Reverse Proxy Detection
Traceroute Information

HTTP Server Type and Version

1Zi3M4
tcp
tcp
udp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp

tcp

80
80

80
80
80
80

a0
80
80
80
80
80
80

80

PR EF R
MNone
None
MNone
None
MNone
None
None
None
None
None
None
None
MNone
None
None
None

Mone

BRI
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
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