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» IT iIZ4E5HT (ITOA | IT Operation Analytics )

> EEEizdE ( AlOps , Algorithmic IT
Operations )

>» HERINADS
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Analytics (ITOA)
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+ AIOp (Algorithmic IT Operation)
+ 1BY2eEy. AT EsEN A4

Monitoring Service Desk
(Observe) (Engage)

c’c‘“"\nuous Ins ig, hey
AlOps

Machine Learning

Big Data

Automation
(Act)

Business Value
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+ ZUEXRE  HE. Y. HeEER
+ BuEENE | RS EUETRE

+ RS I REDHT. SERToT
+ ZUERI - AT, BAIES

B‘\l/s;lnuee% O%e;:g;ns DevOps
Dashboard

Applications for IT and Business Users

Presentation Layer (Visualization and NLP)

Analytical Learning

Shds Deep Real-Time
ITOM Tools and (Pattern Discovery, Analysis Analysis
Other Applications Anomaly Detection,

Machine Learning, NLP)

Data Collection

Data Sources (Private and Public)
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+ #F1888E ( Machine Data )
- B&
+ BS20E ( Wire Data)
- PILEINE |, REDH
+ {XIEEE ( Agent Data)
- £ .NET/Java FHIBEBARE , #ITREEAR. #HiER
+ IRETEHE ( Probe Data )
- FERMAEHUICMP ping, HTTP GETiER , [WREFHHITHN
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- (BREESCHEPEE ( Real User Measurement )
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“The Log: What every software engineer should know about real-time data's unifying
abstraction” , Jay Kreps, LinkedIn engineer

o RE#EHTLinkedIn XEIEFE ( http://www.csdn.net/article/2014-07-23/2820811/1)
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KErZ I 2= Apache Access H&

« 180.150.189.243 - - [15/Apr/2015:00:27:19 +0800] "“POST /report HTTP/1.1"
200 21 "https://rizhiyi.com/search/” “Mozilla/5.0 (Windows NT 6.1; WOWG64; rv:
37.0) Gecko/20100101 Firefox/37.0"  “10.10.33.174" 0.005 0.001
- FE:
- Client IP: 180.150.189.243
- Timestamp: 15/Apr/2015:00:27:19 +0800
- Method: POST
- URL /report
- Version: HTTP/1.1
Status: 200
Bytes: 21
Referrer: https://rizhiyi.com/search/

User Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:37.0) Gecko/20100101 Firefox/
37.0

- X-Forward: 10.10.33.174
- Request_time: 0.005
- Upstream_request_time:0.001
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+ Hadoop

- HEALTR |, AER AT
- I
- HUEBELISHR | FToAM OLAP (On Line Analytic Processing)

+ Storm/Spark

+ Hadoop/Storm/SparkE RE— MNFAEZR , &~

B2 RAARY~ R

+ NoSQL
« NOFENRER
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+ Fast Big Data
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+ ERWIEES ( Search Processing Language,
SPL)
- SPLapSHEER ( " ) B "[[]]" SRR
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,QEIM% I Schema on Write vs. Schema on Read

+ Schema on Write
- Z5I0T ( NFERT ) MENFER , X ESMEM
- MEREER
- (BERBRE | WRFRSTANE B SET
+ Schema on Read
- A (NEFFS ) HEUFER , SEBE
- R, RERRIEFEMNTR

- (BRRIEEZZ0

+ HEZEEBTSFEF Schema on Write #] Schema on Read
S Z LI
- APPSR EERITREE
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- IBEEMN I SRR A SR
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+ BiEE. T RISTERA
- ZX3|14RE : 2005 EPS (Event Per Second) , 40TB/k
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'~ rizhiyi.com

«

T ERINE 2016/10/... % C X Hrefsd 2016/11/... % C X
= =
648063
1
648072: £525.00 % £525.00% 548063: £425.00 %
LHEM: 493333 %
L3
2 5 R £966.67 %
648066: £925.00 % ot 648065: £925.00 %
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HETFROB NN L BRKIE

REFHRFR, FROZWELHEURSMRBRLR, EFASHBHI A,
119.177.231.170

- - [[09/Nov/2016:15:54:27.748 +0800)] “GET [Jindex/login/ /{ gw_address=192.168.11.14gw_port=20608gw_id=0539{x009979&mac=20:02-af 2f-9a-58&url=http%3A/ /andmibf.tj.ijinshan.com/Ib3d /%3Faction¥3Dpush_msg_errork26channe%3010000002%26¢n%3D10000002%26install_channe
%3D10000002%26version%30212000%26imei%3D35707005 11305 26%26mccX3D460%26mode %3 DG T-19300%26releaseX3D4.1.2%2650k%3D16%26vga%3D720_1280%26dp%3D320%26deviceX3DmOChn%26¢pu 1%3Darmead -v7 a%26¢pu2%3 Darmeabi%26uld%3D0%2 6¢oresk3D4%26010%3D97xnemaz9rodfrS gygv7yyrhn
sh&X26android_id%3Ddb500aaedc574981%26app%3Dcheetah fastX26errmsgX%3Dcause®25 3A0rg.json JSONExceptionXk2 5 3AX2BValue%28%2 5 3C%25 2 1DOCTYPEX2Bof%2BtypeX2Bjava.lang. String%2Bcannork2 BheX2Bconverted%2810%28)SONObject%2 5 2C%2Bmes sage2 s 3AparseX2Bthe%28)sonX2Bdatak2BofX2Bcomet2
BnoteX2Bfaled¥26err%30- 1%26nettypeX3DWIFI | HTTP/1.1" 200 2341 “~* "Dalvik/1.6.0 (Unux: U; Android 4.1.2; GT-19300 Bulld/JZ0S4K)"

101.20.143.235 - - [09/Nov/2016:15:55:28.820 +0800] "GET /index/login/% gw_address=192.168.11.1&gw_port=2060&gw_id=0316Y)000364&mac=00:0c:e7-82:17:538
EMBAst

=httpX3A//192.168.0.1/ | HTTP/1.1" 200 4605 "~ "Apache-HttpClient/UNAVAILABLE (Java 1.4)" “-*

AR<clientip>|

[(?<datetime> [A\])+)|A

\w+\s+(2<uripath>[A\7]+)\20<urlargs>(A |+)

L

2016/11/09 15:55:28.821

timestamp raw_message E

)OO

£
101 20.14]-.2 35 - - [09/Nov/2016:15:55:28.820 +0800] "CET /index/login/7gw_address=192.168.11.1&gw_port=2060&gw_id=0316Y)000364&mac=00:0¢:¢7:82:17:53&url=httpX3A//192.168.0.1/ HTTP/1.1° 200 4605 "-" "Apache-HitpClient /UNAVAILABL
E(Java 1.4)" "~
2016/11/09 15:55:26.818 112.251.194.69 - - [09/Nov/2016:15:55:26.818 +0800] "CET /index/login/?gw_address=192.168.11.1&gw_port=2060&gw_id=05391s901329&mac~f8:24:5f fc:8c:be&url=http%3A/ /drm.cmgame.com/egsb/gshare/switches HTTP/1.1" 200 1942 *-* BRSNS
112 118 108 2 _ _ ING/NAGIINTA 1 CECIC K17 LA ET findav flanin Dmu 3ddrace—102 162 11 1aw anm—INENLmu id-NTCCATTTREmr AL QT Nhdr ds R Uuird- Atk IA [ Hila marbat visami ram ithumhnail fnan ful R0 IFaundSnn i 7ThRa-R 3 Thr g A
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OEEE | 1420 ERELFER ( Schema on Read )

MERS ~ logtype:apache | parse "(?<clientip>@:\d{1,3}\.){3N\d{1,3}).*HTTP/\d\.\d\" \d+ (? @ | E3-1d ~ [ now
<bodysize>\d+) " | eval bodysize=tolong(bodysize) | stats count(bodysize) by clientip
in m

EAERRR.. B 82,603

2k

11/28,20:30 11/29 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:0(
B giit
§TH20% - «<n2345>» &

R T ABHE

clientip count(bodysize)
121.228.62.220 2827
124.128.38.202 2600
122.189.64.59 2160
180.107.79.77 1861
121.11.157.146 1682
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RE v b1
#379,8347 %%
20k
- IIIIIIIIIIIIIIIIIIIIIIIIIIIIII|IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII|IIIIIIIIIIIIIIIIIIIIIII'II
) N |
10/12 12:00 10/13 12:00 10/14 12:00 10/15 12:00 10/16 12:00 10/17 12:00 10/18 12:00 10/19
S5 B giit e
overview m ¥ GHMUN 57720 S « < n 2 3 4 5 .. > » Fik v
apache timestamp B
»  2016-10-18 appname :baimi hostname:192.168.1.26 tag:test70 BEEETX
19:56:41.752 .
58.208.161.64 - - [18/0ct/2016:19:56:41.752 +0800] "GET /index/login/?gw_address=192.168.11.1&gw_port=2060&gw_id=0512GY
000070&mac=a0:82:1f:0b:65: f4&url=http%3A//usr.mb.hd.sohu.com/getts.json HTTP/1.1" 200 1937 "-" "Dalvik/1.6.0 (Linux; U;
Android 4.0.4; GT-S7568 Build/IMM76D)" "-"
»  2016-10-18 appname : baimi hostname:192.168.1.26 tag:test70 BEELFTX
19:56:43.755 X X .
116.22.100.133 -~ - [18/0ct/2016:19:56:43.754 +0800] "GET /index/login/?7gw_address=192.168.100.1&gw_port=2060&gw_id=020A

1579&mac=a@: f4:50:34:ec:24&url=http%3A//omgmta.qq.com%3A80/mstat/report HTTP/1.1" 200 1936 "-'" "-" "-"
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shea | (EFASPLAERRSEIT TR (1)

logtype:apache | bucket timestamp span = 10m as ts | stats count(logtype) as _all by ts
| join type = left ts [[ logtype:apache AND apache.req_time:<0.1 | bucket timestamp span = 10m as ts | stats

count(logtype) as cl by ts ]

| join type = left ts [[ logtype:apache AND apache.req_time:[0.1 TO 0.2} | bucket timestamp span = 10m as ts | stats

count(logtype) as c2 by ts ]

| join type = left ts [[ logtype:apache AND apache.req_time:[0.2 TO 0.3} | bucket timestamp span = 10m as ts | stats

count(logtype) as c3 by ts ]

| join type = left ts [[ logtype:apache AND apache.req_time:>=0.3 | bucket timestamp span = 10m as ts | stats

count(logtype) as c4 by ts ]

as

| eval rate_cl=format( "%.3f%%" ,if(empty(c1),0,c1/_all)) | eval rate_c2=format( “%.3f% %" ,if(empty(c2),0,c2/_all))
| eval rate_c3=format( “%.3f%%" ,if(empty(c3),0,c3/_all)) | eval rate_c4=format( “%.3f% %" ,if(empty(c4),0,c4/_all))
| rename _all as "10¥AEEL" | rename cl as “/INFS50Z#E8L" | rename 2 as “"50=F) FI100=ZfP24L" | rename c3

"100Z7E500=F 54

| rename c4 as “KFS500ZF52L" | rename rate_cl as "/NFS50ZFPHEL” | rename rate_c2 as  "S0ZFE100=F) HEL”
| rename rate_c3 as “100=#bFI500=# HEE" | rename rate_c4 as " KF500=F> HLL”
| eval hts = formatdate(ts,"mm")
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F#Has e logtype:apache | bucket timestamp span = 10m as ts | stats count(logtype) as _all by ts | join type eft ts [[ logtype:apache AND apache.req_time buckert t
% =3
8A1208 33,6571 8%, 8717319
50(
250 I
8/12,1 17:25 17:30 17:35 17:45 17:50 17:55 18:00 18:05 18:1( 18:15 18:20
E 3k ®it n
£ 0
SONPT 1008 1008¥IS00N SONPN100% 100M¥RS00N
ts 102 9N IFSOMB 2N AFS00EHEm IFSORBSiE ATFS00MB &L hts
e z vam vam ¥ e L1-1:4 014 .
1470993600000 351 1 169 17 27 0.003% 0.481% 0.048% 0.077% 20
1470994200000 533 93 196 16 14 0.174% 0.368% 0.030% 0.026% 30
1470994800000 642 17 193 26 16 0.026% 0.301% 0.040% 0.025% 40
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