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dependencies {
compile 'org.springframework.boot:spring-boot-starter-web'
compile 'org.springframework.boot:spring-boot-starter-data-jpa’
compile 'org.postgresql:postgresql:9.4.1212°
compile 'org.apache.poi:poi:3.15'
compile 'org.apache.poi:poi-ooxml:3.15"
compile 'io.springfox:springfox-swagger2:2.6.1'
compile 'io.springfox:springfox-swagger-ui:2.6.1"
compile 'commons-io:commons-io:2.4"
compile 'org.apache.commons:commons-lang3:3.5"
compile 'com.yunpian.sdk:yunpian-java-sdk:1.2.2'
compile 'org.springframework.boot:spring-boot-starter-security:1.3.0.RC1’
compile 'io.jsonwebtoken:jjwt:0.7.0'
compile 'org.json:json:20160810'
compile 'org.quartz-scheduler:quartz:2.2.3'
compile 'org.springframework:spring-context-support:4.1.6.RELEASE'

'org.springframework.boot:spring-boot-starter-test’
‘com. h2database:h2'
'org.springframework.security:spring-security-test’
'org.powermock: powermock-module-junit4:1.6.5"
'org.powermock: powermock-api-mockito:1.6.5"

testCompile
testCompile
testCompile
testCompile
testCompile

NI
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36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
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:dependencies

Root project

archives - Configuration for archive artifacts.
No dependencies

checkstyle - The Checkstyle libraries to be used for this project.
\-—— com.puppycrawl.tools:checkstyle:7.6
+-—— antlr:antlr:2.7.7

+-—— org.antlr:antlr4-runtime:4.6

+-—— commons—-beanutils:commons—beanutils:1.9.3

| \-—— commons—collections:commons-collections:3.2.2
+-—— commons—cli:commons—cli:1.3.1

\-—— com.google.guava:guava:19.0

compile - Dependencies for source set 'main'.

+-—— org.springframework.boot:spring-boot-starter-web: -> 1.5.1.RELEASE

+——— org.springframework.boot:spring-boot-starter:1.5.1.RELEASE
=~ =nrinaframework.boot:spring-boot:1.5.1.RELEASE
~wnrk:spring-core:4.3.6.RELEASE
EEmeac- 1, 2

— Org.spr oy
| +-—— ch.qos. logback: tuyuu~..

| | +-—— ch.qos. logback: logback-core: 1. ...

| | \-— org.slf4j:slf4j-api:1.7.22

| +-—— org.slf4j:jcl-over-s1f4j:1.7.22

| | \-— org.slf4j:slf4j-api:1.7.22

| +-—— org.slf4j:jul-to-s1f4j:1.7.22

| | \-— org.slf4j:slf4j-api:1.7.22

| \-—— org.slf4j:log4j-over-s1f4j:1.7.22

| \-— org.slf4j:slf4j-api:1.7.22

+-—— org.springframework:spring-core:4.3.6.RELEASE (x)
\-—— org.yaml:snakeyaml:1.17

1
|
|
|
|
|
|
|
|
|
|
|
|
—
| +-—— org.apache.tomcat.embed: tomcat-embed-core:8.5.11
|
|
I
+—
|
|
|
+—
|
|
-+

— org.springframework.boot:spring-boot-starter-tomcat:1.5.1.RELEASE
+-—— org.apache.tomcat.embed: tomcat-embed-el:8.5.11
\-—— org.apache.tomcat.embed: tomcat-embed-websocket:8.5.11
\--—- org.apache.tomcat.embed: tomcat-embed-core:8.5.11

— org.hibernate:hibernate-validator:5.3.4.Final
+-—— javax.validation:validation-api:1.1.0.Final
+-—— org.jboss.logging: jboss-1logging:3.3.0.Final
\-—— com. fasterxml:classmate:1.3.1 —> 1.3.3

—— com. fasterxml. jackson.core: jackson-databind:2.8.6
+-—— com. fasterxml. jackson.core: jackson-annotations:2.8.0
\-—— com. fasterxml. jackson.core:jackson-core:2.8.6

——— nrn _cnrinnframaunrlk:cnrinn—ueh:41 2 A RFI FAQF
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HH ﬁﬁ 1 %IJ r é 1% *FI 1-|_ /A 00N /A £1% *FI [Security] Prevent the signed in session from being used by unauthorized users i e

Eﬁ{i% STRI D E*% U ;E % é}z\ﬁ/rt E’] _L %U }_L : ﬁb o (v23 - Latest version, last modified @ months ago)

/\ ': * l-J W Security 4+ |

DREADAR BRI BY AP 1T XBL TS . ZEEIAD . Af‘ﬂ?ﬂké%&ﬂ%um;ﬁ fig | v Cheoklist+

() Description

EETTNZEOIARIBHHEIAAA . IEEE =R, Story Phrase

As a hacker

| can steal the the session tokens of signed in user somehow, then from my own network environment | can access data and functions of . - -. . which I'm not
authorized

Below is one of the technical solutions can be adopted as a mitigation, This is also the mitigation for the flaw that we are unable to immediately invalidate the session tokens on
server side when remote client signs out

S I RI D E D RI EAD R R L e R S s e e e e s

Bind the remote client specific information(ip address and User-Agent of browser) to se W s + it is hard to use them to access
' inless the hacker ,:Z i:H:E ﬁﬁ

(1) uses the same IP address and

/E\:/Xgﬁ S,Ooof/ng ﬁ&ﬂijj Dam age ,OOtenUa/ (2) uses the same browser and

(3) the tokens doesn't expire.

2N Tampering ] 83 Reproducibility

Assumptions

IZ:? -LA R elo Ud/ a Z-/ On *U Jzﬁ X&}g EXIO / O / tab / / / O/ It is acceptable that after signingintor - . .nd before sd Eﬁl-li*ﬂ_i;ﬁ as disconnect and reconnect to network so ip is
_ changed by DHCP) the re-sign in is reyuirea to go on with the o[
HAREMEE Information disclosure oA Affected users Acceptance Criteria
HE28/R5S Denial of service fRi# % Discoverability Acor
' o (1) if remote client’s ip address is changed for existing valid sessionr - . _nould deny the access request to protected resource till re-sign in.
’E (2) if remote client’s browser is changed for existing valid session(obviously it is abnormal behavior,90% hacker attack) . < should deny the access request to protected
WBRIRF Elevation privilege

resource till re-sign in

18
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bob = given_a _logged in_user(“bob?);
bobs order = given_an_existing order_of user(bob);
result = bob.request order_details(bobs_order)

assert_that ( result, is (APPROVED) );

bob = given_a logged in_user("bob”);
johns_order = given_an_existing order_of user(john);
result = bob.request _order_details(johns order)

assert_that ( result, is ( REJECTED ) );
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B A7 Injection B A6 Sensitive Data Exposure

B A2 Broken Authentication and Session Management B A7 Missing Function Level Access Control

B A3 Cross-Site Scripting (XSS) B A8 Cross-Site Request Forgery (CSRF)

B A4 Insecure Direct Object References B A9 Using Components with Known Vulnerabilities

W A5 Security Misconfiguration B A70 Unvalidated Redirects and Forwards
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Option 1 - RECOMMENDED Option 2

B [E Data Flow Diagram W E#) Attack Tree

- : . Order an item
ales '
Input szles dat ',' B Without paYing
' Sales Data .
. Service . / \
3 Store salek data \“ 8
: . Violate business Alter order in Trick customer or
-| ‘ : Steal credentials .
%y sales d , | - _— . logic database staff
sales / / \
Prowide szles data .
! Reporting : From network . . Invalid number of
Manager ‘ Sarvine . ! Specify price .
1c Tru.st Bov)u\dary] : trafﬂc Items

Cross-site Cross-site request

Social engineering scripting forgery

STRIDE

Spoofing Information disclosure
Tampering Denial of service
Repudiation Elevation privilege
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LD ZE: BIMER-ATE

Option 1 ~ Option 2 - RECOMMENDED

DREAD
= A I"]
Category / Rating 3 2 L
Damage potential Critical Medium Low
Reproducibility Easy & Stable  Pre-condition required One-off ®
Exploitability Easy Medium Hard
Affected users All / Most of Partial Very limited
Discoverability Easy/Obvious Medium Hard O
: >

B = (D+R+E+A+D)
5 15~12 H: 11 ~8 1K:7~0

Example: 12 (High)=D:3+R: 3+ E 1+A: 3+D:2

29
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Option 1

LU TTRHE R IRV RN S 2R M E N X Fe it

Data lack of protection in transit

Action: use TLS / HTTPS for all the connections

Application has multiple roles, EOP issue may exists

Action: (1) Strong authentication and authorization
(2) Least privilege principle
(3) Fail securely
(4) Exception warning
(5) Comprehensive dedicated security test cases

XSS issue in front web site

Action: (1) use front framework
(2) output encoding
(3) input validation
(4) Content Security Policy

REIFR NS FHRNZEF K. R,
o & BRI NLEWER

[Security] Prevent the signed in session from being used by unauthorized users i #473

v Checklist +

Option 2 - RECOMMENDED

(v23 - Latest version, last modified 9 months ago)

W® Security © + |

[2) Description I&ﬂiiﬁg
2
Story Phrase
As a hacker
| can steal the the session tokens of signed in user somehow, then from my own network environment | can access data and functions of . - .. . which I'm not
authorized

Below is one of the technical solutions can be adopted as a mitigation, This is also the mitigation for the flaw that we are unable to immediately invalidate the session tokens on
server side when remote client signs out

R R e e L R e R S e L

Bind the remote client specific information(ip address and User-Agent of browser) to se it is hard to use them to access

Inless the hacker

(1) uses the same IP address and
(2) uses the same browser and

(3) the tokens doesn't expire.

Assumptions

—
It is acceptable that after signingintor . . .nd before sd gﬁ ui*/'_ﬁ IE as disconnect and reconnect to network so ip is
changed by DHCP) the re-sign in is reyuitea t0 go on with the o}

Acceptance Criteria

ACO1
(1) if remote client’s ip address is changed for existing valid sessionr - . _nould deny the access request to protected resource till re-sign in.
(2) if remote client’'s browser is changed for existing valid session(obviously it is abnormal behavior,90% hacker attack) . * should deny the access request to protected

resource till re-sign in
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' SonarQube
€& - C [ localhost:9000/issues/search#resolved=false|sort=UPDATE_DATE|asc=false Yo (» & & =

= |ssues  New Search

Project. All Severity: All Status: All Assignee: All Resolution: Unresolved + More Criteria
Ordered by Update Date v Found: 149 € (™) Vuinerable Web Application 22 . 0 1 — =

ot —— 48 ¢ pps———— ) [3) src/main/java/testcode/xxe/DocumentBuilderVulnerable java Lines of code Debt Issues |
src/main/java/testcode/xmidecoder/XmiDecodeltil -
O Critical O0pen sbout 8 month = 6 dmport javax.xml.parsers.DocumentBuilder; -

7 dimport javax.xnl.parsers.DocumentauildefFactory:
The query is potentially vulnerable SQL/JPQL . 8 dmport javax.xml.parsers.ParserConfigurationException;
Vulnerable Web Application _ 9 dmport java.io.ByteArraylInputStream;
src/main/java/testcode/sqh/ Jpasqgl jave B Sunort Java.1o.IOExcept1on; .

11 dmport java.io.InputStream;

© Critical O Open about 8 month .
The usage of /DocumentBuilder.parse(...) is v.. 13 public class DocumentBuilderVulnerable {
Vulnerable Web Application 14
sre/main/java/testcode/ xpath/XmiUtils java 15 public static void receiveXMLStream(InputStream in) throws ParserConfigurationException, IOException, S/

16
Ocritical O0pen BN s Mot 17 DocumentBuilder db = DocumentBui IderFactory_.newInstance() .newDocumentBuilder();
The usage of /DocumentBuilder. parse(...) Is v.. LI Document doc = db.parse(in);
Vulnerable Web Application
src/main/java/testcode/ xxe/DocumentBuilderVulnera © The usage of /DocumentBuillder parse(_..) is vulnerable to XML External Entity attacks

Comment OOpen Confm Resolve False Positive = Assign[tome] | Plan = Change Severity
Qcritical O0pen about a month
Rule Changelog
The usage of /DocumentBuilder parse(...) Is v ) _ }
, Security - XML Parsing Vulnerable to XXE (DocumentBuilder)
Vuilnerable Web Application
src/main/java/testcode/ xxe/DocumentBuilderSafePr
. Attack
Ocriical Oopen about & month XML External Entity (XXE) attacks can occur when an XML parser supports XML entities while processing XML received from an untrusted s
The usage of /DocumentBuilder parse(...) is v Risk 1: Expose local file content (XXE: XML eXternal Entity)
Vulnerable Web Application
src/main/java/testcode/xxe/DocumentBuilderSafePr
<?xml version="1.0" encoding="IS0-8859-1"?>
© Critical O 0pen about a8 month <!DOCTYPE foo [
<!ENTITY xxe SYSTEM "file:///etc/passwd" > ]>

The usage of /DocumentBuilder parse(...) is v.. <foo>&xxe:</foo> -
src/main/java/testcode/xxe/DocumentBuilderSafePr v

SonarQube™ technology is powered by SonarSource SA
Version 4.5.2 - LGPL v3 - Community - Documentation - Get Support - Plugins - Web Service AP
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2. Security Alerts Summary
Number of alerts in total: 541
apply plugin: "java® =» customer-api git:(master) X gradle zapStart build -Dzap.proxy=localhost:7070 zapReport
apply plugin: "idea" : zapStop Alerts by severity Amount
stopping zap
apply plugin: "security-zap" Warning: failed to stop ZAP due to connection refused or ZAP already stopped. High 2
:zapStart
: . Starting ZAP [apikey: 2LZ77g9YVi]) Medium 5
buildscript { waiting ZAP
repositories { waiting ZAP Low 360
mavenCentral() waiting ZAP
} ZAP started Informational 174
dependencies { exclusion rules ax.'e removed .
classpath( “f}gs’:‘;tfh following regex will be excluded: 3. Security Alerts By Classification
'com. thoughtworks.tools:security-zap:1.0.5"' VAT
) .*/fonts/.* Classification Amount
} .*\.css
} .*\.js Cross Site Scripting (Reflected) 1
SQL Injection 1
Session ID in URL rewrite 4
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1 :dependencies
2
8
4 Root project
5
6
7 archives - Configuration for archive artifacts.
3 | No dependencies
9
10 checkstyle - The Checkstyle libraries to be used for this project.
11 | \-—— com.puppycrawl.tools:checkstyle:7.6
12 +-—— antlr:antlr:2.7.7
13 +-—— org.antlr:antlr4-runtime:4.6
14 +-—— commons—beanutils:commons-beanutils:1.9.3 S S 5 - S S .
15 | \--- commons—collections:commons-collections:3.2.2 % j— : I N N =V ie= E /\ —
16 +-—— commons—cli:commons—cli:1.3.1 I I % E 5* / ﬁj/ O =/6N E E Ej] If,t E/\j | E
17 \--- com.google.guava:guava:19.0 7
18
19 compile - Dependencies for source set 'main'.
20 +-—— org.springframework.boot:spring-boot-starter-web: -> 1.5.1.RELEASE
21 | +-—— org.springframework.boot:spring-boot-starter:1.5.1.RELEASE
22 | | +-—— org.springframework.boot:spring-boot:1.5.1.RELEASE —— 7|<
23 | | | +-—— org.springframework:spring-core:4.3.6.RELEASE # A | EE E
24 | | | | \--— commons-1logging: commons-logging:1.2 —_
25 | | | \--- org.springframework:spring—context:4.3.6.RELEASE
26 | | | +-—— org.springframework:spring-aop:4.3.6.RELEASE
27 | | | | +-—— org.springframework:spring-beans:4.3.6.RELEASE
28 | | | | | \-—— org.springframework:spring-core:4.3.6.RELEASE (x)
29 | | | | \-—- org.springframework:spring-core:4.3.6.RELEASE (x)
30 | | | +-—— org.springframework:spring-beans:4.3.6.RELEASE (%)
31 | | | +——— org.springframework:spring-core:4.3.6.RELEASE (x)
32 | | | \-—— org.springframework:spring-expression:4.3.6.RELEASE
33 | | | \-—— org.springframework:spring-core:4.3.6.RELEASE (x)
34 | | +-—— org.springframework.boot:spring-boot-autoconfigure:1.5.1.RELEASE
35 | | | \-—- org.springframework.boot:spring-boot:1.5.1.RELEASE (%)
36 | | +-—— org.springframework.boot:spring-boot-starter-logging:1.5.1.RELEASE
37 | | | +-—— ch.qos. logback: logback-classic:1.1.9
38 | | | | +-—— ch.qos. logback: logback-core:1.1.9
29 | | | | \-— org.slf4j:slf4j-apiz1.7.22 *% HT—]- |/ \:Fl) \ﬁﬁ = AN 'HE
40 | | | +-—— org.slf4j:jcl-over-s1f4j:1.7.22 I I ék g E
a || | | | \-—— org.slf4j:s1f4j-api:1.7.22 > }/\ E
42 | | | +-——— org.slf4j:jul-to-s1f4j:1.7.22
43 | | | | \-—- org.slf4j:slf4j-apiil.7.22
44 | | | \-—— org.slf4j:log4j-over-s1f4j:1.7.22
45 | | | \-—— org.slf4j:slf4j-api:1.7.22
46 | | +-—— org.springframework:spring-core:4.3.6.RELEASE (x) & &
47 | | \-—— org.yaml:snakeyaml:1.17
48 | +-—— org.springframework.boot:spring-boot-starter-tomcat:1.5.1.RELEASE
49 | | +-—— org.apache.tomcat.embed: tomcat-embed-core:8.5.11
50 | | +-—— org.apache.tomcat.embed: tomcat-embed-e1:8.5.11
51 | | \--- org.apache.tomcat.embed: tomcat-embed-websocket:8.5.11
52 | | \--—- org.apache. tomcat.embed: tomcat-embed-core:8.5.11 \ D :I: \EI:] :|: gl:] Il/T W
53 | +-—— org.hibernate:hibernate-validator:5.3.4.Final U'/* \__l'/*m I
54 | | +-—- javax.validation:validation-api:1.1.0.Final
55 | | +-—— org. jboss.logging: jboss-logging:3.3.0.Final
56 | | \-—— com.fasterxml:classmate:1.3.1 —> 1.3.3
57 | +-—— com. fasterxml. jackson.core:jackson-databind:2.8.6
58 | | +-—— com. fasterxml. jackson.core:jackson-annotations:2.8.0
59 | | \-—— com. fasterxml. jackson.core:jackson-core:2.8.6
60 | 4+———_nrn_cnrinaframewark:cnrinn—weh:4 3 A _RFI FASF
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Given an anonymous visitor
When | try to access report page without authentication
Then | was been redirected to login page

Given a user without report access permission
When | try to access report page with authentication
Then | was been redirected to error page

Given a system manager
When | try to access report page with authentication
Then | can access report page successtully
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public void anonymousVisitorCanNotAccessReportPage() {
Page currentPage = accessReportPage();
assertThat(currentPage, is(LOGIN_PAGE));

public void userWithoutProperPermissionCanNotAccessReportPage() {
loginAsMember();
Page currentPage = accessReportPage();
assertThat(currentPage, is(PERMISSION_REQUIRED_ERROR_PAGE));

public void managerCanAccessReportPage() {
loginAsManager();
Page currentPage = accessReportPage();
assertThat(currentPage, is(REPORT_PAGE));
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