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dependencies { 1 tepenaciey
compile 'org.springframework.boot:spring-boot-starter-web' R ——
compile 'org.springframework.boot:spring-boot-starter-data-jpa’ (P
compile 'org.postgresql:postgresql:9.4.1212° 5 ::"""‘"” e s e e ot o s st
compile 'org.apache.poi:poi:3.15' MR T ek

— gog. et irogatird-runt iae: 4.6

compile 'org.apache.poi:poi-ooxml:3.15" : o comate-tusnet inicomens-besnt 1151103

| N Cmmans o\ Lot Lony  commons -collect Lansi .22
See commorn-cLizcommom-ciiz i 20

compile 'io.springfox:springfox-swagger2:2.6.1" LA e pepie. g e 19,0

compile 'io.springfox:springfox-swagger-ui:2.6.1' - ‘:‘3.'..'1’".-7"..":.."'....""'.3‘:;: tertervabs - 1.3, 00M000
compile 'commons-io:commons-io:2.4" B o o o S SR LA
compile 'org.apache.commons:commons-lang3:3.5'

compile 'com.yunpian.sdk:yunpian-java-sdk:1.2.2' .
compile 'org.springframework.boot:spring-boot-starter-security:1.3.0.RC1’ -
compile 'io.jsonwebtoken:jjwt:0.7.0' |
compile 'org.json:json:20160810'
compile 'org.quartz-scheduler:quartz:2.2.3' -
compile 'org.springframework:spring-context-support:4.1.6.RELEASE' .

| s PG WT NG remewe TR [ pr ing-corer 4. ). &, ANLTASE
| | N Commony - Loy Log  commony - Lagging i 1.2
| \=== Org. W ing! ramewe it 150 Ing-content t 4. )4 MILEAN
| 07 W Ingt ramewnrt  3p” ing sag £, ), 8, ATLTANT
| | e P N7 INGT TR Rl 407 INg-0eans |4, 0. AELEASE
| ! ! Loss org. 2 ingiramevert spring-core:d L. 6. RELEASE (o)
| | V= BP0 DT AT TR TN AT N 4. .0 RELEASE (o)
| e QPG T ING! ramewa st A0 Ing-eans | 4. LA ATLIASE (»)
| o 9. 907 Lngl renewnrt 307 ng-tare 4. 3. 0, RILEASE (o)
| A== 7). T Ing! ranewn s 1pring-—eepression 4, ) 6. AL IASE
| \ 079 %07 Ingt ramewn st 3 30 core 4. ). 6, NILEASE (o)
e BN ST NI TR DOOT | 357 ING-000t et aconl Lgure | 1L 5. 1 ARLEASE
| \wwe 9rg. Wpring! remevers boct 1 apring-teot: 1. 5. L AILEASE (#)
e G0 W T mewn ', BT 397 Ing-beat s larter - Lagging i 1.3, 1 ATLEANM
| S o800 loghech: loghach-clansic: .00
| ! e 0,00, Loghech | laghech-core 3, 1.9
| | (S L MALL IR LAL I TER R /)
| . org. 3100 je L owera1fy 0.2
| ! A St L0 SEALL SRR RRL TRL " TR PR Y &)
| teve org. o1 P8) 1 Jul-to-910)10. 7. 02
| | \ooe grgalf) isite)-mpr 0.2
| A= org. o178} logd)-over-41904):0.0. 02
! \ L AL RR LT T PR 7]
S BP0 T IR | 497 INg-Core L) A BELEAME (o)
\oss grp penl:srabeysml: 1. 17
00 ST INT TRREE IS 00T | 157 1N DM AT AT TRr-TaRCAT | 1. 9. 1 LEANE
evs BOP. NPAINE . 1ORCHT  A0Red | YORC A -oabed-core . . 1]
e geP. MPOURE , Lamc ol enbed  tomc et ~embed-2 1 8.9, 11
A== 37 MATNE, TORCAT , aNDed  TORC AT —eehed—weheaceet 1 8.9 .11
\ 7. Mpathe  tomcat  enbed tomcat esbed (ore i 0.3.11
g Nibernate Ve rnate-val 1AM 5.0 4. T anal
S Juwan, woltdet oncve Liget lom-apis 1. 0.0, Fanel

testCompile 'org.springframework.boot:spring-boot-starter-test'’ -
testCompile 'com.h2database:h2’ -
testCompile 'org.springframework.security:spring-security-test’
testCompile 'org.powermock:powermock-module-junit4:1.6.5'
testCompile 'org.powermock:powermock-api-mockito:1.6.5'

e g ey, lepging | (b - logging ). ). 0,7 el
Vv com fanteraml i lasamate: 100 - L)

o com. faaterwml, fechaon, core: jachron Satabind 2. 0.8
e (O TNt el | ACRAON. (PR JChNAn-aatat Lans i 2.0.0
\--— eu‘uhr-l ,m eon )oew:l LN )

- —— " -

"""'I""T""""""’"'°""""'
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dependencies {

#A HIES=HAGFZERAIFEX

compile 'org.springframework.boot:spring-boot-starter-web’
compile 'org.springframework.boot:spring-boot-starter-data-jpa’
compile 'org.postgresql:postgresql:9.4.1212°

compile 'org.apache.poi:poi:3.15'

compile 'org.apache.poi:poi-ooxml:3.15'

compile 'io.springfox:springfox-swagger2:2.6.1'

compile 'io.springfox:springfox-swagger-ui:2.6.1'

compile 'commons-io:commons-io0:2.4'

compile 'org.apache.commons:commons~lang3:3.5'

compile 'com.yunpian.sdk:yunpian-java-sdk:1.2.2'

compile 'org.springframework.boot:spring-boot-starter-security:1.3.0.RC1’
compile 'io.jsonwebtoken:jjwt:0.7.0°

compile 'org.json:json:20160810'

compile 'org.quartz-scheduler:quartz:2.2.3'

compile 'org.springframework:spring-context-support:4.1.6.RELEASE'

testCompile 'org.springframework.boot:spring-boot-starter-test’
testCompile 'com.h2database:h2’

testCompile 'org.springframework.security:spring-security-test’

| | Seperaers |0y

¢ Reot project

-
' archivey -~ Configeration for archive o*t1%ects.
L N Oepengend 1oy

| S PG W7 ING! remewer  Apr ing-corer 4. ). &, ANLTAST

»

I Owtyie - The Oaacastyle LIDTaTies 10 Be wand Par TS prejext,

] Nowe 0m, puppycrawd . toalsichecintyle: 7.6

1 el AT AT AN

" —— org et ir-gntird-runtine: 4.6

14 o commeny Seanet | Ly commony Beannt 11311 .9)

L | N Cmmans 0o\ Lot Lons | Commons ol hect sl 022

1" S commonn-ciizcommonm-ciizl )0

] V=== (00 GANgie, Juavdi puaval 19,0

i»

10 teepile ~ Dependescies Tor sowrce et ‘mainc,

W e T N I TR TR BT [ 1T INg-Deet —atarter-wed: > 1.9, LLAELIASE
: | o amg ape Aingf ramewn rh L Dot | 397 Ing boet starter; 1LY LLAILEAM
(¢ | | e PP NI TERERIE  D0OT | 357 1Mot : 1.9, 1, RILEAM

» | |

I | | | |

22 R AT R 2T L

N gy - Lowpg Lovg | commonsy - Lagg g 1.2
\== Org. W7 INg! ramewe 45 Ing-content 4. ). 6, MILEANE
3 Ingt remewnrt  3pr ing sag £, ), 8 ATLTANT

: TSy 14, D 0 MELEAM

-

ovs g P8y jelover-a 1My 0.2
At Lo SEARL SRERRLTES " T RN BB &)

Sene 9rg 0 1P8) 1 el -to-9 10411 7. 02
| \wwe g olf)isite)-mpri 0.2

== org. o174 logd ) -over-g 184000

! Voee e ol 08 0l 06y apt 1.7 02

e GO T I IR | 497 INg-Core L) 4. BELEAM (o)
\ese grp. ponl:prabeyml 1. 17

Sevs SO MDA LORCAT  0Ded | 1ORC A" -onbed-care B S 1]
e g MPaURe, Lomcat  enbed  tomc et ~embed-2 1 9.9, 11
A== 379 AN, TORCAT , #RDed | 1ORC AT -eehed-—wedsac et 1 8.9, 11

Vo erg mpethe  tomcat  enbed tomcat esbed care10.3.11

testCompile 'org.powermock:powermock-module-junit4:1.6.5'
testCompile 'org.powermock:powermock-api-mockito:1.6.5'

i SEXFSTER

|
|
|
|
|
|
|
|
|
|
|
| e AR NN RO TR 0T [ 157 ING DT AT AT TR TaRC AT 1.3, 1 LEAN
|
|
|
|
|
|
|
|
|
|
|

e GNP NIBeTRAtE N IDe gt e-val LB 3. ) 4. T anel

| e Juvan, wol tdat onva liget tom-apis 1. 1.0, Fanel

| s g ey, lopging | 1bess-logging ). ). 0,7 el

| Nove com fanteramliclavamate: 100 - L)

v com faatereml, feckaon, core: achaon Satabind 2. 8.8

| e (OO TNt rEm L, | ACRAON. (OPR | | AR ARt Lans i 2.0.0
| News com fgatersml. jochaon. core: jachsencore: ) 0.4
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Threat Modeling

ee

Threat modeling is an approach for analysing the security of an application.
It is a structured approach that enables you to identity, quantify, and
address the security risks associated with an application.

29

18



Bl IWELAICREE - B ERR ThoughtWorks | T Ze

HNIBoHES

BN EY): RENEF

[Security] Prevent the signed in session from being used by unauthorized users © i
(vE) - Latest verson. last modfed § monts ago)
® Socurty © +|
v Checklist +
[ Description

Story Phrase

AS @ hacker

| can steal the the session 1okens of signed in user somehow, then from my own network enviconment | can access data and functionsof . = . wihch I'm not
authorzed

Bolow s one of the technical solutions can be adopted as a mitigation, Ths s also the mitigation for the Saw that we are unatio 0 mmedately mvaldate the session tokens on
server side when remote chant signs out

Bina the remote clent speciic informationfp acdress and User-Agent of browser) 10 Session 10
miess the hacker

(1) uses the sarme P address and
(2) uses the same browser and
(3) the tokens doesn't expiro.

Assumptions

It is acceptable that after sigring INto . .nd before session expires If remg
changed by DHCP) the re-sign in IS recaset 10 go on with the operations in

h as SConNect and reconnect 10 network so p is

Acceptance Criteria

ACO1
(1) f remote clent’s ip address is changed for axisting valld sessiont -~ . hould deny the access request 10 protected resource tll re-sgn in,
(2) if remote clhent’s browser is changed for existing valld sessionjobviously 1t is abnommal behavior 80% hacker attack) . +hould deny the access request 10 protected

resource Wl re-sign In

19
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/custom @ *

1. MET FMMERZT 2 iFihl0)

@Test

public void should_not_return_all_the_customers() throws Exception {
String token = loginAsDefaultCustomer();

given().header("Authorization", token)
.when().get("/customers™)
.then().body(empty())
.statusCode(SC_NOT_FOUND) ;
}

@lest

public void should_return_information_of_current_customer() throws Exception {
String tokenOfCustomerl = loginAsCustomer(authData.customerl, authData.pwdOfCustomerl);
String customerId = given().header("Authorization", tokenOfCustomerl)
.when().get(format("/customers/%s", authData.customerl))
.then().statusCode(SC_OK).extract().path("customerId"”);
assertThat(customerId, is(authData.customerl));

}

@lest
public void should_not_return_information_of_other_customer() throws Exception {
String tokenOfCustomerl = loginAsCustomer(authData.customerl, authData.pwdOfCustomerl);
given().header("Authorization", tokenOfCustomerl)
.when().get(format("/customers/%s", authData.customer2))
.then().statusCode(SC_UNAUTHORIZED) .body("errorKey", is("authorize_failed"));

2. AR HEAE CustomerManager B A

XIGHER
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1@ependenc ies

Root project

archives - Configuration for archive artifacts.
No dependenc ies

0 checkstyle - The Checkstyle libraries to be wsed for this project.
1 \=—— com.puppycrawl.tools:checkstyle: 7.6

B BV N

+=—— 0rg. jboss. Logeing: jboss-1o99ing: 3. 3.0, Final

2 b ptirzantir:2,.7.7
n bone org.aatiriantiréd-runtine:4.6
_L - 2 AN - i *=== commons-beanutils:commons~beanutils:1.9.3
N\ N - Q — 18 | \—— commons-collections:commons-collections:3.2.2
1 B ERER A RS RE |
’ - w \=== com.google.guava:guava:l9.o
18
10 compile - Dependencies for sowrce set '‘sain’,
W e org. springfrasework. DOt spring-boot-starter-web: > 1.5.1 . RELEASE
n | tome Org. springfrosework.boot: spring-boot-starter:1.5. 1. RELEASE
— N J— n | | *=== Org.springframework.boot:spring-boot:1.5.1.RELEASE
2 # E D || | | S 0rQ. SPringT ramework: spring-core: 4, 3.6, RELEASE
. %E}J 1 'fj- O | | | | \==e commons-l0gging: commons-logging:1.2
s || | | \=== 0rg.springf ramework:spring-context:4.3.6.RELEASE
» || | | t=== Org.springfromework:spring-oop: 4. 3.6, RELEASE
o | | | | e O SPrANGT ramevork: spring-beans 4, 3,6, RELEASE
» || | | | | \wwe 0FQ. Springf ramework: spring-core:4.3. 6 RELEASE (o)
» | | | | \=== org.springframevorkispring-core! 4. 3. 6. RELEASE (#)
» || | | t== 0rg.springfromevork:spring-beans:4.3,6,.RELEASE (=)
n | | | bone Org.Springframevork: spring-core:4.3,.6, RELEASE (#)
2 | | | \=== org.springframsevork:spring-expression: 4.3, 6. RELEASE
» || | | === 0rg.springframework:spring-core:d. 3. 6. RELEASE ()
i | | S Org. Springf ramevork. boot : spring-boot ~autocont igure: 1.5. 1. RELEASE
» || | | N\ 0rg. Springf rasework.boot : spring-boot: 1.5, 1. RELEASE (e)
» || | S Org.Springframevork.boot: spring-boot-starter-logging: 1.5, 1. RELEASE
L)) | | | e ch.qos. loghack: Logback-classic:1.1.9
E —_ "W | | | | tene Ch.Qos. logback: loghack-core:1.1.9
—L 9 | | | | \=== org.sifd):slfd)-api:1.7.22
) | | | seee org.siféjzjcl-over-sife)y:1.7.22
E —— S0 11 N org.sifa)isifaj-apiil. 7. 22
2 || | | e 0rg.sifd):jul-to-s114):1.7.22
o | | | | \m== org.sifd):sifd)-api:1.7.22
“ | | | \=== org.s\lf4)j:log4)-over-s\194):1.7.22
o | | | \owe org.sifa)isifaj-apizl. 7. 22
& ® || | temn Q. SPringf ramevork: spring-core:4,.3.6.RELEASE (#)
o | | \= org.yasl:snakeyanl:1,17
e | S Org. Springfromevork.boot: spring-boot-starter-tomcat: 1.5, 1. RELEASE
. || | Sene Org.apache. tomcat . enbed: toncat -enbed-core:8.5.11
» || | *=== Qrg.apache.tomcat.enbed: tomcat-enbed-¢1:8.5.11
s | | \=—— org.apache. tomcat,enbed: tomcat-enbed-websocket 18,5.11
\/ ] | \"- A ~ l S~ 2 1 ) \=== 0rg.apache. LoRCat, enbed: toncat-enbed-core:8.5.11
/A —r— \ \\! E 2 |1 tene org.nibernate:hibersate-validator:5.3.4.Final
U — — s | | s=== javax.validation:validation-apiil.1.0.Final
| |
“ || | \wes com, fosterxal:classsate:1.3.1 > 1.3.3
3] | tone com. fastereel. jackson. core! jackson-databing:2.8.6
58 | | == com. fasterxml. jackson.core: jackson-annotations:2.8.0
» || |

\=—— com, fasterxal, jackson, core: jackson-core:2.8.6

26
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Node Security Platform ...
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OWASP DependencyCheck Report

DEPENDENCY-CHECK

Y
%

B AT 80 3 MR N NO event NS T oY Mok O OWASE Do Nesd Madde 0 8y GRTA S AWPINMOE Ve AN Out Of OF 1N CONNECHON wiT T USe OF TWE 100 TW BNGNSS DT Of e NERUIINg "epon

How to read the report | Suppressing false positives | Getting Help: google group | github issues
Project: xxxxxxxx

Scan Information (show all):
¢ dependency-check version. 145
* Report Generated On: May 9, 2017 at 11:35:22 +08:00
+ Dependencles Scanned: 100 (100 unique)
« Vuinerable Dependencies: 9
¢ Vuinerabilibes Found: 21
¢ Vuinerabilibes Suppressed. 0

-

Eéiigggii

HIGHEST

Degmndency Check & an cpen source ol perfiorreng & et ofort aralyns of 3¢ party Gependences. laise postves ard laise Negaives rmay exist = He arafyss perftrmed by Be ol Use of Be 1000 and P reporting provided coralitules scoegtance for cae n an AS |15 condtion, ard Twre a0e NO samasten mphed o cherwine wih regard 1 Te ased
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Docker BT Em{ELHk

Host Configuration

| Keep Docker up to date

| Audit Docker files and directoires - /var/lib/docker
1 Audit Docker files and directoires - /etc/docker

1 Audit Docker files and directoires - docker.service

Introduction to
Container Security

Docker daemon configuration files
Container Images and Build File
Container Runtime

29
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docker run -1t —--net host —--pid host --cap-add
audit control \
—e DOCKER_CONTENT_TRUST=$ DOCKER CONTENT TRUST \
-v /var/lib:/var/lib \
-v /var/run/docker.sock:/var/run/docker.sock \
-v /usr/lib/systemd:/usr/lib/systemd \
-v /etc:/etc --label docker bench security \
docker/docker-bench-security

30



Al WELRICNZE - ot Bt 2N E

docker run -1

Docker bench for security

au dj— t_c O n t r O l Initializing Thu Jan 26 98:58:33 UTC 2017

—e DOCKERu»

[(WARN)
[INFO)

-v /var/leg
{INFO)

—-v /var/rm
[WARN)
[WARN)

-v /usr/lg

[(WARN)

-v /etc: /i
docker/do

(WARN )

[{INFO)
[(WARN)
[(WARN)
LPASS )
LPASS )
(WARN)
[(WARN)
[(WARN)
[{INFO)
[INFO)
[(WARN)
LPASS
LPASS )
[(WARN )
(WARN )
(WARN)
(WARN)
{PASS )
{PASS )
'PASS )
[(WARN)
LPASS )
LPASS )
LPASS )

Host Comfiguration

Create a separate partition for containers
Harden the container host

Keep Docker up to date

Using 1.13.0 which is current as of 2017-901-18

Check with your operating system vendor for support and security maintenance for Docker

Only allow trusted users to control Docker daemon
docker:x:998:ubuntu

Audit docker daemon - Jusr/bin/docker

Audit Docker files and directories - /var/lib/docker

Audit Docker files and directories ~ Jetc/docker

Audit Docker files and directories - docker.service

Audit Docker files and directories - docker.socket

Audit Docker files and directories - Jetc/default/docker
Audit Docker files and directories - Jetc/docker/daemon.json
File not found

Audit Docker files and directories -~ Jusr/bin/docker~-containerd
Audit Docker files and directories = Jusr/bin/docker=runc

2 - Docker Daemon Configuration

2.1

.
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Restrict network traffic between containers
Set the logging level

Allow Docker to make changes to iptables

Do not use insecure registries

Do not use the aufs storage driver

Configure TLS authentication for Docker daemon
Docker daemon currently listening om TCP with TLS, but no verification
Set default ulimit as appropriate

Default ulimit doesn't appear to be set

Enable user namespace support

Confirm default cgroup usage

Do not change base device size until needed
Use authorization plugin

Configure centralized and remote logging
Disable operations on legacy registry (v1)
Enable live restore

= Do not enable swarm mode, if not needed

Control the nuaber of manager nodes in a sware (Swarm mode not enabled)
Bind swarm services to a specific host interface
Disable Userland Proxy

Encrypt data exchanged between containers on different nodes on the overlay network

Apply & daemon-wide custom seccomp profile, if needed
Avoid experimental features in production

-cap—add

ITENT TRUST \

cker.sock \
nd \
security \
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Functional Test Deploy
2. Security Alerts Summary
apply plugin: "java" -» customer-aiai é:l.t:('mster') X gradle zapStart build -Dzap.proxy=localhost:7070 zapReport Number of alerts in total: 541
apply plugin: "idea" :zapSi.:op
stoppling zap Alerts by severity Amount
apolv plugin: "securitv-zap" Warning: failed to stop ZAP due to connection refused or ZAP already stopped. _
pply ptlugin: y-zap :zapStart High 2
Starting ZAP [apikey: 2LZ77g9YVi] .
buildscript { waitinggzm? = & . R >
repositories { waiting ZAP Low 360
mavenCentral() waiting ZAP ,
} ZAP started Informational 174
dependencies { exclusion rules are removed . . .
classpath( urls match following regex will be excluded: 3. Security Alerts By Classification
'com.thoughtworks.tools:security-zap:1.0.5"' .*/(.:ss/.*
) */is/.* Classification Amount
) .*/fonts/.* P —— 1
.*\.css 1SS ted)
} .*\.js SQL Injection 1
Session 1D in URL rewrite 4
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Functional Test Deploy

Given an anonymous visitor
When | try to access report page without authentication
Then | was been redirected to login page

Given a user without report access permission
When | try to access report page with authentication
Then | was been redirected to error page

Given a system manager
When | try to access report page with authentication
Then | can access report page successfully
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Functional Test

Deploy

public void anonymousVisitorCanNotAccessReportPage() {
Page currentPage = accessReportPage();
assertThat(currentPage, is(LOGIN_PAGE));

public void userWithoutProperPermissionCanNotAccessReportPage() {
loginAsMember();

Page currentPage = accessReportPage();
assertThat(currentPage, is(PERMISSION_REQUIRED_ ERROR_PAGE));

public void managerCanAccessReportPage() <
loginAsManager();
Page currentPage = accessReportPagel();
assertThat(currentPage, is(REPORT_PAGE));
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UWASP

Open Web Application
Security Project

Application Security Verification Standard 3.0.1

iy 2018
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Authentication verification

U Verify all pages and resources by default require authentication
except those specifically intended to be public
U Verify all authentication controls are enforced on the server side.

O Verify that account passwords are one way hashed with a salt
O

Session management
Access control

Malicious input handling
Output encoding/escaping
Cryptography as rest

Error handling
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Burp Suite
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