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Role

DBA
MaintenanceAdmin
ProcessAdmin
UserAdmin
SecurityAdmin
MonitarAdmin
DBEManager
DEBEDesigner
Replicationtdmin
BackupAdmin

Description
grants the rights to perform all tasks
grants rights needed to maintain server

rights needed to assess, monitor, and kill any user proce...

grants rights to create userslogins and reset passwords

rights to manage logins and grant and revoke server an...

minimum set of rights needed to monitor server
grants full rights on all databases

rights to create and reverse engineer any database sche...

rights needed to setup and manage replication
minimal rights needed to backup any database

IE0EEO0EEEEEEEOEEEEEEA

Global Privileges
ALTER

ALTER ROUTINE
CREATE

CREATE ROUTINE
CREATE TABLESPACE

CREATE TEMPORARY TABLES

CREATE USER
CREATE VIEW
DELETE

DROP

EVENT
EXECUTE

FILE

GRANT OFTION
INDEX

INSERT

LOCK TABLES
PROCESS
REFERENCES
RELOAD
REPLICATION CLIENT

»
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MySQL 2 AL
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° /_‘\_‘LEA BE lL:EIJ Login | Account Limits |Adminish’aﬁue Roles | Schema Privileges I Firewall Rules

Max, Queries: 0 Mumber of queries the account can execute within ane hour,
Max. Updates: 0O Mumber of updates the account can execute within one hour.
Max. Connections: 0O The number of times the account can connect to the server per hour.
Concurrent Connections: 0 The number of simultaneous connections to the server the account can have,

OR CI_E Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 7
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Column privileges
Lser Host Scope Select  Imsert  Update References
myuserz localhost tpccorders.o_id Y M M M

User Host Scope Select Imsert Update Delete Create Drop Grant Refer... Index Alter Creat... Show... Trigger
root localhost <global= ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥
mysqglbackup localhost <global= Y M M M Y M M M M Y M M M
root % <global= b Y Y Y b Y Y Y b Y Y Y b
tpcc % tpcc b Y Y Y b Y M Y b Y Y Y b
tpcc % tpcc.orders b Y Y Y b Y M Y b Y M N b
myuserl localhost tpcc.orders M Y M M M M M M M M M M M
myuser2 localhost tpcc.orders N M M M N M M M N M M M N

ORACLE
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R - ACTION | [Tl
Login | Account Limits | Administrative Roles | Schema Privileges | Firewall Rules |
Role Description Global Privileges o
M) "/ [ pea grants the rights to perform all tasks [ aLTER
IVI S L [T Maintenanceadmin grants rights needed to maintain server [[] ALTER ROUTINE
2 [ Processadmin rights needed to assess, monitor, and kill any user proce... [C] creaTe
[ useradmin grants rights to create userslogins and reset passwords [Tl CREATE ROUTINE
O SecurityAdmin rights to manage logins and grant and revoke server an... [C] CREATE TABLESPACE
VN [T Maonitoradmin minimum set of rights needed to monitor server [C] CREATE TEMPORARY TABLES
o — } O DBManager grants full rights on all databases [T cRrEATE USER !
E O DBDesigner rights to create and reverse engineer any database sche... [T creATE vIEW 3
[T ReplicationAdmin rights needed to setup and manage replication [ pELETE
[T BackupAdmin minimal rights needed to backup any database [ orop
N 4 [ evenT
o $ [ execute
[ rue
LrOLO S W Ou Urnine IS ST u T e
° /\ _‘L | . IKE lL:EU Login | Account Limits | Administrative Roles | Schema Privileges I Firewall Rules M
Max, Queries: 0 Mumber of queries the account can execute within ane hour,
>
Y /> l N Q I/l“;—v; } Max. Updates: O Mumber of updates the account can execute within one hour.
T = = nT ;
Max. Connections: 0O The number of times the account can connect to the server per hour.
Concurrent Connections: O The number of simultaneous connections to the server the account can have.
Column privileges
Iser Host Scope Select  Insert Update References
myusera localhost tpcoorders.o_jd Y N M M
Table privileges
Izer Host Scope Select  Insert Update Delete Create  Drop Grant Refer... Index Alter Creat... Show... Trigger
root localhost <global= ¥ ¥ ¥ Y ¥ ¥ ¥ Y ¥ ¥ ¥ Y ¥
mysqlbackup localhost <global= Y M N M Y M N M M ¥ N M M
root % <global= ¥ Y hi ¥ ¥ Y hi ¥ ¥ Y hi ¥ ¥
tpecc % tpcc ¥ Y ¥ ¥ ¥ Y M ¥ ¥ Y ¥ ¥ ¥
tpeoc e tpcc.orders Y Y b Y Y Y N Y Y Y N M Y
myuserl localhost tpcc.orders M ¥ N M M M N M M M N M M
myuserd localhost tpccorders M M N M M M N M M M N M M

Lopyrignt W Zul/, Uracle ana/or Its arriates. All rignts reserved. | =)
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MySQL A

- WEINIE « MySQL Enterprise Authentication

—mysql.user R P HINE 1% Y — Microsoft Active Directory
- MySQL Native, SHA 256 25 i e A — k;r;;;xufﬁsl;/ls (Pluggable Authentication
— nativefiif] SHA1 8l SHA-256 i i1 541 A . S LDAP Ak
BN FH A2 B R o

* X.509
— M55 AR AR ik

+ o +
| user | plugin | authentication string |
Fom e ——— o Fom e ——— o +
| root | mysgl native password | *1E97552497867D450D5C30F3441CD95BADF54751 |
| myproxyl | mysgl no login |
| root | mysgl native password | *1E97552497867D450D5C30F3441CD95BADF54751 |
| sha256user | sha256 password | $5SR3yx~yCNFOd[N=gd$5P13/00bZ.1yx00ehsyRK.UIXolhQX6ml1JR8mBG/m89 |
o ——— e e +
4 rows in set (0.00 sec)
ORACLG Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 10
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MySQL Database 5k fid &
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i BRI st e
T — R B E s e T A

. BE%‘JE‘% ‘ifﬁ%i)‘i 7]
— i [ “skip-networking” BX bind-

- [R#] MysQL 0S F /-
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* MySQL Enterprise Authentication

AN /N TIREER

* Microsoft AD, Linux PAMs

* MySQL Enterprise Encryption

— WAL
— JEXTARINE
— B4, HARRIIE
* MySQL Enterprise Firewall
— FHAE saL {FEAHH
R PN
* MySQL Enterprise Audit
— Wi AT N, SE T

ORACLE

g%-g ON ’ T ll":li

* MySQL Enterprise Monitor
— BEHARE W E, FAPNR, BoREE X, i
* MySQL Enterprise Backup
— A%y, AES 256 %
* MySQL Enterprise Transparent Data Encryption
— YERAFE N — X 7 [A] A2 32 B
— AES 256111 %
— BB

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 14



ASEN | [TZamuis?

MySQL Enterprise Transparent Data Encryption
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Security Configured: 30 of 30
Item Info Coverage Schedule Event Handling Parameters
{@ 7 = ~ Account Has An Overly Broad Host Specifier 100% (103/103) & 5m Qo w2 o o
[@ ™ = ~ Account Has Global Privileges 100% (103/103) (& 5m Qo L2 Bo e
[® 7 £= ~ Account Has Old Insecure Password Hash 100% (103/103) (= 6h Qo 2 B0 A
R )— » = [ ‘\ N [ = ~ Account Has Strong MySQL Privileges 100% (103/103) (& 5m Qo w2 Bo [
lf M yS QL X :': @ = ~ Account Requires Unavailable Authentication Plugins 100% (103/103) (& 6h Q1 i3 @0 o~
[@ ) =5~ Insecure Password Authentication Option Is Enabled 100% (103/103) (& 6h Qo “2 Ro £ "ON"
N =N N —
-l/l:] I Y - ?/ IJI [~ =~ Insecure Password Generation Option Is Enabled 100% (103103) (& 6h Qo 2 @0 01
— g
) ] ~R|
7N @ [ =~ LOCAL Option Of LOAD DATA Statement Is Enabled 100% (103/103) (& 5m Qo 2 B0 & "ON"

®
I

Y NG N2 N2 \)—L A} ) k/v‘ = ~ Non-Authorized User Has DB, Table, Or Index Privileges On All Databases
- 1/ H U N u — § l:] Ij@ = ~ Non-Authorized User Has GRANT Privileges On All Databases
- i When users create weak passwords (e.g. ‘password' or ‘abed’) it compromises the security of the server,

making it easier for unauthorized people to guess the password and gain access to the server. Starting

1~

@ 7 = ~ Non-Authorized User Has Server Admin Privileges with MySQL Server 5.6, MySQL offers the vaidate ot Tk e B e & ek
and improve security. With this plugin can implement and enforce a policy for password stres
I l /_‘ Y 1Y i ﬁl:‘ [# ~ = ~ Policy-Based Password Validation Does Not Perform Dictionary Checks (e.g. passwords must be at least 8 my:;,s long, have both lowercase and uppercase m.m
Y A s % contain at least one special nonalphanumeric character).
HENIR o, (=3 l:| @ ) =~ Policy-Based Password Validation Is Weak @
e Links and Further Reading
(2] = ~ Policy-Based Password Validation Not Enabled MySQL Manual: The Password Validation Plugin
A » MySQL Manual: Keeping Passwords Secure
l Ik /> (&) ) = ~ Privilege Alterations Detected: Privileges Granted Blog: New 5.6 password verification plugin (and impacts to PASSWORD() function)
® = ~ Privilege Alterations Detected: Privileges Revoked Expression
Ny, = =~ Privilege Alterations Have Been Detected %status% == "ACTIVE" && %validate_password_policy% == THRESHOLD
I Ik 7 e =
JIL) Iy H—= {@ 7 = ~ Root Account Can Login Remotely 100% (103/103) (& 5m Qo 2 Ao @0
@ = ~ Root Account Without Password 100% (103/103) (& 5m ©1 &3 Ro Qo
Vol FH- >,
1/5 fl:\. % I LLEN @ ) = ~ SHA-256 Password Authentication Not Enabled 100% (103/103) (& 6h Qo 2 @y & "ACTIVE"
(@ ) =~ Server Contains Default “test” Database 100% (103/103) (& 5m Qo w3 By 4 "test”

Cmmime Ltmm Ao \RFb b A Pk annas sammssnn e - = - -l

]
|

- W&

fof
- @BEE_'IE "I definitely recommend the MySQL Enterprise
— Eﬂﬁ’fjﬁff{ﬁyj{ Monitor to DBAs who don't have a ton of MySQL

experience. It makes monitoring MySQL security,
e o
N T performance and availability very easy to
;%K l:'j }Eﬁ F = E understand and to act on.”
Sandi Barr
Sr. Software Engineer
Schneider Electric

ORACLE
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MySQL Enterprise Firewall

» [HIE sQL yEA BT

— o DLAC A 4 B sQLiB A

— [HL1E: 44 B R ORFEAE (R SQLIE A
- Nfzfaill 24t

— Fe - E%$¢IﬁfaﬁsaL EA)

- PATSQLIE A B B
- . Select *.* from employee where id=22 VAIIOW
mt. =
. ..... > E 9
.|:E=| Select *.* from employee where id=22 or 1l=1
White List 3 Block

Applications

ORACLE

Detect & Alert
Intrusion Detection
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—RECORDING call mysgl.set firewall mode
—PROTECTING  call mysgl.set_firewall mode
—DETECTING call mysqgl.set_firewall mode

—OFF

ORACLE

call mysql.set firewall mode

(' fwuser@localhost’
(" fwuser@localhost’
(' fwuser@localhost’

(' fwuserfglocalhost”

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. |
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'RECORDING®);
'PROTECTING');
'DETECTING');

OFF*);
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MySQL Enterprise Firewall: & F 1) 5 44 B

13

Query 1 actor_info film_list Administration - L
Central DB
Users and Privileges
User Accounts Details for account jsmith@%o
User From Host FW [Login | AccountLimits | Administrative Roles | Schema Privieges | Firewall Rules
{1} <anonymous> % OR
janedoe Ya OR
: RECORDING
[ jsmith % R FIE T
mfrank % OR Active rules (54):
mysglbackup localhost OR — -
" oF SHOW FIELDS FROM “sakila™ . “category - Add
newiuser SHOW FULL TABLES FROM "sakila™ =
robsmith % OF SELECT “st’ . * FROM "performance_schema” . “events_stages_history_long™ “st” WHERE “st” . "nesting_event id™ = ? |i|
root % ol EXPLAIN “mysgl™ . "db™ ‘Add From Fi
root localhost o SHOW FULL TABLES FROM “actor” rom e
root 1 of SHOW FIELDS FROM “sakila”™ . “actor_info Save Ta File
- SHOW SESSION VARIABLES LIKE 7
root 127.0.0.1 OF SHOW FIELDS FROM “sakila® . “dity” Reset
webuser localhost oy SHOW FIELDS FROM “sakila® . “film™
SHOW FIELDS FROM “sakila® . “language”
SHOW INDEXES FROM “sakila” . "address”
SHOW GLOBAL VARIABLES
SELECT MAME , TYPE FROM “mysgl’ . “proc’ WHERE "Db" =7 -
Rules being recorded (54):
SHOW FIELDS FROM “sakila® . “category” -
SHOW FULL TABLES FROM “sakila® b
SELECT “st” . * FROM "performance_schema” . “events_stages_history_long™ “st” WHERE “st” . "nesting_event_id" =?
EXPLAIN “mysgl™ . "db™ =
SHOW FULL TABLES FROM “actor ™ 1
SHOW FIELDS FROM “sakila™ . “actor_info"
SHOW SESSION VARIABLES LIKE 7
SHOW FIELDS FROM “sakila™ . “dty”
SHOW FIELDS FROM “sakila™ . “film™
SHOW FIELDS FROM “sakila® . “language”
SHOW INDEXES FROM “sakila” . "address”
SHOW GLOBAL VARIABLES
SELECT MAME , TYPE FROM “mysgl” . “proc’ WHERE "Db" =7
SELECT *FROM “sakila™ . "actor_info" LIMIT 7, ...
SHOW FIELDS FROM “sakila® . "customer_list™
SHOW FIELDS FROM “sakila® . “sales_by_film_category”
SHOW FIELDS FROM “sakila® . “actor”
SELECT “st* . * FROM "performance_schema” . “events_statements_current” “st* JOIN ~“performance_schema™ . “threads” “thr™ ON “thr" . “thread_id" = "st” . "thread_id” WHERE “thr" . ~
SELECT CLURRENT_USER ()
SHOW FIELDS FROM “sakila® . “sales_by_store” =
1] n 3
[ Add Account ] [ Delete ] [ Refresh ] Revert Apply

ORACLE
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MySQL Enterprise Firewall:
iR, FHibsQues RAEATA?

o B i L 2 R AERR R

mysqgl> SELECT first name, last name FROM customer WHERE customer id = 1 OR TRUE;

ERROR 1045 (28000): Statement was blocked by Firewall
mysgl> SHOW DATABASES;

ERROR 1045 (28000): Statement was blocked by Firewall
mysgl> TRUNCATE TABLE mysql.user;

ERROR 1045 (28000): Statement was blocked by Firewall
AR TR &
R

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 20
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MySQL Enterprise Authentication fih 152 e

« 5EEFIANUE SR EE R
— k5
— R SRS
—HEH& A
* PAM (Pluggable Authentication Modules)
— PRHERE LT (Unix, LDAP, Kerberos, others)

— Windows
« i F J52E Windows k4% - Windows Active Directory A< i =41,

ORACLE
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MySQL Enterprise Encryption

« MySQL J1% pR £
RN AES256 (T i AS) Vsl

— N AESERR N5 — RSA o
o FMVEHE HH PR AN
— B RN A RAER é

o 5 MR SR PRI 2L

— BB 4, IRERAAIN — RSA,DSA
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MySQL Enterprise Encryption

MySQL A I i 2

o

” Encryption Encrypted Decryption S

AR
- fi FHMySQL Enterprise Encryption PR EAE ik
- N AE K (e.g. OpenSSL)

ORACLE
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ORACLE

Enterprise Audit

mysgl> INSTALL PLUGIN audit_log SONAME 'audit log.so';

mysgl> SHOW VARIABLES LIEKE

[FR—— - - - " -

'audit_logs' ;

| audit_log buffer size | 1048576 |
| audit log connection policy | ALL |
| audit log_current session | CFF |
| audic_log_exclude_ accounts | |
| audic_log file | audic.log

| audit log flush | CFF |
| audit log format | NEW |
| audic_log_include_ accounts | |
| audit log policy | ALL |
| audit log rotate_on size | © |
| audic log statement policy | ALL |
| audit_log_ strategy | BEYMCHRCHNCUS |
+-— —-= —-= —-= ——+ —-= —-————+

1. DBA enables Audit plugin .

MySOL.

shell> mysql -h joeshost -u joe -p
*okok kok kok ok

Enter password:

mysgl> SELECT * FROM joes table;
o TR — P +
| FIRST NAME | LAST NAME |
fommm—m [ T S +
| Joe | User |
Fom N +

2. User Joe connects and runs a query

ACTICN
=1 |2 3

3. Joe’s connection & query logged

T2

<?xml wversion="1.0" encoding="UTF-8" 2>
<AUDIT>
<AUDIT RECORD
TIMESTAMP="2012-08-02T14:52:12"
NEME="Audit"
SERVEER IL="1"
VERSION="1"
STARTUP CPTIONS="--port=3306"
OS_VERSION="1686—LiDUX"
MYSQL VERSION="5.5.28-debug-log"/>
<AUDIT RECORD
TIMESTAME="201Z2-08-02T14:52:41"
NAME="Connect™
CONNECTION ID="1"
STATUS="0"
USER="7J0&"
PRIV USER="root"
0f LOGIN=""
PROXY USER=""
HOST="SERVERL1"
Ip="127.0.0,1"
DE="Joes db"/>
<AUDIT RECORD
TIMESTAMP="2012-08-02T14:53:45"
NAME="CQuery"
CONNECTION ID="1"
STATUS="0"
SQLTEXT="SELECT * FROM Jjoes table;"/=>
</AUDIT>

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. |
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* FHrn“Event” =\ bvencclass | Eventsubelass

ik
S

GENERAL STATUS
N Q SURNTTENIN CONNECT
E«Eﬂﬂzﬁ/ﬂimx CONNECTION CHANGE_USER
) ﬁﬁ%, g%j(lj]ﬁ[% DISCONNECT

READ

- u JSON %X INSERT

TABLE_ACCESS

UPDATE
DELETE
RACI_E Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | .
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X} bank_database.accounts HJDELETE/INSERT/UPDATE#&/E & i}

{ "filter":{
"class": {

"event':
"name" :
II'IOgll: {

llandll:

"name": "table_access",

{

[ "delete”, "insert", "update" ],

[ { "field": { "name": "table_database.str",
"value": "bank_database" } 1},

{ "field": { "name": "table_name.str",
"value": "accounts" }}]1}}}}}

ORACLE
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Stapp user01 = i1, HABHE T HE

Mysql>create user app_user01 identified by 'Mysql@1234’;
Mysgl>grant all on *.* to 'app_user01’;

Mysql>SELECT audit_log_filter_set_filter('all_enabled', '{ "filter": { "log": true } }') AS 'Result’;

Mysql>SELECT audit_log_filter_set_filter('all_disabled', '{ "filter": { "log": false } }') AS 'Result’;

Mysql>SELECT audit_log_filter_set_user('%', 'all_enabled') AS 'Result’;

ORACLE

Mysql> SELECT audit_log filter _set user('app_user01@%', 'all_disabled') AS 'Result’;

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 27
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:[:%j?_\‘z . N L BajtE
% appdb s F E# it

select audit_log_filter_set_filter ('log_appdb’, * "filter": {
"class": [ {
"name": "table_access",
"event":{ "name" :["insert", "update", "delete", "read"],
"log" : { "field" : {
"name" : " “ "wvalue":"

bl obob

"name": "general", "log": false}

1Y)

SELECT audit_log_filter_set _user(‘%’, ‘log_appdb') AS 'Result’;

ORACLE
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MySQL Enterprise Backup

* InnoDBTEZ &1 (R] ZmdE A Hz 1)
c s, WM, WS (EE )

- TN (AES 256)

o« 1A i, R, #ErIRE
RASTCEE, HERE, Pl

« JRE — =itk Re/ e PR B E FE R =

* Windows, Linux, Unix

\ s

» Oraclei\iIEH]Oracle Secure Backup , NetBackup, Tivoli, Z%%

ORACLE
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rﬂ MySQL Warkbench
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O L=dl 1

&  MysQLsT-a3sT %

Eile Edit Miew Query Database Server Tools Scripting Help

slal o SEFEE @ o

Mavigatar Gluery 1 Administration - Online Backup
MAMAGEMENT

0 Server Status MySGL Enterprise
*ji Client Connections

MySQL Enterprise Backup

_'_ Users and Privileges

[ status and System Variables
1 Data Export Backup Profile Name:  backup2 Full Data / Mot Scheduled
X, Data Expo

d,-,. Data Import/Restore

Comments:
INSTAMCE

B
[ startup / Shutdown

n Server Logs
# Options File

PERFORMANCE

&) Dashboard Schedule | Contents | Options | Advanced
(ﬁ Performance Reports

&% Performance Schema Setup Manually spedfy additional options to be passed directly to the MySQL Enterprise Badkup command.
MOTE: configured values are not validated in any way.

MYSQL ENTERPRISE
Audit Inspect encrypt
g Ll nspector key=230087F 3A047B475C900 127148F0E0 39485798 3645 1028 74A 2B 30495 70C 12434
Firewall

é Online Backup

é Restore

Management

Information

30
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rﬂ MySQL Warkbench

#  MySQLsT-338T %
File Edit Mew GQuery Database Server Tools Scripting  Help

§lal 6 &&E&EEL B W @ D=l

Mavigatar Gluery 1 Administration - Online Backup

MAMAGEMENT
© Sserver status . I mysOLEnterorise
2 a |
5 Client Connections MySQL Enterprise

' Users and Privileges MySQL Enterprise Backup

[ status and System Variables
L, Data Export
d,-,. Data Import/Restore

Backup Jobs configured for this MySQL Instance  Backup Job Details
IUse right-dick context menu for more options

INSTANCE E

ﬂ Startup / Shutdown Badkup Job I..atest Badkwp Mext Fu

backup {full data) in the last hour 2017-01 Target Host: CHOMA

A\ serverLogs | backup2 (full data) nfa — 4.1.0

J~ Options File New Job I L
PERFORMANCE Configure Job...

@. Dashboard Delete Job ory's CAMyS

&7 Performance Reports Execute Backup p: ﬁif;ﬂ

(!5\ Performance Schema Setup Execute Incremental Backup chup: Never
MYSQL ENTERPRISE Execute Backup to Image File... ':'J: . :z: ::

& Audit Inspector ‘ m Copy Backup Command to Clipboard a -

& _Firewall

g4 Online Backup [ Mew Job ] [ Configure Job ]

é Restore
Management il
Information 31
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slal o HEFE L] E o
Mavigator Query 1 Admini:
MAMAGEMENT b
© server status MySQL |
_E_a Client Connections MYS'

_'_ Users and Privileges
[ status and System Variables

1 Backup Prafile Manm
s Data Export

d,-, Data Import/Restore
Comments:

INSTANCE
[ startup / Shutdown
n Server Logs
# Options File

PERFORMAMNCE
@ Dashboard

(ﬁ Performance Reports

(!5\ Performance Schema Setup Manually speg
MOTE: config
MYS5QL ENTERPRISE
Audit T ot encrypt
E udit Inspectar ey_ 53008
& Firewall

é Online Backup

é Restore

Management

Information

MySQL Enterprise Backup version 4. 1.0 Windows-5, 2-AMD&4 [Wed 03/01/2017 ] -
Copyright (c) 2003, 2017, Orade andjor its affiliates. All Rights Reserved.

170406 16:03: 11 MAIN  INFO: A thread created with Id ‘436"

170406 16:03: 11 MAIN  IMNFQ: Starting with following command line ...

C:\Program Files\MySQLMySOL Enterprise Backup 4. 1'mysglbackup.exe
--defaults-file =C: \MySQLBackupHome\2b 7 799330-1a9f- 112 7-25d3-b36b2334ab 78, onf
—backup-dir=C:\MySQLEBackupHome \backup!2017-04-168 Yy 3357.img
--backup-mage =C: \My5JLBackupHome\badkup',2017-04-16Yny3357.img. mbi
--show-progress=stdout backup-to-image

170406 156:03:11 MAIN
170406 15:03:11 MAIN
170406 156:03:11 MAIN
170406 156:03:11 MAIN

INFQ:

INFO: MySOL server version is '5. 7, 17-enterprise-commerdal-advanced-og'
INFO: MySOL server compile os version is 'Wingd'

INFO: Got some server configuration information from running server,

170406 16:03: 11 MAIN  INFO: Server system variable 'old_alter_table' was set to '0°, Setting it to "1,
IMPORTAMT: Please check that mysglbackup run completes successfully,

At the end of a successful ‘backup-to-image’ run mysglbadwp

prints "mysglbackup completed k1™,

170406 16:03:11 MAIN
11_image_backup.log

INFO: MEE logfile created at C: \MySQLBackupHomebackup2017-04-16Yny 3357, ima\meta\MEE_2017-04-06, 16-03-

Server Repository Options:

datadir = C:\ProgramDataMySQL\MySOL Server 5. 7\Datas7al
innodb_data_home_dir =

innodb_data_file_path = ibdata 1: 12M: autoextend

innodb_log_group_home_dir = C:\ProgramDataMySQLMySOL Server 5. 7\Datas7al

innodb_log_files_in_group =2

innodb_log_file_size = 50331643

innodb_undo_directary = Ciy\ProgramData My SQLMySQL Server 5. 7\Datas7al

innodb_undo_tablespaces =0

innodb_undo_logs =128

innodb_buffer_pool_flename = ib_buffer_pool

innodb_pange_size = 16384 -
Close
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T, Backup: MySQL Enterprise.. %

li(-' (i) @ | hitps://localhost:18443/Backup.action?_x=x&assetSelection=[{"assetClass"%3A" com.mysql.etor c | Q, Search ﬁ E ¥+ @ B =
T | |
ORACLE" MySQL Enterprise Monitor B1%™3 o 50 @13 | X admin ~ - @9~
i Dashboards Events Query Analyzer Reports & Graphs« Refresh: | Off » | 11
v Instance Backup Overview
4 [ oAl CurrentStatus ~ History ~ Apr 6, 2017 2:27:56 pm X
[my=gld]
datadir = C:\ProgramData‘\MySQL\My3QL Server 5.7%Data5Tal Doz bl s Bent f e e il S et
ackup Status
[mysqglbackup] Backup Type:  FULL ExitState:  SUCCESS
datadir = C:\ProgramData‘\My3QL\My5QL Server 5.7%\Data57a\ Start Time:  Apr 6, 2017 2:27:31 pm (an hour ago) End Time:  Apr 6, 2017 2:27:56 pm (an hour ago)
3 L Start LSN: 3637416960 End LSN: 3637417429
innodb_data home dir = Binlog File:  CHOMA-HK2 bin.000009 Binlog Position: -1 L
kackup dir = C:\MyS5QLBackupHome'\kbackup Backup C:\MySQLBackupHome\backup\2017-04-16
- Destination:
incremental backup dir = C:\MyS5QLBackupHome\backup\inc
incremental base = history:last backup ackup Configuration
COmments = Backup Format:  IMAGE MySQL Data Dir:  C:\ProgramData\MySQL\MySQL Server
5.7\Data57a\
ompression Level: 1 Engines:  CSV:InnoDB:MEMORY:MylSAM:PERFORMANCE
encrypt
key=23D38TF3A04TB4T75CO0012T148FIED3948579836451928T442E30493570C12A34 [noDB Configuration
Data File Path:  ibdatal:12M:autoextend File Format: Barracuda
Log Files in Group: 2 Log File Size: 48 MiB
Data Home Log Group Home  C:\ProgramData\MySQL\MySQL Server
Directory: Directory:  5.7\Data57a\

Backup Command
mysqglbackup —-defanlta-file=c:\MySQLBackupHome\e7d5404f-0947-11e7-86bf-bB6b2334abT8.onf —-skip-

unused-pages —-kbackup-image=c:\My5QLBackupHome\backuph2017-04-16%2017-04-16.img ——backup-
dir=C:\My3QLEBackupHome\backuph2017-04-16 --compress --skip-unused-pages —--no-locking backup-to-image

Progress Log

ORACLG Copyright © 2005, 2017, Oracle and/or its affiliates. All rights reserved. 3.3.3.1199 - CHOMA-HK2 () - Apr 6, 2017 3:53:29 pm HKT (Up Since: 1 hour, 36 minutes ago) - About

S) ’ S)
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* MySQL Enterprise Authentication

— ISR AR A
Microsoft AD, Linux PAM, LDAP

* MySQL Enterprise Encryption
— WAL/ FANE N
— JEXTHR I
(T E L Al
* MySQL Enterprise Firewall
— FH1ESQLyE ATt
— NAZ A
* MySQL Enterprise Audit
— HPEshE T, S RE

ORACLE

ACTICN
=1 |2 3

* MySQL Enterprise Monitor
— BARERE, AR, BoEEREN, ~

* MySQL Enterprise Backup
— LLAES 25611 - TRIP 250 £

* MySQL Enterprise TDE
— AES 256 JIl%
- I
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* MySQL Enterprise Firewall
- ZEE - MysaL B, & /WE
o« HAE ERIARE
— A, 2R, BEEEER
— I FH 7 AR
—MysaL &l
— MySQL Replication — #8050
— MySQL Replication — 3 [F]22 MySQL 5.6 +

—MySQL Group Replication / MySQL InnoDB Cluster

ORACLE
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MySQL 4.1.7
MySQL 5.6.10

© GA (5.7.19
! MySQL 5.0.15 cGrgfg-safe Xl M%\Q(E (7;;7 2; A MyS(QI: . G}I\l
. MySQLl 4.0.12 LU TR Wiapplier Many fixes!!!
MySsQl 3.23.15 binary log group commit
i Th s — S J GA (5.7.18)
statement-based MySQL 5.5.8 . MySQL InnoDB
semi-sync / ¥/ MysaQl 5.7.9 Cluster - GA
J Rl 137 F |72 T i
MysQL 5.1.30 5] E % 2k FE applier
row-based &7 ZIRR
EHIHIXA support 3 1F

Agroup replication servertZ:UaZ

ORACLE
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MySQL.InnoDB Cluster

“H—RBIIMySQL 5 AT

High Availability becomes a core
first class feature of MySQL!”

ORACLE
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App Servers with
MySQL Router

MySQL Shell I

Setup, Manage,
Orchestrate

MySQL Group Replication

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 37
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Application Application

MySQL Connector MySQL Connector
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MySQL Shell

.. Group Replication .~
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MySQL Shell: B AP

Database Administration Interface
*mysql-js> dba.help()

App Servers with

4 =N H .
° Tﬁﬁgi' ’dba' EF/—\E/T#\: MVSQL AdmmAPI MySQL Router
* Perform DBA operations ‘
— Manage MySQL InnoDB clusters MySQL SheII
* @I|% - Create clusters Se(t)”pﬁ Mf”f(‘ge
o KOS . . rcnestrate R —
}i Y - Validate MySQL instances -== = —
» Bl & - Configure MySQL instances éEE EE%
* /5 2 - Get cluster info MySQL Group Replication

« AR Fi - Modify clusters

ORACLE
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MySQL Shell: 4% InnoDB Cluster

mysql-js> cluster = dba.createCluster(‘NewAppCluster')

mysql-js> cluster.addInstance('root@hanodel:3306")
mysql-js> cluster.addInstance('root@hanode2:3306")

mysql-js> cluster.addInstance('root@hanode3:3306")

# to persist the config changes on each machine
shell> mysqlsh root@localhost
mysql-js> dba.configureLocalInstance(‘localhost:3306°)

ORACLE
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MySQL Shell RS

mysgl-js> cluster.status()
{

"clusterName"”: "mylabcluster",
"defaultReplicaSet": {
"name": "default",
"status”: "OK",

"statusText": "Cluster is ONLINE and can tolerate up to ONE failure.",

"topology": {
"hanodel:3306": {
"address"”: "hanodel:3306",
"mode"”: "R/W",
"readReplicas”: {},
"role": "HA",
"status”: "ONLINE™

ORACLE
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MySQL Enterprise Monitor

* X Group Replication / InnoDB clusters - 4=
i M
— TR Fa bR / B

— Best Practice advice

ORACLE MySQL Enterprise Monitor

X
Dashboards Events

~

Query Analyzer
70  Replication Topology: | Replication 7

Topology Status Statistics Error History

ACTICN

=D S ’ Tﬂﬂﬂiﬁ

T X

A2 (GA in 3.4))

Replication Group
1mnn

ORACLE

= 67 .67 86 &1 XKadmn & @
Reports & Graphs - Refresh: | off | Il
& Max Replication Delay: 00:00:00
Replication Graup Legend
22222222-bbbb-4444-5555
ONLINE Partition
| aroup2n3:3zos |
Primary Group Member
| @ Group Plugin: ONLINE
| group2n2:3306 |
Secondary Group Member
2272.4444 | | @ Group Plugin: ONLINE
ONLINE Partition | | sttt | group2n1:3306 |
‘ group1n1:3306 " """"""""" Replica / Secondary Group Member
@ Group Plugin: ONLINE
Primary Group Member / Source
@ Group Plugin: ONLINE
[ groupina:a3os |
Secondary Group Member
@ Group Plugin: ONLINE
[ group1n2:3306 ‘
Secondary Group Member
@ Group Plugin: ONLINE
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MySQL Router
STHA — MySQL %3 e 45 437 B

o ‘

_ fh #Eb App Servers with
> %ﬁ MySQL Router

1y
W¥

— N V] ‘
R RUEIRA, SR P 5 I HARE .4
_ EEEZ}EH%&]&Y‘—A%L Setup, Manage,

Orchestrate

roup Replication

L -

-
==
”"MySQL Router allows you to easily migrate your standalone MySQL MysSQlL

instances to natively distributed and highly available InnoDB clusters
without affecting existing applications!”
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MySQL Shell + MySQL Group Replicatiéf
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Machine 1 : primary (2 nodes) +

\

lvan Ma
Principal Sales Consultant, MySQL
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