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POST \captcha

{Ymobile”: ™13900001111"}

POST \user\login

{“user”: “13900001111”, “password”=%“abc”}

GET \reports?range=all
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GET \orders\280010

"id": 280010,
"orderltems": [...],
‘user": {

it

"id": 100,

"password": “91B4E3E45B2465A4823BB5C03FF81B65"
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cargollame: “&517°,
orderNo: "1D10C
transNo: null,

userId: “353 I~
shapperiobile: "1%1
consigreellame: “fHE 0,
ordexStatus: "VOID",
evaluate: null,
senddate: [49] !
shippedfiame: “[% @ ¢

L
shapperProvince: “:] T E",

shipperCity: "B=",
shapperArea: null,

shipperiAddress: "ffﬁlf*:i 18

consigreellobile: " 153

AN W

consigreeProvince: ‘[ 5",

consigrneeCity: “mifhh”,
consigneedrea: rull,
consigrneeAddress: ‘&
cargoVolume: |,
cargoWeight: |
cargoliece: [,

remarks: null,

product Typellane: “E[]145°,

orderId: null,
orderOnigin: null,
shapDept: null,
elnoEscoSecondCode: rull,
elnoEscoSecondiame: rull,
errxrcode: null,

ermmsg: rull
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El

File Actions Tools Configuration Help

\J New Scan |[B 3 ,) ) e,, @ O 8

s ™ = 7T N
PEIRR|Z|D|E
Tools Explorer o O & | g ‘ @ ’ &) Report ‘ ,@ | Start URL: |http://a|anhou.com:80/ ﬂ Profile: |Defau|t ﬂ ) 0 Pause
Web Vulnerability Scanner
@ " [& Web Scamg Scan Results ills Averts summary 59 alerts @
EI B’-‘ Tools &Y Scan Thread 1 ( http://alanhou.com:80/ )
. (3 Site Crawler E} llly Web Alerts (59) (ﬁ acunetix threat level Acunetix Threat Level 2
...... p Target Finder s 0 Apache httpd remote denial of service (1) , One or more medium-severity type
,,,,,, [, Subdomain Scanner - [] webserver Level 2: Medium vulnerabilities have been discovered by
: i i ) the scanner. You should investigate each
""" ~~(J) Blind SQL Injector - © HTML form without CSRF protection (3) e l of these vulnerabilities to ensure they will
""" - HTTP Editor ~ o PHP hangs on parsing particular strings as floating poin’ not escalate to more severe problems.
""" 4@ HTTP Sniffer @ @ Slow HTTP Denial of Service Attack (1)
] HITP Fuzzer = o User credentials are sent in dear text (1)
...... 5 Authentication Tester [.__I / Total alerts found 59
R Compare Results P )
E] {7:_2? l\’l.VLeb Se:naces 8 @ Apache mod_negotiation filename bruteforcing (1) o ngh. 0
.k Web Services Scanner @ @ Clickjacking: X-Frame-Options header missing (1) © Medium 7 IR
e @ Web Services Editor -- @ TRACE method is enabled (1) © Low ) 3
=+ Configuration @ @ Broken links (1) @ Informational 4 I
- [ Application Settings & @ GHDB: Files uploaded through FTP (41)
...... 5 Scan Settings .. o GHDB: Mp3 file (1) .jl Target information http://alanhou.com:30/ @
. | Scanning Profiles h . . .
& {B? A @ GHDB: PHP configuration file (php.ini) (1) 12 Statistics 1367 requests o
& @ GHDB: Printenv script (1)
----- ’ Program Updates : “ pr ©
----- . Version Information & © GHDB: robots. txt file (1) & Troges
2P Licensing & @ GHDB: robots. txt with Disallow tag (1)
48] Support Center e @ Password type input with auto-complete enabled (2)
----- .48 Purchase %2 Knowledge Base
----- @ User Manual @ N Gite Qtriichire e
-..(&! AcuSensor < >
Activity Window 1|
07.16 14:12.50, Processing file /homepage fwp-content/plugins/syntaxhighlichiter /syntaxhighlighter 2/scripts/shBrush]Script. js A
07.16 14:12.50, Processing file /homepage /wp-content/plugins/syntaxhighlighter /syntaxhighlighter 2/scripts /shBrushPowerShell. js
07.16 14:12.50, Processing file /homepage fwp-content/plugins/syntaxhighlighter /syntaxhighlighter 2/scripts/shBrushColdFusion. js
07.16 14:12.50, Processing file /homepage fwp-content/uploads/2013/11/Origami-Owl-Down-for-System-Maintenance.htm
v
- Application Log | Error Log
Web Scanner |Scanning 1 website[s] ... |Number of websites left to scan : 1 Yy
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® @ Burp Suite Free Edition v1.6.32
Burp Intruder Repeater Window Help

~

[Target T Proxy T Spider TScanner T Intruder [ Repeater T Sequencer T Decoder TComparer T Extender T Options TAIerts ]

-

_[ Intercept T HTTP history TWebSockets history f Options ]

@ ' Request to https://www.baidu.com:443 [61.135.169.125]

[ Forward J [ Drop j f Intercept is on ] [ Action ] 'Comrnent this item | =_: llj

_[ RawT Params T Headers T Hex ] Send to Spider

_ Do an active scan

GET / HTTP/1.1 n
Bost: www.baidu.com Send to Intruder 3+ "+

Ossar-Agent: Mezille/5.0 (Macintosh; Intal Mas OF Send to Repeater 3 Gecka) Chromse/47.0.2526.72 Safari/527.26
Accept: tazt/htuwl,epplication/zhtwl+xml,applicat Sand to S
Accept-Lenguaga: =h-CH,zh;g=0.8,8n-05;g=0.5,an;dg €na to >equencer
Accept-Encoding: gzip, deflate, br Send to Comparer
Cookie: BAIDODID=CE2219220837C0lQ07SB650EDBB3212642 Send to Decoder L26AR; PSTA=14992417572; ED_HOKE=0; H_PS_PESSID=1469_21127 12560
Connection: close ]
Opgrade-Insecure-Requests: 1 Requestin browser

Engagement tools [Pro version only]

v

v

Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

v

Don't intercept requests
Do intercept

v v

Convert selection

URL-encode as you type

Cut 3+~ +X
Copy g8 + ™+ C
Paste 3+~ 4V

Message editor help
Proxy interception help

[ ? J[ < ]l + ][ > } 'Tw:’nasnarrh term | 0 matches 26
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BUADEIR
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STRIDE{ER!Y

Spoofing (HRYm)

Tampering (Z)

Repudiation (&N

Information disclosure (15 Bttt 82)
Denial of service (B4R 5S)
Elevation privilege (X FRIRF)

IR ENR, {FRSTRIDEFIDREADIRELEEBAFRA IR AT E(E N FAZ £ (o],

DREADEHR!Y

Damage potential (E1EIRE)
Reproducibility (RTEI )
Exploitability (RIF| )
Affected users (2zIMBYAF)
Discoverability (7] & IRNI14%)

Lml
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HERBERE REERHE FMEE &3

TACHS:

bob = given_a_logged in_user(“bob™);
bobs expense =
given_an_existing _expense of user(bob);

result =
bob.request_expense_details(bobs expense)
assert_that ( result, is (APPROVED) );

bob = given_a _logged in_user(“bob™);
johns_expense =

given_an_existing_expense_of user(john);

result =

bob.request_expense details(johns expense)
assert_that ( result, is ( REJECTED ) );
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Most used Java components with critical vulnerabilities

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

LIBRARY VERSION % OF JAVA
APPLICATIONS
commons-collections-3.2.1.jar 3.2.1 B 25.0%
commons-fileupload-1.2.1.jar 1.2.1 B  10.4%
batik-css-1.7.jar 1.7 Ll 9.5%
batik-util-1.7.jar 1.7 [ 9.4%
commons-fileupload-1.2.jar 1.2 N 9.3%
batik-ext-1.7.jar 1.7 [ 9.2%
spring-web-3.1.1.RELEASE.jar 3.1.1.RELEASE | 4.7%
spring-core-3.1.1.RELEASE.jar 3.1.1.RELEASE |} 4.7%
spring-beans-3.1.1.RELEASE.jar 3.1.1.RELEASE | 4.6%
spring-context-3.1.1.RELEASE.jar 3.1.1.RELEASE | 4.5%

T ——
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DEPENDENCY-CHECK

Dependency-Check s an open source tool performing a best effort analysis of 3rd party dependencies; false positives and false negatives may exist in the analysis performed by the tool. Use of the tool and the reporting provided constitutes acceptance for
use in an AS IS condition, and there are NO warranties, implied or otherwise, with regard to the analysis or its use. Any use of the tool and the reporting provided is at the user’s risk. In no event shall the copynght holder or OWASP be held liable for any
damages whatsoever arnising out of or in connection with the use of this tool, the analysis performed, or the resulting report.

Project: Demo Insecure Project

Scan Information (show all):

» dependency-check version: 1.3.1

Report Generated On: Nov 3, 2015 at 23:20:33 EST
Dependencies Scanned: 14

Vulnerable Dependencies: 3

Vulnerabilities Found: 13

Vulnerabilities Suppressed: 0

Display: Showing Vulnerable Dependencies (click to show all)

Dependency CPE GAV
commons-fileupload- cpe:/a:apache:commons_fileupload:1.3 commons-fileupload:commons-
1.3 jar fileupload:1.3

struts2-core-2. 3. 153 jar  cpe:/a;apache:struts:2. 3153
xwork-core-2.3.15 3 jar cpe:/a;apache:struts:2. 3153

Dependencies

org.apache struts:struts2-core:2.3.15.3

org.apache struts xwork:xwork-
core:2.3.15.3

Highest
Severity

Medium

High
High

CVE
Count

CPE
Confidence

HIGHEST

HIGHEST
HIGHEST

Evidence
Count
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Security Is a life-long process, not a one
shot accident.
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