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metrics
• Block Time (ms), Average Block Time (ms)
• Calls, Number of Calls 
• Calls/min, Calls per Minute
• CPU Used (ms), JVM CPU Burnt (ms/min)
• Errors/min, Errors per Minute
• Response Time (ms), Average Response Time (ms), Avg. Time per Call
• Slow Transactions, Number of Slow Calls
• Stalled Transactions, Stall Count 
• Wait Time (ms), Average Wait time (ms)



• Backends 

• End User Monitoring UE

• Mobile

• Service End Points

• Overall Application Performance

• Business Transaction Performance 

• Application Infrastructure Performance

• Errors 



• observation

• min max

• sum

• avg

• count

• %

• percentile
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• value > X

• value < Y



•  

1  μ

2  σ

• μ ± 2σ

• value
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seasonality



• cron job

•
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trend
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• false positive

now

avg
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•  

1  μ

2  σ

• μ ± 2σ

• value normal distribution 



normal distribution…

metric errors per min, avg latency per min

• 1 x 60 x 24 = 1,440 

• μ ± 3σ

• normal distribution 99.7% 

• 1,440 x 99.7% = 1435.68

• 1,440-1435.68 = 4.32

• metric 4.32 false alarms



4:  



• metric

• metric

•

• metrics
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Moving Average Based

•

• Autoregressive Integrated Moving Average (ARIMA)

• time series

•

•

• assumption



Exponential Smoothing Based

• Double exponential (Holt-Linear):
• level trend

• Triple exponential: 
• level trend

• seasonality 

•

•



decomposition  Based

• DFT (Discrete Fourier Transform)

•

• spike model



decomposition  Based

• DWT (Discrete Wavelet Transform)

•

• spike

• components auto 

regression



Deep Learning  Based

• Feedforward Neural Network

• Recurrent Neural Network (e.g., LSTM)
• Convolutional Neural Network

LSTM :  
• 1 input 
• a hidden layer with 4 

LSTM neurons 
• an output layer 



Matrix  Based

sliding window low rank

• Principle Component Analysis
• SVD
• Robust PCA
• Auto-Encoder Neural Network
• Convolutional Auto-Encoder Neural Network



• Twitter: Seasonal Hybrid ESD (S-H-ESD) 
https://blog.twitter.com/2015/introducing-practical-and-robust-anomaly-detection-in-
a-time-series
• Netflix: Robust PCA 
http://techblog.netflix.com/2015/02/rad-outlier-detection-on-big-data.html
• Numenta: neural network  
http://numenta.com/press/2015/11/10/numenta-anomaly-benchmark-nab-evaluates-
anomaly-detection-techniques/
• Anodot: online machine learning algorithm 
http://www.anodot.com/
• Linkedin: exponential smoothing 
https://github.com/linkedin/luminol
• Uber: multivariate non-linear model 
https://eng.uber.com/argos/

Credit: Yi Hong @ AppDynamics
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Ensemble Learning
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metrics



metricsmetrics



RCA

• metrics metric

• Pearson correlation

•
metrics

metric
Overall Response Time

metric 0.9876)
es_data-02|QueryPhase|Slow 

Calls



RCA

• metrics labeled data

• decision tree classifier

• metrics

•
metrics metrics

Rules

• EsIndexCluster=prd28-7 && 

node=indexer_insert_001_prd28
• Application=prd28-analytics && 

EsIndexCluster=prd28-2 && 
transactionName=InsertEventIndexingStage

• EsIndexCluster=prd28-1 && tier=indexer_prd28

RCA

• ES Cluster = prd28, stage = insert, tier = 
indexer



AI + 

 
reactive

 
real time

 
proactive
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• AI + 

•

• Moving average based
• Exponential Smoothing Based
• decomposition  Based
• Deep Learning  Based
• Matrix  Based
• Ensemble Learning

•

• RCA
• RCA

•



THANK YOU


