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Threat modeling is an approach for analysing the security of an application. 
It is a structured approach that enables you to identify, quantify, and 

address the security risks associated with an application.

Threat Modeling
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威胁建模产出物转化为安全故事卡
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Threat ModelingLightweight
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Threat ModelingLightweight
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通过自动化测试用例，对应用的安全功能进行测试

API

/customers

-  

- CustomerManager  

- CustomerManager  

……



 - 

19

通过自动化测试用例，对应用的安全功能进行测试

API

/customers

-  

- CustomerManager  

- CustomerManager  

……



2

20



21

#1 

#2 



22

 
 
 



 - 

23

1. 

2. 

&



 - 

23

1. 

2. 

&

 

OWASP DependencyCheck 
Node Security Platform …
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OWASP DependencyCheck Report
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Docker 
Host Configuration 

▫︎ Keep Docker up to date 

▫︎Audit Docker files and directoires - /var/lib/docker 

▫︎Audit Docker files and directoires - /etc/docker 

▫︎Audit Docker files and directoires - docker.service 

 ……

Docker daemon configuration files 
Container Images and Build File 

Container Runtime 
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Docker bench for security
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Docker bench for security
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CI Pipeline
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▫︎ Authentication verification 
▫︎ Verify all pages and resources by default require authentication 

except those specifically intended to be public ▫︎ Verify all authentication controls are enforced on the server side. ▫︎ Verify that account passwords are one way hashed with a salt ▫︎ …… ▫︎ Session management 

▫︎ Access control 

▫︎ Malicious input handling 

▫︎ Output encoding/escaping 

▫︎ Cryptography as rest 

▫︎ Error handling 
……
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