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) Web Application Attacks,
Akamai Last 24 Hours

http://wwwnui.akamai. com/gnet/globe/index. html
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109 Gbps 75 Gbps 120 Gbps 517 Gbps 623 Gbps

;VISIEIUTY
High visibility attacks - Krebs, OVH, etc

Source code released

New attack vectors weaponised

New variants developed

Competition between botnets

First Mirai attacks TIME
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OWASP Top 10 - 2013

OWASP Top 10 - 2017

A1:2017-Injection

A1 - Injection

A2 - Broken Authentication and Session Management A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure
A4 - Insecure Direct Object References [Merged+A7] A4:2017-XML External Entities (XXE) [NEW]
A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]
A6 - Sensitive Data Exposure A6:2017-Security Misconfiguration
A7 - Missing Function Level Access Contr [Merged+A4] A7:2017-Cross-Site Scripting (XSS)
A8 - Cross-Site Request Forgery (CSRF) A8:2017-Insecure Deserialization [NEW, Community]

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

H*Hcszczwﬂw

A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]

© AKAMAI - CHINA 2018
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Account for All Attacks on Web Applications and APIs

Denial of Service: Abuse of Functionality:
Scalping, Scraping, Click
Fraud, Carding, Brute

= Algorithmic/Layer 7 Forcing, Etc.

Abuse

of Functionality

= \/olumetric/Layer 3

Access

Exploit: Violation
SQL Injection, Cross-Site

Scripting (XSS), Buffer

Overflow, Etc.

Access Violation:
Account Takeover,
Snooping, Etc.

r, Inc. and/or its affiliates. All rights reserved Ga rtner@

Gartner Security & Risk Management Summit Presentation, State of Application Security, Ramon Krikken, June 2017
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Page Rule Settings

Incapsula blocking my mobile app requests, how do | bypass this?
asked by The Cook on Feb 03 2017 07:15

Ca E
00000000 7 ar

AP

ma. A weareusm Inc s«t&bﬁ uf\tnlo IQ}MB Itworksfmeforweb

wol g S Atp \

m“ﬁ&&/ locks all mobile application requests (i0S:Swift, Android:Java) ; and

E—j classifies them as DDOS and CAPTCHA (Fail) with status messages:

E’@% (‘-llent was sent a JavaScript security check, request was suspended

Jfﬁzz Client was sent a CAPTCHA security check, request was suspended.

G a rt n e E %%{ How do | bypass this?

| am using Asynchronous Http Client for Android, Alamofire for iOS.

integrity check for the API URL pattern so that calls made outside of a browser are not blocked.

© AKAMAI - CHINA 2018
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File Edit Format Run Options Windows Help

urllib.request
:lass LinkParser (HIMLParser):

» urllib import parse

def handle starttag(self, tag, attrs):
if tag == 'a':

Top Cloud Computing Providers for (key, value) in attrs:

- if key == 'href':
newUrl = parse.urljoin(self.baseUrl, value)

self.links = self.links + [newUrl)

Q
n
()

getLinks (self, url):

self.links = []
- self.baseUrl = url

responge = urlopen (url)

i . 1f response.getheader('Content-Type')=='text/html':
- htmlBytes = response.read()
’0 '-:- a“n,.m htmlString = htmlBytes.decode ("utf-8%)
- o self.feed (htmlString)
m. return htmlString, self.links

Work. Online def spider(url, word, maxPages):
pagesTovVisit = [url)
numbervVisited = 0

foundWord = False

=== = ].]Cq while numberVisited < maxPages and pagesToVisit != [] and not foundWord:
= = === . rCe numberVisited = numberVisited +1

url = pagesToVisit[0]
pagesToVisit = pagesToVisit[l:]
P print (numberVisited, "Visiting:", url)
parser = LinkParser()
: \ data, links = parser.getlinks (url)
1f data.find(word)>-1:
foundWord = True
pagesToVisit = pagesToVisit + links
print (* **Success!**")
except:
print (™ **Failed!**")

1if foundWord:
print ("The word", word, "was found at", url)

se:

print ("Word never found")

© AKAMAI - CHINA 2018
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Fraud Order Distribution by Industry

United Status  ~/United Kingdom = Others China ¥ Netherlands

HIETRENER SN

5: Fraud Order In-House Detection Method
/ Adoption

s " Money Transfer WElectronics ° General Retal *Clothing " Travel | Caming

BIETRmITE
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Create an Externalized Application Security Architecture

App Shielding
& Hardeni

- Exploit

Host-Based Host-Based

Access [Rizs

« [
(Client) - (Server)
I

Access

DoS DoS - DoS DoS -

Exploit - Exploit - Exploit FRss3 Exploit - Exploit 523

Abuse - Abuse - Abuse [REL Abuse Abuse
|

o Access - Access - Access Access Access Ga rtner
12 © 2017 Gartner, Inc. and/or its affiliates. All rights reserved L]

Gartner Security & Risk Management Summit Presentation, State of Application Security, Ramon Krikken, June 2017
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Implement Cloud-Based and Hybrid Security Architecture

= Use scalability and scale of cloud-based security
providers and infrastructure ... think cloud first

= Use cloud-based components for threat protection
in particular (DDoS, threat filtering and intelligence)

Security

= Consider hybrid architecture for single functions ;
Provider

(e.g., DDoS), or to split functions (e.g., to add on-
premises data protection)

Cloud
Provider

Gartner.

Gartner Security & Risk Management Summit Presentation, State of Application Security, Ramon Krikken, June 2017
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SiteShield iRt B % 8 REER
BB StXFHTTP/HTTPSEIWebk 55 $txHDCAIRTA R A Flk 55

DNS###r5BE5DDoS wiog |47 Y B

DI $FRIDNS 2B % SHDDoS K EEEFEAMIRTY, EE B TR
vewr | SERTWebPISE RIS A AY : N
webgi# | HtxIWebMIsERPSEDDosEs | THWLPIAAARM | phospiig e | FXTWeRBRAE
DDoSH (WAF) =
Luna Property {OPEN} Akamai

- Manager APls Community REHAIRS REBHRE REFEERS

RERT|IANL FrrERO REHEX
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Attacks

Attacks by Day

1750

1500

1250

1000

750

500

250

@kamai ‘ Security Insights

Security Report Summary - Covering 6 Days Starting on Jan 07 2018

TOTAL ATTACKS DETECTED

1,635

6

Jan 07 2018

Account Security Review
@Immai ‘ Client Reputation Report

Security Report For Akamai Web Services S Morris

Client Reputation Report For Akamai Communities, 12/25/2017 through 01/01/2018

ATTACK SOURCES NUMBER OF ATTACKED HOSTS COUNTRIES OF ORIGIN NUMBER OF DAYS COVERED

13 2 6 6
Malicious IP Overview

This report examines the threats detected on your web properties. Over the past 6 days we have detected 1,635 separate

attack attempts on your domains, the most common attack in this time frame was Local File Include. IPS DETECTED BY CLIENT 1PS BLOCKED BY KONA 1PS DETECTED BY CLIENT REP AND IPS DETECTED BY CLIENT REP AND

REPUTATION KONA BLOCKED BY KONA

1947 5,119 1921 1279

1,605
KONA CLIENT REPUTATION
The number of IP addresses on your applications ~ The number of IP addresses with a bad Client
flagged as malicious by Kona without Client Reputation hitting your applications was 1
Reputation was 21,924 over the past 7 days. Of over the past 7 days.
these, 5,119 were blocked by Kona.

C 0 0 0 668 IP addresses were identified by Client Reputation and not blocked by Kona over
Jan 08 2018 Jan 09 2018 Jan 10 2018 Jan 11 2018 Jan 122018 the PaSt 7 dayS

AkamaiflliE & K AT LUK S H E T TIRMREE7T RN Z IR SRS
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