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# <jni.h=
# =5tdio.h>
# MULL @
void printstr(){
printf("abc");

}
JNIEXPORT jint INICALL JINI_OnLoad(JavaV™x wvm, voidk reserved) {

JNIEnv *env = MNULLj
{ (#vm)—=>GetEnvi{vm, (voidisk) &env, JNI_VERSION 1 &) != INI_OK)
JNI_ERR;
(env = MNULL)
JNI_ERR;
printstr():
JNI_VERSION_1 6:

Gunar'.cm ’ T i ﬁ

EEEEET
58
58 ; .taxk ands
58
1C5C I e e et
1C5C
1C5C ; Begment type: Pure data
1C5C AREA .rodata, DATA, RE
1C5C 7 ORG Ox1C5C
1C5C unk_1CS5C DCB Ox6l ; A
1C5C
1C5D DCB Ox62 ; b
1C5E DCB Ox63 ; ©
1C5F oCB 0
1C5F ; .rodata ands
1C5F
FEHE TR & s s S S O S S S T T

AT LB Hndk G A4 24, B CAFRATTEET X ndkiZEAT v T VA

# <jni.h=

# =5tdio. he

# MNULL @

void printstr(){
printf{"abc");

}

IJNIEXPORT jint JNICALL JNI_OnLoad(JavaVMx vm, voic* reserved) {
JNIEnv *env = MNULL;

{ (#vm)-=GetEnv(vm, (voldsk) &env, JNI_VERSION 1 6) != INI_OK)
JNI_ERR;
{env = MNULL)
JNI_ERR;
printstr();
JNI_VERSION_1_6;

; Begment type: Pure data
AREA .rodata, DATP
; DRG OxZ29DC

byte_29DC DCB Ox2E
byte_29DD DCB OxC

byte_29DE DCB Ox3A
byte_ 29DF DCB Ox31
byte_29E0 DCB ©

7 rodata d

Gunar'.c\m
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lIvm§#

CiE=S X86

CHIE =

cc Arm
4 'md

object ¢ Mips

o-llvm

Gunar'.C;m
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larmiCRIES
mov (DACZ R
sub R (e
add IEFE 4
and 52
or B FE 4
Xor SFEtE 4
pushflpop BERR AN H R

Gunar'.C;m



l:

2. Instructions Substitution (g% G”“a”cn IT 2

SHTHAE S Bl ilasbec -> a=b-(-c)

ALt Android.mk
¥ jni
LOCAL_PATH := $({call my-dir)
— include ${CLEAR_VARS)
Application.mk LOCAL_MODULE := demo
demo.c LOCAL_SRC_FILES := demo.c
LOCAL_CFLAGS := =00 -mllvm =-sub
include $(BUILD_SHARED LIBRARY)
FOLDERS -
Android.mk
¥ jni
Android.mk LOCAL_PATH := $(call my-dir)

include $(CLEAR_VARS)
NDK_TOOLCHAIN_VERSION := clang3.6-obfuscator

demo.c APP_PLATFORM := android-14
APP_ABI := armeabl #armeabl-v7a x806

Gunar.c:nm
BB OB M /B R 9T



EXPFORT testsub

testeub

var_18
var_ l4
var_10

¥

= -0xld
= -xla
= -Uxl0

STR
LIDE
HEGS
SUBS
STH
3TR
ADD
POF

#
#
#
int

{R4,LR}
SP, 5P,
RZ, 5P,
{Rr1}
{R3}
{RrO}
{Rd}
RO,
R1,
RO,
RO,
RO,
R1,
RO,

#0x10
#0xla+var_ 10

[RZ,#4)]

[R2]

[RZ,#4)

RO, RO

[RZ,£4)]

[R2]

RO, R1

RO, [R2]

R1, [R2,#%4]

RO, RO

RO, R1, RO

Ré, [SP,#0xlB+var_14]
R3I, [SP,#0xl8+var 18]
sp, 5P, ¥0x10
{R&,PC}

End of function testsub

X 4
1::
Ie.l‘ﬁ}iﬂﬂﬂ Gunar'.cm ’T _,g
iat: B OW O OM KR
<]nl.h>
<5td10.h>
MNULL @
testsub(int a,int b){
a=a+a;
—alh= EXPORT testsub
b=a-b; ; CODE XREF: j_test
i DATA XREF: .got:it
= -0xl8
= -Jxl4
= MNULL: : = -0x10
o F £l
sevm) =>GetEnvi(vm, (voidses) 30 PUSH  {R4,LR}
" : SUB 5P, BP, ®#0x10
,JMI—EHH' ADD R2, SP, #0xl8+var_10
nv == NULL) PUSH  {R1}
. POP {R3}
N ,JMI—EHH' PUSH {RO}
ub(2,1); POP {Rd}
. STR RO, [R2,#4]
JNI_VERSION_1_6; i Rl [R2]
LDR RO, [R2,#4]
ADDS RO, RO, RO
ETH RO, [RZ,#§4]
LDR Ri, [R2]
SUBS RO, RO, R1
ETH RO, [R2]
LDR Ri, [R2Z,#4]
HEGES RO, RO
LDR RZ, =0x2Bl60BBC
ADDS R1l, Rl, R2
L3A SUBS RO, Rl, RO
Lac LDR Rl, =0xDaEYF<«4a%
I3E ADDS RO, RO, R1
140 STR R4, [SP,#0xl8+var_ 14)
pd2 ETH B3, [SP,#0xlB+var_ 18]
2 11 ADD 5P, 5P, #0x10
146 POP {R4,PC}
!iﬁ_ : End of function testsub m
Qunar.Co

B OB iR OB kAT



3. Control Flow Flattening (A4

a2 7 e db:

IR RS54 AR B switch ¥ il 5 A4

FOLDERS
Vv jni

Application.mk

demo.c

Android.mk dermo.C

LOCAL_PATH := $(call my-dir)
include $(CLEAR_VARS)

LOCAL _MODULE := demo
LOCAL_SRC_FILES := demo.cC
LOCAL_CFLAGS := =08 -mllvm -fla
include $(BUILD SHARED LIBRARY)

EEEEET

2y | [T Zamizs

Gunar'.czm
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DATA IRE

=n

5 LAFUWRL TEHETIELA
4 testfla ; CODE XREF:
var 20 = -0x20 1 ; DATA XREF:
var 1C = -0xlC 4
var 18 = —{xld - 4 wvAr 34 = —xi%
var_ 14 = -Oxl4 <]ni.h> 4 war 30 = —Qx30
<ctdio. h= 4 war_ iC = —OxdC
PUSH '{H.‘i pLH.} NULL Y E lrE.I‘.'_EE = -0OxZ8
SUB 5P, 8P, #0x18 . . 4 var 24 = Qx4
ADD RZ, 8P, ¥0x20+var_14 t testfla(int a,int b){ 4 wvar_20 = -0x20
PUSH {R1} (a=1){ 4 wvar 1C = -0xlC
POP {R3} as 4
PUSH {RO} f & PUSH {R&, LR}
POP {R4} & SUB P, BP, #0x2C
ETR RO, [R2,#4) b;: 8 ADD RZ, 5P, #0x34+var IC
ETR R1, [R2] A PUSH {R1}
LDR RO, [R2,#4)] C FOP {R3}
CHP RO, #1 . E PUSH {RO}
STR RZ, [5P,#0x20+var_18] IEXPORT jint JNICALL INI_OnLoad(JavaVM+= v POP {R4}
STR B3, [EP.:D:3D+var_1C] INIEnv *env = NULL; STR RO, [RZ,#8]
ETR R4, [BP,#0x20+var 20] e 1 STR Ri, [R2Z,#4
MR loe EIC ((*wm)->GetEnv(vm, (voidsx) &env, INM ey ~y EHE.#E}
B loc_E34 JNI_ERR; 8 STR RO, [RZ,#0x10]
HEE e e ettt (anvy == NULL) A LDR RO, =0xFE346BD7
- c STR RO, [R2
loc_E34 i CODE ERE S JNI_ERR; E STR RZ, EEE‘! #0x34+var_20]
LDR RO, [SP,#0x20+var 18] testfla(2,1); o STH R3, [SP,#0x3di+var 24]
LDR 1, [RO,#4] INI_VERSION_1 6; 2 STH Ré, [SP,#0x3d+var 28]
STR Rl, [RO,#8] 4 B loc_E36
B loc_E44 B ; — e
j —————————————— I8
16 loc_E36 ; CODE XREF:
loc_E3C ; CODE XRE I i testfla:le
LDR RO, [BP,#0x20+var_18] 16 LDR RO, [SP,#0x3d+var 20]
LDR R1, [RO] I8 LDR 1, [RO]
ETR R1, [RO,#8) 1A LDR R2, =0x4EDBICFS
B loc Edd [ CHP 1, R2
T IE STR R1l, [SP,#0x34+var_2C]
] BGT loc_E62
loc Ed4d ; CODE XRE i B loc_Ed44
; testfla+ [ —— —
LDR RO, [BP,#0x20+var 18] T
LDR RO, [RO,#8] 4 loc_E44 ; CODE XREF:
ADD EP, 5P, #0xl8 ! LDR RO, =0xFE346BD7
POP {R4&,PC} I8 LDR Rl, [8P,#0x34+var_ 2C] .Co
18 CHP 1, RO Phits

LN e T Tl ek B D D U 2 (PR I . "SR S IR 1 M (N (PN T LU I
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4. Bogus Control Flow(E B fiail e

ESERW : IBIMNERRCISEIR
1.5%0-perBCF=20H N AT BEH, H#iERH20%. EiA{E:100
2.58-boguscf-loop=3F— 1R LM AHE3XR. EIAE:1

3.8281-boguscf-prob=40— P E KB SHESE, BLEA40%. EA
18:30

“OLDERS

Android.mk demo.c
¥ jni
LOCAL_PATH := $%$({call rn'_y'-dir‘]
— include $(CLEAR_VARS)
Application.mk LOCAL_MODULE := demo
demo.c LOCAL_SRC_FILES := demo.cC

LOCAL_CFLAGS := =08 -mllvm -bcf -mllvm -perBCF=28 -mll
boguscf-prob=4@
include $(BUILD_SHARED_LIBRARY)

Gunar'.Com
BB OB M /B R 9T



Er = e I T O N A N S

o™

e}

a

EXPORT testhbof

int testbcf(int a,int b){

¥

JNIEXPORT jint JNICALL JINI_OnLoad(JavaVM
JNIEnv *env = |

( (#vm)—=>GetEnv(vm, (voidik) &env, Ji
INI_ERR:

@t NI VERSION 1_6

<]nl.h=
«stdio. h>

INI_ERR;

testbef
var_18 = -0xl8
var_ 14 = -fxl4d
var 10 = -0xl10
PUSH {R4,LR}
SUB 5P, BP, ¥0x10
ADD RZ, 8P, il}uElﬂrar_ll}
PUSH {R1}
POP {R3}
PUSH {RO}
POP {R&}
ETR RO, [R2,#4]
STR R1l, [R2]
LDR RO, [R2,%#4)
ADDE RO, #0xA
STR Ré, [BP,#0xlB+var_14]
STR R3, [BP,#0xlB+var 18]
ADD 5P, BP, ¥0x10
POP {R4,PC}

P

End of function testbol

Ot ; ALCLLLIOFUTEE: LFRF—ERE B0

C

HC EXPORT testbof

HC testbeof ; CODE XHREF:

HC : DATA XREF:

HC

AC war 18 = -Ox18

AC war 14 = -Oxl4

BC var 10 = -0x10

BC war 7 = =7

HC

;T PUSH {R4-R7,LR}

HE ADD BT, SP, #0xC

ciuj SUB SP, SP, #0xl4

2 HOW RG6, SP

& LDRE RZ, =(x_ptr - Ox3FAD)

96 LDR A3, =(_GLOBAL OFFSET_ TABLE_

R ADD B3, PC ; _GLOBAL OFFSET_TABLI

SA ADDS RZ, Ri, R3 ; x_ptr

BT LDR RZ, [R2] ; =

HE LDR R2, [R2]

Ao LDRE Ré, =(y_ptr - Ox3FAD)

Pz ADDS A3, Ré, BRI ; y_ptr

PLd LDR R3, [R3] : ¥

RLG LDRE B3I, [R3]

Al SUBS R4, R2, #1

AR HULS R:, R2

AC HOVE RZ, #1

AE TST Rz, R2

BO 8TR R1, [R6,#0x20+var_10]

B2 STH RO, [R6,#0x20+var_ 14]

B4 STR R3, [R&,#0x20+var 18]

B& BEQ loc EC2

BE B loc_EBA

A ; - -———————— ey

BA

BA loc_EBA ;: CDDE XREF:

BA LDR RO, [R&,#8]

BC CHP RO, #9

BE BGT loc_Fi1C

co B loc_EC2

- |

C2

C2 .1-|:I-|:.'_E'IZ:3 ; CDDE EHEF:

c2 : testbof+34

C2 HOW RO, SP ‘\m
. . 20



FOLDERS
¥ ini

Application.mk

demo.c

—

gl..:fnar'. JC;% ’ T*””” i ﬁ

- ) MR 5 B F &
AR B

IN

=\ pass

(1) simplepass

Android.mk demo.c

LOCAL_PATH := $(call rny-dirfl
include $(CLEAR_VARS)

LOCAL _MODULE := demo

LOCAL_SRC_FILES := demo.c
LOCAL_CFLAGS := =0@ =-mllvm -simplepass
include $(BUILD SHARED_LIBRARY)

Gunar'.cgm
N iR 9T
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testeimplepass

var_18
var_ 14
var_10

== § U B

<]nil.h>
<5tdio. h=>

MULL @
int testsimplepass(int a,int b){

}

a+b;

51l

Gunarcm ]Tmm;

IJNIEXPORT jint JNICALL JNI_OnLoad(JavaVMx vm, void* reserved) {
JNIEnvV *env = MULL:
{ (*vm)—>GetEnv{vm, (voidsk) &env, IJNI_VERSIOM 1 6) '= INI_

RoUOT

EXPORT testsimplepass

= =14
= —Uxla
= —0xl0

POF

{R4,LR}
5P, P,
RZ2, SP,
{R1}
{R3}
{RO}
{Ra}
RO, [R2,#4]
Rl, [R2]
RO, [R2,#4]
RO, RO, R1

#0x10

#0xl8+var_

10

B3,
B&,
5P,

[SP,#0zl8+var_ 14]
[BP, #0x18+var 18]
EP, #0z10

{R4,PC}
i End of function testsimplepass

JNI_ERR;

I N E ====s=========

L)

_ERR;

(2,1):
SION_1 b;

EXPORT testsimplepass

{R4,LR}
5P, P,
RZ2, SP,
{R1}
{R3}
{RO}
{Ra}
RO, [R2,#4]
Rl, [R2]
RO, [R2,#4]

#0x10

#0xl8+var_

EEEYETY

CODE EREF:
DATA IREF:

10

I:I
l&

Rl,
RO,
B3,
H&,
S8,

Rl

RO, H1

[BP, #0x184var 14]
[SP,#0z18+var 18]
5P, #0xz10

18 testsimplepass

18

18

18 war_18 = —{xld
18 wvar_ 14 = -Ixla
18 war 10 = -Oxl0
18

18 PUSH
AA SUB

Ac ADD

AE PUSH
20 POP

22 PUSH
24 POP

‘26 STH

28 STR

2A LDR

20 KEGES
ZE SUBS
30 STH

b STH

a4 ADD

36 POP

ME i Tmd sl dfiomakdsan Ebanbkoadieniansas

(R4,

PC}

|1En=t::;;h
A R B R AT

L



(2).ZFFEpass Gunancom | [ T2z

FOLDERS i
Android.mk demo.c
v jni

LOCAL_PATH := $(call my-dir)
include $(CLEAR_VARS)
LOCAL _MODULE := demo

Application.mk

demo.c LOCAL_SRC_FILES := demo.cC
LOCAL_CFLAGS := -08 -mllvm -xse
include ${BUILD SHARED LIBRARY)

Gunar'.cm
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{5l Gunarcn I T2 057

EREETETY

<Jnl.h=
«<stdio. h> EXPORT testxga

NULL @ testxse ; CODE XREF: j
: ; DATA XREF: .
roid testxse(){
-1 (1] =10 T var_ 28 = -JxZ8
printf({"123"); var 24 = _Ox24
} var_20 = -0x20
IJNIEXPORT jint JNICALL JINI_OnLoad(JavaViksss = =fzlC
JNIEnvV =senv = MNULL; ; FUNCTION CHUNK AT .text:00002474 SIZE 00000002 BYTES
{ (#vm)—=GetEnv(vm, (voids=e) &env — (R4, RS, K7, LK}
JNI_ERR; SUB 8P, 8P, #0x20
{env = I ) ADD RO, 5P, #0x30+var_20
S LDR Rl, =({__ stack chk guard ptr -
JNI_ERR; LDR R2, =(_GLOBAL_OFFSET_TABLE -
testxse(): ADD RZ, PC ; _GLOBAL OFFSET_TABLE_
o L ADDS Rl, Rl, RZ ; _ stack chk guard
JNI_VERSION 1 6; LDR R1, [R1] ; _ stack_chk_guard
LDR R3, [R1]
G B oA i STR R3, [RO]
j SeESEEEEsmsme—— SUBROUT LDR R3, =(byte_25F8 - Ox3IFTC)

ADDS RZ, R3, RZ ;: byte_ 25F8
LDRE R3, [R2]

EEPORT testxse HOVS Ré, #¥0x4F
testxge ; CODE XHEF: j EORS R3, R4
i DATA XREF: . ADD Ré, 8P, #0x30+var 1C
ADDS e, #3
var C = —0xC STRB R3, [R%]
LDRB R3, [R2,#(byte_25F% - 0x25F8)]
; FUNCTION CHUNE AT .text:00002420 SIZE 00000002 BYTES HOVS RS, #0x6E
EORS R3, RS
PUSH {R7,LR} STHB R3, [R4,#1)
SUTB 8P, BP, #8 LDRB R3, [R2,#({byta 25FA - Ox25F8)]
LDR RO, ={unk 25A4 - Ox3IFTC) MOVS A5, #0x59 -
LDR Rl, =(_GLOBAL_OFFSET_TABLE_ - EOQRS R3, RS
ADD Rl, PC ; _GLOBAL_OFFSET_TABLE_ STHE R3I, [R&,$2]
ADDS RO, RO, Rl ; unk_ 25A4 LDEB R3, [RZ,#(byte_25FB - OxZ5F8)]
BL loc_2420 MOVS RS, #0x3l
B oo EORS R3, RS
TR RO, [BP,#0xl0+var C] STRB R3, [R&,#3]
ADD 8P, 5P, #8 LDRB RZ, [RZ,#(byte_25FC - Ox25FH)] .\{2:
POP {RT,PC} HOVS R3I, #0x36 +Co
: End of function testxzae EORS RZ, R3 O 4T

SETRA RZ. TR4.E41
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GUnar.C;m
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1l.o-livmEFHmFNISEE

> (1)centos 6.x
> (2) python2.7
> (3)gccd.8.2

(gl

nc2.14

(5T

(OItIRES https://github.com/obfuscator-llvm/obfuscator.git

Gunar.c::m
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2.llvm IR1EE Gunar.Com

@ 2 JRIFR AR
% JR F AR IR AT
i32 32407 ) R Y
i32* fa M2 B 4R S, Wi AN Ty
alloca AR B Bo N A
align 4 FEAF IR 5
load fllstore e S IICPN P
add PR ERee
sub AR 2
br P15 %
switch oA
Glunar-.l:;m

BB R OM kT
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3.functionpass Gunercarn | [TZMif

FunctionPass (char &pid)

] . = u i £ n e I e 1 ] 1 |

» (2)BSrunOnFunctioni&#

virtual bool runOnFunction (Function &F)=0

L I_ (e Ef n | a i 1

ar'.C;m
R ¢ iT

Qun
B OB 1 o

A



Gunancorh | [T2lis

4.modulePass Snancon
- (1) BEMIERE
ModulePass (char &pid)

» (2)BBrunOnModule&#

Vi

virtual bool runOnModule (Module &M)=0

[ ol | II-'I-'FII_-.-JF--'JIIIJ'I 1::'*IIHII‘I—‘IJ‘L*I-F--‘ J'I-'IIJ-I-I':I"J'I-I-'I- l'l-'lr 1 ILI-J-IJ'I-

Gunar'.C;m
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= Jnar.Co ‘ v/ lh T
5./ passims Qunarcom | [ TS0

#include "llvm/Transforms/Obfuscation/SimplePass.h"
using namespace llvm;

namespace {
struct SimplePass : public FunctionPass {
static char ID; // Pass identification, replacement for typeid

SimplePass() : FunctionPass(ID) {}

bool runOnFunction(Function &F) override {
return false;
}
char SimplePass::ID = 0;
static RegisterPass<SimplePass> X("test", "simple pass");
Pass *llvm::createSimplePass() { return new SimplePass(); }

Gunar.c::m

BB R o8 kT



odata:0010C... 00000039
odata:0010CE... 00000005
odata:0010CE... 00000006
odata:0010CE... 00000023
odata:0010CE... 00000005
odata:0010CE... 00000000
odata:0010CE... 00000013
odata:0010CE... 0000000E
odata:0010CE... 00000015
odata:0010CE... 00000011
odata:0010CE... 0000000E
odata:0010CE... 0000000E
odata:0010CE... 00000010
odata:0010CE... 0000001C
odata:0010CF... 00000036

odata:0010CF3F 00000014

8

sEa NNl (s NaNs N NSNS NS

M. XERimikS

(Ljava/lang/Object;Ljava/lang/Object;)Lj
size

UTF-8

{255 ) "devicelnfo\,":{%s, % s, %8s, %S, Bas]}
info

basedd error

Jsystem/build.prop

Jdefault.prop

Jsystem/default.prop

Jdata/flocal.prop

Jproc/cpuinfo

Jproc/meminfo

Jprocjversion
Jsys/class/netfwlan0/address
Jsys/class/netfethOfaddress
Jsys/devices/system/cpufcpulfcpufreq;
pm list packages -3

(1)FFF

BUR

& IRE R

ddress

deat:0003749B8
Fext:000374AB
text:0003756F
Fext:000375BC
text:000375EF
Fext: 00037501
Fext: 00037607
text:0003760F
text: 000376109
text: 000375621
Fext: 00037627
text:0003762F
Jeat: 00037530
Jeat: 00037541
Jeat: 00037547
Jext: 00037600
Jext:000376A0
Jeat:000376DF
Jext:0003773F
.text 00037750

O T e B e e T

| caf| caB| e caN| caB| =] c=N| =Bl =Nl =Nl =Bl =Nl _=H| =Bl =Nl _=H| =gl -=§|_-=

Length

00000005
00000009
00000004
00000005
00000005
00000007
00000007
00000005
00000005
00000007
00000007
00000005
00000005
00000007
00000007
00000005
00000007
00000007
00000005

L T T T T

Type

T Ty 0 T 0 Ty Ty T T

cunarcam | [TZUMLiH

R

String

CGH.I
(VCA'22\x1B
12 1BwCA'IF
"hRbS

FiFyb:
FinajP\b:
FlajF\b:
ajF\b:

ajF\b:
FinbjPyb:
FbjFyb:
bjF\b:

bjF\b:
FincjFyb:
Y(C19%h@
THxT%

Yy b CVIH@
YibCEIH@
y1dF

e oma

Gunanc\m

- I



Gunarcom | [TZlif

. MRS AT A

wireenn rannees

T e e e B e e e B e e

e
dnl
eatgrand
sub_D2C0
duch

SHR
getPayKey
sand

drift
version

JNI_OnlLoad

(2) REURE 2

sub_31F5B4
sub 31F28
sub_31F2B4
sub_31F938
sub_31FAZ8
sub_320334
sub_320394
sub_3203BC
sub_32070D0
sub_320818
sub_320834
sub_320868
sub_3497A
sub_349FE
sub_34A04
sub_34BFC
sub_3641C
sub_36CAC

sub 4594

Gunar'.C;m
4T
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aﬁ'né.-’.c;é%

BB O®oM

(3)idafIF5 I fE 3%

1 — — | —

int _ fastcall JHI OnLoad{ DWORD =ai}

{
_DWORD =ui1; /7 rhi
signed int w2; /7 vi1E1 Unexplored Jl lnstruct:
signed int w3; // rBEL4 : ——— =
signed int vh; /7 rOR7 1104 View-a[] | [[ElPsen

int vw5; FF r@E2Y

char vé; f7 riE24

int v?; F/ rBE33

DWORD *u9; 7/ [sp+Bh] [bp—18h]@2
_DWORD *u18; // [sp+ih] [bp-14h]@24
char vi1; /7 [sp+8h] [bp-18h]E7

void sub 4594()
{

JUHPOUT|( B) ;

- W

¥

vl = al;
u2 397169556 ;
do
{
while { 1 )
{
while { 1 )
{

while { 1 )
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