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Agenda

• Product Model 

• Data Migration 

• Database Monitoring 

• Data Security
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Product Model



BaEic ADchitectuDe

High Availability Service 

Read/write Separation 

Backup & Recover 

Elastic Upgrade 

Monitoring & Notification 

Performance Diagnostics



BaEic ADchitectuDe - .eBlicatiAn

N:1                  N:M
slave_parallel_workers
slave_pr_mode [SCHEMA|TABLE|TRX]

1. Multi Thread Slave

• logical replication(No) 
• parallelism(Yes)



BaEic ADchitectuDe - .eBlicatiAn

2. Implicit Key



BaEic ADchitectuDe - .eBlicatiAn

3. Minor Log

binlog of main instance binlog of replica



BaEic ADchitectuDe - Data )ink

Security Link
MySQL protocol support
Keep connection
SQL injection detection
Short connection to long
+20% latency

Basic Link
Low latency

1. Data link choice



BaEic ADchitectuDe - Data )ink

2. Authentication method extension

original authentication method original authentication method + RDS_AUTH



BaEic ADchitectuDe - Data )ink

3. Switch over and keep connection

• RDS_CHANGER_USER 
command without user 
password

• rds set connection



ClAne inEtance

1. generate multiple instance in batch 
    e.g. business scale out 

2. point in time recover 
    e.g. important data deleted by mistake



ClAne inEtance

Full Backup + binlog incremental

1. usual way, mysqlbinlog tool decode 
binlog to executable SQL 

    mysqlbinlog mysql-bin.000001 | mysql 

• single thread, slow 
• error_code in Query_log_even 
• event size >1G

2. improved way, treat binlog as    
relaylog, applied by SQL thread(MTS)



ClAne inEtance

Flashback

• binlog ordered with transaction 

• rows_log_event contains Before 
Image and After Image 

• DDL not supported



TAkuDB Engine

• High compress ratio (Case: 2.7T -
> 400G) 

• Delay writes (put msg) 
• Transactional  ACID + MVCC 
• Secondary Clustering Index 
• Replace into, Read Free 

Replication 

• TokuDB community not active like 
InnoDB  

• Sharp checkpoint, lock 
contention, etc.

Feature Archive TokuDB
DML only INSERT yes
Transactions no yes
ACID no yes
Indexes no yes
Online DDL no yes

CREATE TABLE ... ENGINE=TokuDB 
ROW_FORMAT=TOKUDB_SNAPPY; 

• adjust tokudb_buffer_pool_ratio 
• Convert Archive to TokuDB
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Data Migration



myECldumB

1. dump from local source db 
mysqldump -h localIp -u userName -p --opt --default-character- set=utf8 
--hex-blob dbName --skip-triggers > /tmp/dbName.sql

2. load into remote RDS db 
mysql -h intranet4example.mysql.rds.aliyuncs.com –u userName -p 
dbName < /tmp/dbName.sql
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Database Monitoring



BaEic mAnitADing

Process info: CPU,  Mem, Disk usage, IOPS, etc. 

MySQL metrics: Connections TPS/QPS COMDML
Innodb_rows Tokudb_rows replica(SBM), etc. 

Threshold notification: Disk, IOPS, Connections CPU, etc.



Table and indeI EtatiEticE

Table statistics: read and 
write of business, scale 
out by more instance, or 
more replica.

Index statistics: 
frequency of each index, 
drop unused index.



/-) Mem/(O/TemB

Memory statistics
Memory_used
Memory_used_by_query
IO statistics
Logical_read
Physical_sync_read
Physical_async_read
Temp space statistics
Temp_user_table_size
Temp_sort_table_size
Temp_sort_file_size



/-) audit

SQL and 
resources used 
of each request

• MEM / IO /  Temp space
• error_code

• host, user,  db,  tid,  sql
• start_time of trx/stmt, 

latency, lock wait time



DiagnAEe DeBADt

1. resource usage 

2. dead lock, lock wait 

3. long time transaction, 
uncommitted transaction 

4. TOP SQL latency, scan rows, 
update rows, frequency

.D/ DBA /eDvice!
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Data Security



Data link EecuDity

1. IP whitelist
2. SSL support
3. SQL firewall



TDanEBaDent Data EncDyBtiAn TDE)

1. ibd file encrypted by block AES

2. backup encrypted

3. Key Management System

4. encrypt_key never persisted



BackuB checkEum

backup set validation



BackuB checkEum

backup set validation



BackuB checkEum

backup set validation

• IOPS threshold, SET SESSION rds_sql_max_iops=100;
• Buffer pool LRU, CHECKSUM ENGINE_NO_CACHE TABLE t1;



CAntact uE ^_^

1. AliSQL (Code) 
    https://github.com/alibaba/AliSQL 
    https://github.com/alibaba/AliSQLBackup 

2. Database Kernel Monthly (technical article on database) 
    http://mysql.taobao.org/monthly/ 

3. @

https://github.com/alibaba/AliSQL
https://github.com/alibaba/AliSQLBackup
http://mysql.taobao.org/monthly/
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