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> Collecting data is cheap, but not having it when you need

it can be expensive, so you should instrument everything,
and collect all the useful data you reasonably can.
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@ Connections 1. New Connection
. Requests l
Accepts ++
| \l S5 HEHT
Handled ++

:
I— Active

2. Additional —» Waiting T: Reading — Writing
Requests ‘ Requests ++
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NGiNNX+$ Serverzones  (X) Upstreams  TCP/UDP Zones (V) TCP/UDP Upstreams Caches  Shared zones

x  Below is the example of the NGINX Plus live activity monitoring. This page collects real time data from a demo instance of NGINX Plus.
Swagger Ul for the API module is available on http://demo.nginx.com/swagger-ui/
For more information on configuration please visit https://www.nginx.com/resources/admin-guide/logging-and-monitoring/
For purchasing NGINX Plus please contact the sales team: https://www.nginx.com/#contact-us

WA

Requests Total:276514471

nginx-plus-r16 (1.15.2) Connections SSL

Address 206.251.255.64

Current Accepted/s Active Idle Current Req/s

/0 116 3 6/ 0 2 192

PID 79909

Uptime 4d 21h 57m

Server zones @ Upstreams ® TCP/UDP Zones @ TCP/UDP Upstreams @ Caches @
Total Problems Total Alerts Conn total: 661345 Total Problems Total Problems
3 / 4 / 2 Conn current: O 3 / m 1 / m
m . Conn/s: 1
Traffic Servers Traffic Servers Caches states

All: 7/ Up: 5 In: 104 B/s All: 11 /Up: 5 Warm: 1
'ch”””ll" Failed: 2 Out: 196 B/s Failed: O s Cold: 0

Hl.- HEFSH
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stub_status: http://nginx.org/en/docs/http/ngx http stub status module.htmi#data

server {
listen 127.0.0.1:80; $ curl http://127.0.0.1/nginx_status
server_name 127.0.0.1; Active connections: 2

server accepts handled requests

location /nginx_status {

, 841845 841845 1631067
stub_status;
} Reading: @ Writing: 1 Waiting: 1

requests

The total number of client requests.

Reading
The current number of connections where nginx is reading the request header.

Writing

The current number of connections where nginx is writing the response back to the client.

T2 15 2

The current number of idle client connections waiting for a request.



http://nginx.org/en/docs/http/ngx_http_stub_status_module.html#data

=775 E=F%M
ngxtop: https://github.com/lebinh/ngxtopH#samples

$ ngxtop
running for 411 seconds, 64332 records processed: 156.60 reqg/sec

Summary:

| count | avg bytes sent | 2xx | 3xx | 4xx | 5xx |

|--=-=-=-=--- fmmmmmm e $mmmm—-- $mmm——-- fmmmm—-- tmmm———- |

| 64332 | 2775.251 | 61262 | 2994 | 71 | 5 |

Detailed:
request_path | count | avg bytes sent | 2xx | 3xx | 4xx | 5xx
------------------------------------------ et et it S St Sttt
/abc/xyz/xxxx 20946 434.693 | 20935 %) 11 %)
/XXXXX.json 5633 1483.723 5633 %) %) %)
/ XXXXX /XXX / XXXXXXXXXXXXX 3629 6835.499 3626 (%) 3 %)
/ XXXXX /XXX / XXXXXXXX 3627 15971.885 3623 %) 4 %)
/ XXXXX /XXX / XXXXXXX 3624 7830.236 3621 (%) 3 %)
/static/js/minified/utils.min.js 3031 1781.155 2104 927 %) %)
/static/js/minified/xxxxxxx.min.v1l.js 2889 2210.235 2068 821 %) %)
/static/tracking/js/XXXXXXXX.]S 2594 1325.681 1927 667 %) %)
[/ XXXXX/XXX.html 2521 573.597 2520 (%) 1 %)
[/ XXXXX/XXXX.json 1840 800.542 1839 (%) 1 %)

+ access log
- - 8 _ e
~omic5 and syslog + variables + error log
’T’:HHE!EEJ!"

+ syslog

me )
= Ol

ity


http://nginx.org/libxslt/en/docs/http/ngx_http_log_module.html#access_log
http://nginx.org/libxslt/en/docs/ngx_core_module.html#error_log
http://nginx.org/libxslt/en/docs/syslog.html
http://nginx.org/libxslt/en/docs/varindex.html
https://github.com/lebinh/ngxtop#samples
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upstream
connection

requests++ upstream reading/writing

waiting++
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reading/writing

accepted++
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request
1y
mm

o B Fstub statusfI 5 I5IE:

#tsar --nginx --nginx_sys --nginx_code -1il
Time
Time

https://github.com/alibaba/tsar

handle reqs active write sslgps spdyps sslf sslv3f sslhds 416 499

18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:
18/10/18-16:

:36 504.00
:37 446.00
:38 448.00
:39 438.00
140 467.00
:41 455.00
142 447 .00
:43 465.00
144 454,00
:45 457.00
146 592.00
147 476.00
148 491.00
149 478.00
:50 479.00
:51 457.00
:52 486.00
:53 483.00
:54 470.00

504 .00
446.00
448.00
438.00
467.00
455.00
447 .00
465.00
454,00
457 .00
592.00
476.00
491.00
478.00
479.00
457.00
486.00
483.00
470.00

R R R RRPRRRRRRRRERRRRRER}RR

2K
2K
2K
LK
LK
LK
LK
LK
LK
LK
3K
2K
LK
2K
2K
2K
2K
2K
2K

19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.

5K
5K
5K
5K
3K
3K
3K
3K
3K
3K
5K
5K
oK
oK
oK
5K
SK
oK
oK

53
48

62

63

55

58

53
48

62

P PP PRPOOOOSOOSOOOOFRPR OO, O R

54.
59.
.00
.00

57.
.00

59.
.00
.00
.00
.00
61.
61.
.00
50.
61.

00
00

.00

00

00

00
00

00
00

R OR R R R R R R R R R R R R R R R R

927.00
985.00
986.00
927.00
904 .00
919.00
896.00
946.00
925.00
898.00
988.00
999.00
928.00
952.00
981.00

1.0K
967.00
943.00
969.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

2.
2.

00
00

.00
.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

278.
281.
2606,
276.
268.
288.
282.
286.
304.
2601.
325.
302.
297.
289.
295.
275.
293.
318.
277.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

[y

S FPF NSO FRPROSOFRPROFPRPFPORFROS

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

N W NEFE NNNOWNRNDNWWNWRNNWN

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

I\ °®
IO

* H T reqstatusAYiz 2 4 s
(EEHE

#python bin/reqstatus.py -t 4
__[IN] domain |
[ @1 TOTAL |

1] item.taobao.com |
|

I

I

http://tengine.taobao.org/document/http_reqgstat.html

f2), 22

_req_tota|conn_tot|bytes ou] 21:33:54
934 | 368 | 13 M|
386 | 111| 10 M|
230 187 | 90815 |
227 | 39| 3.2 M|

60 | 12| 132110

2xX | 4xXx | 5xx|_ups_4xx|_ups_5xx|
707 0] 0] 0] 0] 27 | 27 | 26| 26 | 1] 26| 0.56]
295 | 0] 0] 0] 0] 38| 38| 36| 36| 2| 36| 0.90]
230] 0] 0] 0] 0] 7| 7| 7| 7| 0] 5] 0]
91| 0] 0] 0] 0] 20] 20] 19| 19| 0.12] 20] 0.43]
60| 0] 0] 0] 0] 74| 74| 73] 73] 0] 74| 1]

rt| ups rt| fbt| ufbt| wwt| ups rwt| ups cc|

2] center-cm.alikunlun.com
detail.tmall.com
aldcdn.tmall.com

_req_tota|conn_tot|bytes ou] 21:33:55

1079] 385| 14 M|

411 | 126 | 10 M|

| 2xX| 4xXx | 5xx|_ups_4xx|_ups_5xx|
I

I

| 349 | 38| 3.7 M|

I

I

733| 1] 0 1] 0l
307| 1] 0| 1] 0| 40 | 40 | 33| 33| 6] 33| 0.90|
107 | 0| 0| 0| 0| 26| 26 | 25| 25| 0.33] 25| 0.41]
240 | 0| 0| 0| 0| 8| 8| 8| 8| 0| 6] 0|
43| 0| 0| 0| 0| 64 | 64 | 64 | 64 | 0| 64 | 1]

rt|__up
29|

s rt|
28|

fbt |
26|

ufbt| Wwt |

| _ups_rwt|
26 | 2|

25|

__ups_cc|
0.54|

T2

240 | 197|  97253]
43| 7] 86466

aldcdn.tmall.com



http://tengine.taobao.org/document/http_reqstat.html
https://github.com/alibaba/tsar

request P LLk:

* H T reqstatusf\total trafficls iz

#curl 'status.taobao.com/traffic_status_all' -x localhost:7001
,348459,1118340,923,995,0,2,987,0,6,631965,0,0,0,0,0,2,0,0,0,0,0,0,0,0,0,0,993,0,0,41,0,0,0,0,0

_all__,4131027679,241267938638 ,3647586,11844157,8763718 ,3063856,16353,230,0,362813331,9822470,347013201,9822895, 8702185, 2144 ,1845209,158388,3730,6874,2,5699,1,229,0,0,0,1119696, 8843, 230, 303097671 , 299691860 , 43544066 , 297210044 , 8103837,190

* H T reqstatusHvip trafficiziz

#curl 'status.taobao.com/traffic_status_vip' -x localhost:7001

__vip__115 .23.246,90083,1162667 ,545,548,546,0,2,0,0,572,548,568,548,546,0,0,0,0,1,0,0,0,0,0,0,0,1,2,0,531,527,0,414,7,0

__vip__115 .23.243,92744,1031805,577,577,572,0,4,1,0,1412,576,1408,577,572,0,0,0,1,0,0,1,0,1,0,0,0,2,2,1,412,404,0,247,4,0

__vip__115 .23.240,566890,721620,1978,2253,316,21,1726,190,0,7870,536,7221,726,316,0,21,0,253,0,0,1470,0,190,0,0,0,3,3,190,1867,730,0,646,226,0

__vip__115 .23.197,122458,187129777,1579,2319,2102,211,2,4,0,1195382,2319,1195354, 2323, 2101,1,0,211,0,0,0,2,0,4,0,0,0,0,0,4,4935,3725,976604 , 3644 ,1756,0

__vip__115 .23.220,48936,430095, 306, 306,302,0,3,1,0,179,303,173,304,302,0,0,0,3,0,0,0,0,1,0,0,0,0,0,1,179,170,0,95,1,0

__vip__115 .23.228,7308159,885115257,3119,22028,21836,161,30,1,0,156428,22020,156423,22021 ,21504,332,0,161,8,19,0,3,1,0,0,0,0,0,19,1,93214,93196,43480,105198,21018,0
__vip__115 .23.227,8045917,1085504689, 2362, 24750 ,24461,188,99,2,0,350051,24709,349998 ,24711 , 24020 ,441,0,188,39,55,0,5,0,2,0,0,0,0,55,2,136056,136012,201219,147740 , 24286 ,0
__vip__115 .23.244,48875,781627,590,591,587,0,3,1,0,379,588,378,589,587,0,0,0,3,0,0,0,0,1,0,0,0,0,0,1,379,377,0,199,1,0

__vip__115 .23.132,48687,789940,596,596,594,0,0,2,0,395,596,393,598,594,0,0,0,0,0,0,0,0,2,0,0,0,0,0,2,395,386,0,200,2,0
_vip__115...¢.23.216,48052,792363,597,597,596,0,0,1,0,414,597,404 ,598,5%96,0,0,0,0,0,0,0,0,1,0,0,0,0,0,1,414,403,0,234,1,0

E:_Fssl statusEI’]ssI trafflc"" &

DatcArrcy”.
"Datas”: {

total, vip. sslin
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upstream
v connection

requests++ upstream reading/writing

waiting++
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reading/writing

accepted++

T2

T
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connection

- o
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&

API --------- [2112] --------

: 7: 2304
ngx_debug_conn e
. 182.200.15.141
sent: 28221
sl . o o action: processing HTTP/2 connection
.« HY: https://github.com/hongxiaclong/ngx_debug_conn handler: r:00000000004FAASO w:00000000004CSF10

"equests: 3

)oolsize: 25651

. rrE—— [ZT13] -———----
* ,?\EE conns[i]: 2305

fd: 810
addr: 36.63.45.25
sent: 5342

o ol ° \ZEE kv 2
J¥iEingx_cycles->connections [| P 1ER
[ rc @ /home/admin/tengine]
#curl 'status.taobao.com/debug_conn' -x localhost:80 | grep "requests"” | awk '{sum += $2} END {print "conn req total =
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

* \*ﬁ ;ﬂyj‘r ﬁ*(/hz seSS|on/Channe| So3K 1YY Sbik Y 0 17.3M 0 —--:i--i-- —-i--i-- —-i--:-- 18.7M

~onn req total = 7886

, sum}’

home/admin/tengine]
#curl 'status.taobao.com/debug_conn' -x localhost:80 | grep "poolsize" | awk "{sum += $2} END {print "conn size = ", sum / 1024.0 / 1024.0 "Mb"}'
o milz o % Total % Received % Xferd Average Speed Time Time Time Current
° Dload Upload Total Spent Left Speed

R ELIL NG ALt S R LR M LT 2 ©@ 35.9M Q@ --:--1-- —=1-=1-=- —=:--:-- 35.2M
onn size = 43@ 758Mb

=k L 8 7 /home/admin/tengine]
) }iF = l%; * ﬂ Inj i}j #curl 'status.taobao.com/debug_conn' -x localhost:80 | grep "action" | sort | uniq -c | sort -rn
— ﬁ / % Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100329k 100 329k Q 0__48 SM O ——t-miom mmie-iom ——i-—:-— 53.6M

726 action: processing HTTP/2 connection

- HIE&EENEKNEFELSH o ke

64 action: connect to scroll log upstream
4 action: (null: listening)

action: slight ssl comunicating

action: reading response header from ups
action: waiting for request

action: SSL handshaking

action: sending request to upstream
action: processing SPDY

action: (null)

ﬁl'

:91;7k=1“*'

I

H/Cn

EFEX LN

= RN WO 60U,


http://tengine.taobao.org/document/ngx_debug_pool.html

connection

CII||"I, (gdb) dumpic_wr 10
>>> scanning no.o

$1 = {

dump conn len = 1,

data = Ox7fcbf6033804 "/ HTTP/1.1\r\nHost"
+
status: 200 content-length: -1
— 2 = (ngx_http_event_handler_pt) 0x4cb59b <ngx_http_block_reading>
Y ATHATRIE R BN $3 2 (0ghttpevent_handter i reques
¢ §u1E_IIE'L HU 1'_" \ 'l,ﬁ‘ / E ;én Y\ n,§\? $3 = (ngx_http_event_handler_pt) 0x4cc9fc <ngx_http_request_empty_handler>

# dump writing request in ngx_cycle->connections[0 ~ (<connections numbers>-1)]
# (gdb) dumpic_wr <connecitons number>
* ‘l:]J )\ “5“ define c!umpic_wr
set$5i=0
set Sn = Sarg0
if $n > ngx_cycle->connection_n
set Sn = ngx_cycle->connection_n
end
while Si < $n

- THig|A if $i % 100 ==

printf ">>> scanning no.%d\n", Si

* ngx_cycles->connections|]

end
. . set S¢ = (ngx_connection_t *) &ngx_cycle->connections[Si]
gdb script if S¢ 1= 0 && $c->fd > 0 && $c->data 1= 0x0

set Sr = (ngx_http_request_t *)Sc->data

if Sr->connection == Sc && Sr->stat_writing 1= 0

* systap p $r->uri

printf "status: %d content-length: %d\n", Sr->headers_out.status, Sr->headers_out.content_length_n
p Sr->read_event_handler

p Sr->write_event_handler

end
| T2YirZ ::f $i = $i + 1

end




NGINKAZ 1L 25 1% CIMES| O

RS EHREEZRSB

: upstream
handled++ connection ——> request ——————> —_— .
| | v connection

requests++ upstream reading/writing

waiting++

NGINXi5 K4 ap Bl HA

reading/writing

accepted++

[T Zemizs

T
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timer C

API
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fES | QR
S 1 ~REB

B 1

2018/02/09 11:09:06 [error] 7156#0: ***: failed to create timer:too many pending timers

mod_debug_timer

-» tengine-cdn X curl 'localhost:8@/debug_timer'

pid: 126686
timer:3

*  3X#3: https://github.com/hongxiaolong/ngx_debug_timer

. =
=

[ \—
\
AI

& iEZEtimertBfRIRES?

18 :

3511 2341 Zfingx_event_timer_rbtree

DT timer )2 H X BXevent

timers[i]:
timer:

ev:

data:
handler:
action:

timers[i]:
timer:

ev:

data:
handler:

action:

timers[i]:
timer:

ev:

data:
handler:
action:

00007 FFFF608B06Q
155

00007FFFF608B0A38
00007FFFF608B00O
000000000057AD18

00007FFFFo08B248
239

00007FFFFoQ8B220
0000/FFFFOO8B1ES
00000000005 7AD18

00007FFFFOQ50EGS
18065

00007FFFFOQ50E4Q
00007FFFFOQSOEAS
00000000005DCC59

X addrZlwe -f -e ./objs/nginx 00VVOOAAOQ57AD18
ngx_http_upstream_check_begin_handler
/root/alibaba/tengine-cdn/src/http/ngx_http_upetream_check_module.c:957

-» tengine-cdn

+ Q: J9{tInginx worker—E 4bTshutting down’A 7S Tc
YR Y

| T2

- A: —H{ZEfttimer

-» tengine-cdn X addrZ2line -f -e ./o00%s/nginx 00000000005DCCS9
ngx_http_lua_timer_handler

/root/alibaba/tengine-modules/lua-nginx-module-0.10.12//src/ngx_http_lua_timer.c:529



http://tengine.taobao.org/document/ngx_debug_pool.html

timer

dump timer

dump

Mol E18) H BN 1TE timerF S BkeventZSf{E B ?

© PAR

* ngx_event_timer_rbtree

- TH5|IA
» gdb scrip

* systap

T

t

LB X 4

i}

# dump timers that are not freed
define dump_timer

dump_timer_iter ngx_event_timer_rbtree.root
end

define dump_timer_iter
# NOTE: dont set Snode = $Sarg0, because $node will be changed by next calling
dump_timer_iter()
if Sarg0 != ngx_event_timer_rbtree.sentinel
# timer node (Sarg0) to event(Sev)
set Sev = (ngx_event_t *) ((char *) Sarg0 - (int) &((ngx_event_t *) 0x0)->timer)
printf "set Sev = (ngx_event_t *) %p\n", Sev
p *Sev
printf "\n"

dump_timer_iter $Sarg0->left
dump_timer_iter Sarg0->right
end
end

(gdb) dump_timer
set $ev = (ngx_event_t *) Ox7ff2c8cOcb88
$1 = {
data = Ox7ff2c9821450,
write = 0,
accept = 0,
instance = 0,
active = 1,
disabled = 0,
ready = 0,
oneshot = 0,
complete = 0,
eof = 0,
error = 0,
timedout = 0,
timer_set = 1,
delayed = 0,
read_discarded = 0,
unexpected_eof = 0,
deferred_accept = 0,
pending_eof = 0,
posted_ready = 0,
available = 0,
handler = 0x4cfb90 <ngx_http_keepalive_handler>,
index = 3503345872,
log = Ox7ff2cdbec870,
timer = {
key = 1539956911823,
left = Ox7ff2elb8fab0,
right = Ox7ff2c8clell8,
parent = 0x0,
color = @ "\000",
data = 0 "\000'
}’
closed = 0,
channel = 0,
resolver = 0,
next = 0x0,
prev = 0x0



timer

hook Lua

debug lua timer

* lua-nginx-module P ZKRAtimer: ngx.timer.at ()

&R S E Ll iRtimer:

+ BN 552 SR I E R Iva timergr 37?

(B TA—EZ“JEIL", BAIREEZEE")

[T Zemizs

EGEI LYY

CImEs |09

Hzo2HKiEEzRFZE

timers = {}

local ngx_timer_at = ngx.timer.at

ngx.timer.at = function (t, f, ...)
-- get function name of caller
local fname = tostring (debug.getinfo(2, "n", f).name)
if not timers[fname] then timers[fname] = 0 end

local function f1(...)

f(...) == run ngx.timer.at's callback
timers[fname] = timers[fname] - 1
end

local ok, err = ngx_timer_at(t, ff, ...)
if ok then

timers[fname] = timers[fname] + 1
end
return ok, err

end hook

ngx.say (ngx.var.pid, " lua timers:"')
if timers then
for k,v in pairs(timers) do
ngx.say(k, ":", v)
end
end

dump



http://ngx.timer.at
http://ngx.timer.at
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RS EHREEZRSB

: upstream
handled++ connection ——> request ——————> ,
| , v connection
requests++ upstream reading/writing
waiting++ timer

NGINXi5>K 2 o B HA

reading/writing

accepted++

T2

T



r/w event -J =2

15 KAT (8]

® NGINX-Ei0

* Swrite wait time: 5,7 5 client socketBI 15890 8] 2 F0
E5F5

)I'-.H

®
* Supstream_read_wait_time: B, X1Eupstream socket B ZF 1AM 8] 2 F]

o TRl - EFIRLIEE, JFILE,

s

Svar - FiET =

$var - ngimET = Sresponse_first_byte_time Supstream_response_time

Supstream_read_wait_time

$ssl _handshake time Supstream_first_byte_time

= T

ssl FEW = P upstream upstream upstream upstream upstream upstream
32 3 18] B3Rk T2l 22 AT EHET RIETEK FENEX | EBRNEX FZ U Zbody

= e
~ | BET
v o o o Elﬁz%b(’dy

Srequest_header_time Supstream_connect_time Supstream_header_time

T Zemizs

EEET LY

Swrite wait time




r/w event

o NGINX-Eiii

- W{EE5 KE

* events cycleMevent 134 IR AY (8]
* events cycleAtimer 13401 A 8]

- FEIEMN: BaydeF1IFERHK

EEH1052R

« (PURERINITR

s X1k
B £ BT Slog £ 40
[T 2007 g 73855

epoll *C cycle

S{FAT18]

ot ) o e

7+ o S A

ngx_process_events_and_timers(ngx_cycle_t *xcycle)
{

ngx_uint_t flags;

delta = ngx_current_msec;

( ) ngx_process_events(cycle, timer, flags);

delta = ngx_current_msec — delta;

ngx_log_debugl (NGX_LOG_DEBUG_EVENT, cycle->log, 0,
, delta);

ngx_event_process_posted(cycle, &ngx_posted_accept_events);

if (ngx_accept_mutex_held) {
ngx_shmtx_unlock(&ngx_accept_mutex);

}
if (delta) {

ngx_event_expire_timers();

by

ngx_event_process_posted(cycle, &ngx_posted_events);

o (o

ma _
= Ol



r/w event

B E

® NGINX‘EiEi}j f_’f;gr --tcp

.16
11

20/10/18-14:04:01 428.00 499.00 : . 36.00 . 20.8K
20/10/18-14:04:02 399.00 521.00 . . 40.00 . 20.8K

Time active pasive ' EstRes AtmpFa CurrEs retran

20/10/18-14:03:46 423.00 579.00  80.3K 136. 58.00  4.00 20.6K  0.13

Ij\]*;,- 17]‘“ *ﬁ 20/10/18-14:03:47 394.00 529.00 . . 46.00 1.00 20.7K  ©0.15

@ xtCP Ui} 20/10/18-14:03:48 454.00 557.00 . . 51.00 29.00 20.7K  0.45

20/10/18-14:03:49 385.00 492.00 . . 46.00 3.00 20.7K  0.14

20/10/18-14:03:50 415.00 560.00 . . 51.00 ©0.00 20.8K 0.14

20/10/18-14:03:51 397.00 522.00 . . 51.00 21.00 20.8K  0.15

;II]{__[‘@]EE"’-E‘E? 20/10/18-14:03:52 387.00 506.00 . . 53.00 1.00 20.8K  0.49

20/10/18-14:03:53 374.00 470.00 . . 39.00 19. 20.8  0.18

20/10/18-14:03:54 361.00 494.00 . . 49.00 20. 20.8K  0.08

Ve b2 T2 20/10/18-14:03:55 379.00 523.00 . . 27.00 42. 20.7K  0.16

. Erj E’]}A FE’]%F I\* *ﬁ 20/10/18-14:03:56 394.00 509.00 . . 42.00 3. 20.7K  0.16

0. web tcp miT I:I]J 20/10/18-14:03:57 402.00 547.00 . . 46.00 . 20.8K  0.19

20/10/18-14:03:58 408.00 527.00 . . 54.00 . 20.8K  0.14

20/10/18-14:03:59 426.00 512.00 . . 30.00 . 20.8  0.16

¢ 1. M%ﬂﬁ%’ﬁ%ﬂqg@ﬂq% :'/‘I"E, 20/10/18-14:04:00 362.00 504.00 . . 50. 00 . 20. 8K 8.41
0

- 2. NN BARS FREEIERSE

#tsar --tcpx -111
Time

o 1: EEi o Time recvq twait fwaitl fwait2 ' 151 lisove
)JA,“\ o 20/10/18-14:04: 0.00 : . .00 .00 .00 . : .00

S
S
S
S

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

20/10/18-14:

20/10/18-14:

20/10/18-14:

Se\ S 2 S [ |

. AR R BN IE T F 20/10/18-14:
hOOk tcp 1 i I\I 11 E 20/10/18-14:
20/10/18-14:

20/10/18-14:

— 20/10/18-14:

s 3 Uik SO
20/10/18-14:

20/10/18-14:
20/10/18-14:

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

_ Ty =

"_'"‘":" 1) iseg/outseg /5, tcp lisove REAEE
ﬂmne ll" 20/10/18-14:
-WM\%Mﬁazﬁ,E%H%

O OO OO0 O e
SO OSSSS
SOSSOSSSOSOSSSSSS
OO OO OO0 OeO e
OO OO OO0 OC e
OO OO OO0 OeO e
SOSSSSSSSSSSSSSS
SOOOOOOOOSOSSSS
OO OO OO0 S
SO OSSS S
PRPOSOSrSO9S9SSS S
PNNUNOSUNUIEEWGN O
SO OSSS S
SO




r/w event -J BWEEE‘O@
BzaeeHKiEE=RES

P B EH IR

o NGINXIN B 1%

BAAS: client <-> NGINX <-> upstream

* BAT IS IRRIE LRI (AIRIERSAT/ LN, BBME L AK)

* BRI P in M &R M (15K 1T/ MXH ) (BN E{FIREE: $ grep "upstream sent” logs/error.log)
ot P e Sl upstream upstream upstream upstream upstream upstream
1 . RSV ey v > K o I
EF i =es WL it REER | BREEL | BREEL 2RI Zbody
l ‘=_|F\' Abody
* BF imer s BT &R * Efzfain k(0] * fains ¥ BT A &R * lGins R ET &R
* B imE ST &R * feim EShETFER * EimEER R
x /% ALl y * /N & LLI Z0s % &/ : LLI A
FHEFFimiE FTERiniEh F155 laimiahy * B P B BT ER
* BPImERRS
. " * FEEEFimER
[0] FiZFimAR M )
* socket()IR[EIKIN, BliEsocketsI, PIREMILEE T, SENEEIEAE, grep 'socket() failed' logs/error.log
,_,:onnect\ \) to .* failed' logs/error.lo
[T Admjes =" et T -7 EeT egerermat o
, a1 nginkFRIZANIEIZ M AV, grep 'worker_connections are not enough' logs/error.log
K. BhzZE ngx_event_connect_peer()*I).,




r/w event CJim ‘OQ@
Bz kiEE=RkSHE
M X ERIx

o NGINXIN B 1%

o trace error flags

Serror_flags | E X

FEIR (IEF Pifsocketfd i £5)
&R (1 E Fifisocketfdiz [D]0)
S B iR
S EMTTEE (5 & Fifsocketfd it £5)

T  (EEFPimsocketfdiz[0]0) thE

e
300

=F
HE
Ll

)I'-.H

=t
=iE

SRMAERE (1ERimsocket T iH)
80 Eun"ﬁEEBJJIiﬁF- E#E (1EGiRsocketiZ[0]0)

e
o
|-\-.|-'
[|1

100 | FHERIKEERT
200 | SIS EMFEIE (BGiksocketHER) }=-‘uu I)(—Xlégl_ﬁ:unn
400 | BIHEERE  (SElksocketiRE0) fREM R alimMZa e IR
800 | FSFERiIRIEH

1000 | FEtTIRURMN B LR (MM ZIRSIT/ AN, BN ZFLAK) (EX N AFHES: S grep "upstream sent” logs/error.log)
2000 | B[S ik chunk bodysk T (u->input_filter() JX[EINGX_ERROR)
'TM”” 7 B kRM (MIEKRTT/ LN E8)

™~ | . — )dygilni (;Z[IchunijJ"l)(H:n"f'Eg—‘."F) TI)J\'I)\(%:E'I:%
10000 | u;;ﬁ SEJH& [1]




NGINKAZ 1L 2514 CIMES| O

RS EHREEZRSB

: upstream
handled++ connection ——> request ——————> —_— .
requests++ upstream reading/writing
waiting++ timer
reading/writing
accepted++ r/w event

[TAmizs

EFETETY ll"'




IS | ORY

EXKEE=RSB

upstream

ARSSINS

tengine.taobao.or

Rizx

ngx_http_upstream_check_module: hit document cn/htt stream check cn.html

upstream backend {
server 127.0.0.1:8000;
server 127.0.0.1:8080;

EERENE
EEE R,
BRSS RS HIS EEITArt, upstram rwtSCRTUS 1

SCHY M5 $=upstream real serverf RIS

check interval=3000 rise=2 fall=5 timeout=1000 type=http;
check_http_send
check_http_expect_alive http_2xx http_ 3xx

}

SCHY ik Zupstream cached connectioniA7S

server {
listen 80;
server_name localhost;

#charset koi8-r;
#access_log logs/host.access.log main;
location /status {

check_status;
1

__[IN]_domain
[ @] TOTAL

1] 1tem.taobao.com
2] detail. tmall com

3] -

4] pl

6] pl= =

7] fZ2

nall,com
-0, tv

1637 |
7691
3961
1121

86|
74|
281
24|

3651
123 |
61l
821
6l
24|
11
31

_req_totalconn_tot|bytes_oul

163 M|
A
6.8 Ml
48603 |
2.7 M|
1820711
9.2 M|
684967 |

Jlups_4xx|

2 |
0l
0l
0l
0l
1l
0l
0l

_ups_5xx|

0l
0l
0l
0l
0l
0l
0l
0l

rtll_ups_rtl
84 | 84 |
34| 34|
24 | 24 |
14 | 14|

81 8|
1101 1101
68 | 68 |

51 S|

_ups_rwt|

29|
331
231
12|
8|
1101
2|
S|

_ups_ccl

0.721
0.88]
0.431
0l
11
0.971
0.96]|
11

20:00:31

all”:

fall":

0,

32,

H_type” :
l'_typeﬂ :

Hh_t_tpU ,

"httle ,

"port":

03,

"port":

0}

8] alo: dn.hl:
9] 50 -p277 ~om
10] cdn.hc.org

211 4|
151 4|
14| 14|

3.1 Ml 0l 0l 22| 221 101 11
9.5 M| 0l 0l 1591 1591 91 11
4492 | 0l 0l 8| 8| 0l

Yka.tv

I
I
I
I
I
1. com I
I
I
I
I
I
I

L
[
[
[
[ 5] alAd.
[
[
[
[
[

__[IN]_domain
[ 0] TOTAL

1] item.taobao.com
2] detail.tmall.com

3] ce

4] pl 1olssmala ~am

Losas ~ 17

[10] agir

Al

. Ccom

PaY///lly {4

-

HIlHEEE

“ .

adou, com

16821
7891
4331
1211

821
711
26|
231
16|
161
14 |

3511
107 |
70|
951
7|
151
11
6l
2 |
11
2 |

_reg_totalconn_tot|bytes_oul

187 Ml
24 M|
7.9 M|
46383 |
2.1 Ml
179478 |
9.1 M|
3.7 M|
606473 |
390374 |
16 M|

Jups_4xx|

2 |
0l
0l
0l
0l
1l
0l
0l
0l
0l
0l

_ups_5xx|

0l
0l
0l
0l
0l
0l
0l
0l
0l
0l
0l

ups_rtl
141 |
731
211
11|
7|
107 |
36|
26|
31

1|
4845 |

_ups_rwt [} _

391
438 |
20|
7|
7|
Ire
51
6l
31
11
11

ups_ccl
0.731
0.881
0.47|
0l

1]

1|

1|

11

1|
0.94|
1|

20:00:32



http://tengine.taobao.org/document_cn/http_upstream_check_cn.html
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o NGINXTHRXRFIRTS

e cpu/percpu o traffic/network

#tsar --traffic -111

Time

Time pktin
20/10/18-14:26: )4, . 30.06K
20/10/18-14:26: : : 80.5K
20/10/18-14:26: . . 81.7K
20/10/18-14:26: . . 84 .06K
20/10/18-14:26: : : 85.1K
20/10/18-14:26: . . 81.3K
20/10/18-14:26: : : 83.3K
20/10/18-14:26: : : 80.0K
20/10/18-14:26: : : 80.3K
20/10/18-14:26: . . 84 .2K
20/10/18-14:26: : : 79.9K

#tsar --cpu

pktout pkterr pktdrp
142.7K 0.00 0.00
141 . 8K .00 .00
142 .7K .00 .00
145, 7K .00 .00
149.1K .00 .00
147 .5K .00 .00
145 .3K .00 .00
141 . 8K .00 .00
143 . 2K .00 .00
149 .5K .00 .00
142 . 2K .00 .00

20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:

SO OO0
SO OO0

Www~Nwoulwpwpwww
NNV NN NN DPNNNNNRPR R

®© memory

#tsar --10 -s await,util -11il
Time

Time

20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:

#tsar --mem
Time
Time
20/10/18-14:

20/10/18-14:
20/10/18-14:
20/10/18-14:
20/10/18-14:24:
20/10/18-14:24:14

.-r-.

| T2

2@/1@/18 14 24 19 15.96G

PAOSOROOWS OO
MU R RO N AW WO
POUINE SRR OWWN S
PO B U R0 WooWwoo WA B
PAUNUS RS RS WoW

SO OO P,POOOPOOO W
OV PO FRPROUVIES®
SO O PO OOUVIOOS Pp



NGINX mem 11 475 CIRES| QR
Wﬁ Rz EEZRFHE
' I I I I = = &= == == == =N = = =N = ~
I lua-nginx-module 1
i i
W FH ‘ lua : :
resolve.r : shared dict !
spdy-zlib : ;
4 N dav ] lua/luais ) -
S nginx pool C ua/ :ajlt : slab
_ » A AN :
' i
KRS heap (malloc/free) g : eap (dimalloc) : shared memory
. '

.---------------‘

T Zemi3s

EEET LY



#grep "Begin jemalloc" logs/error.log -A30

Ilh ,\ — Begi statistics __
NGINX mem YIEAFLRS Vesion:

Run-time option settings:
opt.abort: false
opt.lg_chunk: 22
opt.dss: "secondary"
opt.narenas: 96
opt.lg_dirty_mult: 3

o [ — . opt.stats_print: false

*B’T%IEI' g |¥ ¢ opt.junk: false
opt.quarantine: 0
opt.redzone: false

» Linux smap: grep Pss /proc/{ngxpid}/smaps | awk '{total+=52}; END {print total/1024""Mb"'}" et

opt.lg_tcache_max: 15

CPUs: 24

i HY \EEEE Arenas: 96
3* StatS Pointer size: 8
' Quantum size: 16

. lloc2 (libc): gdb -batch -ex "call mall ' -p <ngxpid> iin activesdirty page rat 5
ptma (1] o (l C). g = atc =@X Caill na OC_StatS() -p ngxp| Min active:dirty page ratio per arena: 8:1
Maximum thread-cached size class: 32768

Chunk size: 4194304 (2A22)
\LLocated: 1184140584, active: 1196363/7/0, mapped: 1681915904
Current active ceiling: 100914954724
chunks: nchunks highchunks curchunks

483 401 401
huge: nmalloc ndalloc allocated

5 1 75497472

» jemalloc: gdb -batch -ex ‘call malloc_stats_print(0,0,0)" -p <ngxpid>

- A&

+ EENGINKEFR D EENFE REE e ]
. BERES A A : heap (jemalloc) : heap (dimalloc)
| C
R e : eolver ' luafluajit
* luajitZRIAZRIF (FRFFFELUANT_USE_SYSMALLOCE) : spdy-zlib :L gc y
. '"="*‘$EE|'*'E'f""'llmallocﬁ(LualIT/src/Ij alloc.c) : a ) dav -
T2 | nginx pool ,'

l

\ _




NGINX mem

mod malloc status

« 1EIR{Y.EE R malloc stats

 tcmalloc

 ptmalloc2 (libc)

 jemalloc: malloc_stats_print()

715 AddressSanitizer (libasan) j&E 4%

Bh LE IR EhEY S segfault

| ITZemis

AT S RS

server {
listen 8081;
server_name localhost;

location = /malloc_stat {
malloc_stat;

}

$ curl localhost:8081/malloc_stat -s|head —-n30
____Begin jemalloc statistics ____
Version:
Assertions disabled
Run-time option settings:

opt.abort: false

opt. lg_chunk: 22

opt.dss: '"secondary"

opt.narenas: 8

opt.lg_dirty_mult: 3

opt.stats_print: false

opt.junk: false

opt.quarantine: 0

opt.redzone: false

opt.zero: false

opt.tcache: true

opt. lg_tcache_max: 15
CPUs: 2
Arenas: 8
Pointer size: 8
Quantum size: 16
Page size: 4096
Min active:dirty page ratio per arena: 8:1
Maximum thread-cached size class: 32768
Chunk size: 4194304 (2722)
Allocated: 1732832, active: 1753088, mapped: 8388608
Current active ceiling: 4194304
chunks: nchunks highchunks curchunks

2 2 2
huge: nmalloc ndalloc allocated
0 0 0




NGINX mem

mod_debug_pool

NG'NXP‘]@/’E’,"’- /AN

345 http://tengine.taobao.org/document/ngx debug pool.html

Git: B—MAFEAEFESR

$ curl localhost:8080/debug_pool
pid:5654

size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:

51ze

vwwmuwmﬂ%

144

0
895232
0

5472

0
94208
16384
0

0

1872
880640
0

num:
num:
num:
num:
nums:
nums.
nums:
nums.
nums.
nums:
nums.
nums.
nums.

15357
57
90967464
1
1478746
245
8838405
1391084
1
9705320
236050
215

241
2447604

---. 2

lﬁ' 07602

REFEEAEFESR (GRAATE,

cnum:
cnum:
cnum:
cnum:
cnums:
cnums:
cnums:
cnumsa:
cnums:
cnumsa:
cnumsa:
cnumsa:
cnumsa:
cnumsa:
cnumsa:
cnumsa:

AfFEEMHZE (Bl 1ZAFMAYEEENT - Ellngx_create_poolBiAR /)

[hEENE, HpIzl=, large alloc)

lnum: 0
lnum: 0
lnum: 184303136
lnum: 0
lnum: 288923
lnum: 0
lnum: 0
lnum: 0
lnum: 0
lnum: 48533866
lnum: 1950380

215 lnum: 0

® Lnum: 1687

6232 lnum: 235143865

6622 Lhum: 470503733

=
S BEIZEN= | large alloc

1 lnum: 1886

ngx_http_lua_socket_resolve_retval_handler

ngx_http_spdy_init
ngx_http_create_request

main

ngx_http_upstream_connect
ngx_http_spdy_keepalive_handler
ngx_http_v2_idle_handler
ngx_http_v2_init
ngx_http_v2_state_skip_headers
ngx_http_Llua_create_fake_conpnection
ngx_http_Llua_ngx_timer_helper
ngx_http_upstream_check  add_timers
ngx_http_map_block
ngx_event_accept

ngx_init_cycle

[SUMMARY ]

EEH Lk BES

co!

R ups

|
J
—
=
I
u

a O
9,
e

S
i

~
_

pool

heap (malloc/free)



http://tengine.taobao.org/document/ngx_debug_pool.html
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NGINX mem NG'NX#&EW@L’E_

mod slab stat

lua_shared_dict dog 1m;

limit_req_zone $binary_remote_addr zone=one:10m rate=1lr/s;

* 3XF4: hitp://tengine.taobao.org/document/ngx_slab_stat.html

seypver {
listen 8081;
gl IS _ AN\NH= Z\ server_name Llocalhost;
* it B—1HEARFzone 7

location = /slab_stat {

slab_stat;
¢ HEMR{Fzone: NEDH ’

$ curl localhost:808L/slab stat
*xkkx | shared memory: dog

o H = . = total: 10Z4(KB) Tree: 1008(KB) size: 4(KB)
HZA{Fzone: zoneMslabZlT3 pages: 1008(KB) start:00007FCO005E9000 end:00007FCO006E7000
slot: 8(Bytes) total: 0 used: 0 regs: 0 0
slot: 16(Bytes) total; 0 used: 0 reqs: 0 0
. slot: 32(Bytes) total: 127 used: 1 reqs: 1 0
° 19“9" /D\I%ngx shm, 122:1%“9)( slab slot: 64(Bytes) totall: 0 used: 0 reqs: ) )
slot: 128(Bytes) total: 32 used: 1 reqgs: 1 0
slot: 256 (Bytes) tofal: used: 0 reqs: 0 0
slot: 512(Bytes) tgtal: used: 0 reqgs: 0 0
° ngx_http_stub_status_module slot: 1024(Bytes) fotal: used: O reqs: 0 0
slot: 2048 (Bvtes) Jrotal: used: QO reqs: 0 0
*xkk|shared memory: one
total: 10240(KB) free: 10168(KB) size: 4(KB)
pages: 10168(KB) start:00007FBFFD610000 end:00007FBFFE000000
slot: 8(Bytes) total: 0 used: 0 reqs: 0 0
slot: 16(Bytes) total: 0 used: O reqs: 0 0
slot: 32(Bytes) total: 127 used: 1 reqs: 1 0
slab slot[] slot: 64(Bytes) total: 0 used: 0 regs: 0 0
slot: 128(Bytes) total: 32 used: 1 reqs: 1 0
8B/16B/.../2K slot: 256(Bytes) total: used: QO regs: 0 0
slot: 512(Bytes) total: used: 0 reqs: 0 0
Slab slot: 1024(Bytes) total: used: Q0 reqs: 0 0
( ) total: used: 0 reqgs: 0 0

slot: 2048 (Bytes

e b ed memory


http://tengine.taobao.org/document/ngx_slab_stat.html

NGINX mem

- luajit= 5

Iua tWﬁlv_ /A

* ngx.say(string.format("Worker %d: GC size: %.3f KB", ngx.var.pid, collectgarbage (" count™)))

- luajit gc objectiit

- gctools.so: lua C api: ¥ XFluajit, I$HH 51T global_State FFTH gcXt R

» github.com/openresty/openresty-gdb-utils ->luajit21.py->Igcstat ()

$ curl localhost:8080/debug_Lluamem
pid:20798
_gc_object_

|
proto |
table |
cdata |
userdata |
trace |
thread |

T2

X total |

_maximum

5960
6144
240040
1376
800
832

24

144
1961
240040

_number__

1851
8355
41
6443
23
748
2066
2847
7788
30162

_total size

944990
717816
576800
2947844
6984
595816
49584
83160
279325
5.91 MB
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I' a-nginx-modu

: L) )
: lua/ |:Iajlt slab

: J y _
[1

C shared

. heap (dimalloc) memory

'
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http://github.com/openresty/openresty-gdb-utils
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