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[ A s A p =] [root@liumiaocn “]# anchore gate --image docker.io/postgres:latest«

TERIBIRTE 33b13edBbBla: evaluating policies ...

on AV ¥ e | | Image Id | Repo Tag | Gate | Trigeer | Check Output | Gate dction

%ggEéin;'Eﬁllslilz ! t ! } t } ¢
33b13edBbB0a | docker.io/posteres:latest | DOCKERFILECHECK | FROMSCRATCH | °FROM’ container is ’scratch’ - GO

""'éi tﬂj:a}‘”' (scratch)

ﬁ SENILE H 33b13edBb80a | docker.io/postgres:latest | ANCHORESEC YULNLOW Low Vulnerability found in package GO

- coreutils (CVE-2016-2781 - https
://security-tracker.debian.org/trac
ker/CVE-2016-2781)

33b13edBb80a | docker.io/postgres:latest | ANCHORESEC VULNUNKNOWN | Negligible Yulnerability found in GO
package - login (CVE-2007-5686 -
https://security-tracker.debian.or
/tracker/CVE-2007-5686)
33b13edBb80a | docker.io/postgres:latest | ANCHORESEC VULNUNKNOWN | Negligible Yulnerability found in GO
package - passwd (CVE-2007-5686 -
https://security-tracker.dehian.org
/tracker/CVE-2007-5686)
33b13edBb80a | docker.io/posteres:latest | ANCHORESEC YULNMEDTUM Medium Vulnerability found in WARN
package - |ibxml2 (CVE-2017-9048 -
https://security-tracker.dehian.org
/tracker/CYE-2017-9048)
33b13edBbB0a | docker.io/posteres:latest | ANCHORESEC YULNMEDTUM Medium Yulnerability found in WARN
package - |ibxml2 (CVE-2017-9049 -
/tracker/CYE-2017-9049)
33b13edBb80a | docker.io/posteres:latest | ANCHORESEC YULNUNKNOWN | Negligible Yulnerability found in GO
package - python2.7 (CVE-2013-7040
- https://security-tracker.debian.o
re/tracker /CVE-2013-7040)
33b13edBbB0a | docker.io/posteres:latest | ANCHORESEC YULNHIGH High Yulnerability found in package | STOP
- libsqlite3-0 (CYE-2017-10989 -
https://security-tracker.debian.or
/tracker/CYE-2017-10989)
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Image: nginx

Total : 52 vulnerabilities

® Unknown : 4 ® Negligible : 25 ® Low : 3 Medium : 16 ® High : 4
—

aced44773d50d1d0bd1d9ae38882e1194cb7e96e2f1a69b42385bcc79c6£9fb7

expat 2.2.0-2+deb%ul - A

o CVE-2013-0340
expat 2.1.0 and earlier does not properly handle entities expansion unless an application developer uses
the XML_SetEntityDeclHandler function, which allows remote attackers to cause a denial of service
(resource consumption), send HTTP requests to intranet servers, or read arbitrary files via a crafted
XML document, aka an XML External Entity (¥¥E) issue. NOTE: it could be argued that because expat
already provides the ability to disable external entity expansion, the responsibility for resolving this
issue lies with application developers; according to this argument, this entry should be REJECTed, and
each affected application would need its own CVE.
Link
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[root@liumiaocn ~]# /usr/local/clamav/bin/clamscan --remove /root

A ==1h /root/.bash_logout: OK
%Eﬁiik##Iaﬁﬁ /root/.bash_profile: OK

AEEEISM /root/.bashrc: OK
/root/.cshrc: OK
/root/.tcshrc: OK
/root/anaconda-ks.cfg: OK
/root/.bash_history: OK
/root/eicar.com: Eicar-Test-Signature FOUND
/root/eicar.com: Removed.

SCAN SUMMARY
Known viruses: 6302548
Engine version: 0.99.2
Scanned directories: 1
Scanned files: 8
Infected files: 1
Data scanned: 0.01 MB
Data read: 0.00 MB (ratio 2.00:1)
Time: 22.310 sec (0 m 22 s)
[root@liumiaocn ~]# 1s
anaconda-ks.cfg
[root@liumiaocn ~]#
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