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What's Container Network

Container Network provides communication about container-to-
container and container-to-external network.

A Container Network needs to solve the following:
v Container Network Specifications

v IP/MAC address allocation

v' Router Rules

v' Data Plane selection



The Nature of Container Network
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Transport Layer *DE&BEI\'?I*E
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Container Network Specification -

There are two proposed standards for configuring
network intferfaces for Linux Containers

o Container Network Model : Docker 12898155

% Container Network Interface : CoreOSIEH— N ZSBE Ry 2%

e, BXRMZAERIERApache Mesos, Cloud Foundry,
Kubernetes, Kurma #0 rkt,




Container Network Model (CNM) Drive
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Container Network Model

(. A

@
-
——

HE CNM

v
v

v

Sandbox : Network Stack in the Container

Endpoint : Paired Interface between
Sandbox and Network

Network : External Network

Nafive CNM implemented by Libnetwork ,
supports none, bridge, host, overlay and
Underlay

Remote Driver can support third part driver
plug-in

Huawei Technologies Co., Ltd. | 6



Container Network Interface(CNI) D
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Container Network Interface

H CNI
v Network Configure : defined by Jason;
v Interface support “Add” and "Remove”

v A CNI plugin is implemented as an
executable, responsible for wiring up the
container and IPAM.

v' Support by Kubernetes

APl Server

Scheduler

am  Kubelet




cloud native and containerised micro-se

: : More Complicated Online monitoring
High Density Deployment and control

flannel l&-‘EHLIEI;I @ E2E Monitoring

SLA (Application
(’ WEAVE nopeng’[a(k —_JJ to ApplICGTlon)

Cloud Cloud

(:?}{)More Applications and Micro Services
are deployed in the Containers

Huawei Technologies Co., Ltd. |



How we deal with so many scenarios for cont

Public
Cloud

Private
Cloud

OVERLAY OVERLAY OVERLAY Underlay

vRouter

Container OS|Container OS| Container OS | Traditional

Socket Socket

Socket

TCP/IP
Stack

vSwitch
OVERLAY

TCP/IP
Stack

vSwitch vSwitch
OVERLAY OVERLAY

VNIC VNIC NIC
DRIVER DRIVER DRIVER

TCP/IP
Stack

Network
Stack (laas)

IRONIC

HostGW
KVM

Cloud Provider

(ON

Socket

TCP/IP
Stack

Bridge
OVS L2

VPC
vRouter

Underlay
Kuryr

Socket

TCP/IP
Stack

OpenStack
Backend

Neutron

Bare Mental Host
Hetero

Bridge
OVS L2
OVERLAY
Driver

OVERLAY L2 Pass VF PassThrough

through OVERLAY

vNIC
DPDK

vSwitch
OVERLAY
VF

DPDK
PMD

Bare mental Srovieler

L2
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Deployment Complexity

- -+ public clouds:
(IC) (Z) GC) AWS/Azure/HEC
e 3

c O %)

OO 2 0

O O Q 8 private clouds:
“+— E % c [ openstack/vmware/
g Y < QO baremetal
v O [OR

a3 ol

E o -

o C 8 NFV: SR-

IOV/L2/13



Deployment Complexity

existing solutions are
suitable for limited cases
with

Contiv

mplex deployment

simple flat container
etwork model: CNI

require a flexible solution that

always adapts the best
technology based on specific
situation

scenarios

public clouds:
AWS/Azure/HEC

private clouds:
openstack/vmware/
baremetal

NFV: SR-
IOV/L2/13



Online monitoring and control

various deployments may yield different performance

public cloud : PR NFV: SR-
AWS/Azure/HI  require online end-fo-end SLA  HV/L2/13

monitoring and enforcement



[Tt

Our Solution: ICAN (infelligent Container N

an extensible framework to

*Drogram various container network data path and
policies

«adapt to different orchestrators

*support end-to-end SLA between containerised
applications



ICAN architecture

ICAN Controller Node

iCAN API Server

AN
Topology : . iCAN Monitor
Nﬁt;zr;ér:g iCAN Scheduler Manager

ICAN Agent Node AN

iCAN Network Agent . . (0]
ICAN Monitor Agent

Overlay
Data path

Network
Manager SNC Networks

Underlay




Standard Network Component (SNC) maes

abstract for network components in data-path
* interfaces, devices and templates

|2 paired |2 paired
interface interface

L2 dev:linux bridge

|2 interface

|2 interface |3 interface

L3 dev: IPS

I3 interface

a template for Flannel
data path

L2 devices: L3 devices:
bridge/macvlan/ovs/... router/ipvlan/...



Selection of right SNC template

ICAN master emulates all possible SNC templates based on network capabilities of nodes
optimally selects SNC configurations for all nodes based on SLA policies

Node Network Pool Network Configuration Template @ Network-Agent Local #J3344, ,
Configuration FRIEAHZRIR T ( Node Network

Bridge @Host VxLan-cap,GRE-cap Pool Configuration ) F/Z88E

Linux- Host

Bridge GRE-Tunnel @Container....... SRERE ( Network Capability

: - Strategy ) , ZEEHT RIS
Linux- Container J Fanyt
Bride 2] 85 NEEEPEESE (Node
IP-Filter  Host Node Network Network Configuration Deploy Template Network Capability Configuration
» ! P

ovs Host ggﬁgbggﬂon UHEWR )

g Bridge oVvs @Host,VxLan- @ Node;g:ﬁtwﬁjﬁgggiﬁ* ) J\i
P —— T NAMEEEIER | AT

v > I~ A |

Strategy GRE-Tunnel GRE-Ko EE?R%MLEEQ ?ZWEHLHZI' M
Internal-Link IP-Filter veth Deploy-WIth1E’L‘"E’\JE'B%*E*ﬁ@ !

Ea:;;xé‘ 0 Bridge Linux-Bridge @Container... g\ﬁzré /’\ﬁ“zﬂ‘-‘g‘ﬁlz%f%@{z'%\' ﬁﬁ
o IXFEZAMERIFEBZTBRIEN

GRE-Ko;
i;:'ter FENZAINetwork-Element{b IR ER
IP-Filter 7T , BtENIKEN S SR ER TS

ovs;

IP-Filter ;E% 0 E 3 q— == L .E_. =1A+F4

EVS;IP- . 7‘{' ] ; :
Filte Create()Del Bridge Create()Del ip- |J Intemal-  Create);Del PUACCESS End pomt&ﬁ'ﬁ% REIR
Dnsmas ete(:Config ete();Config Filter Link ete();Config TZILB%{ EI%\ , ﬂgjg @%%J 0i n]&)\

g;Linux- ure().....

Bridge; NHEEte— .
o GRE- Create();Del Networkﬂ =

Tunneel ete();Config
ure()...




example: Flannel with SNC

Web App Frontendl

Web App Frontend2

Backend Servicel

Backend Seryiees
.

Flannel SNC templa

Port L

NJSD
2017

te:

Port R

Link-Device: L2-Device: Overlay:
vNIC-pair | O vswitch (P flannel

template json:

main—network: {
node: [ {

name: “br-int” ,
type: [ “bridge” ,
link-point : [+*]
b
{ name: “br-tunnel

type: “flannel-u

“OVS” :I’

2
)

2

Huawei Technologies Co., Ltd.
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Mmonitforing components

monitoring
components

monitor




Monitoring report aggregation

aggregated
report
v delay o >
v’ throughput monitoring
v link status master
v CPU utilisation
v and more... aggregated ag?;;gcj)?tted

report

monitoring monitoring
agent agent

monitoring monitoring monitoring monitoring
agent = agent agent agent




Summary of ICAN monitoring components

metrics

E2E Latency

data source

Provide UDP,TCP,ICMP based
one way and two ways
detection

E2E Bandwidth

Average single point data in
central

metrics

Bandwidth
Capacity

data source

Between vNIC and pNIC, maximum
is pNic Speed

Between vNic, no fixed upper
limitation. Can calculate in static
mode

E2E PKT Loss
Rate

Compare single point data in
central

Current
Bandwidth

Single point interface RX/TX packets
, bytes

Traffic Analysis

IP stack statistic program for
local Pods

Multiple steps efforts for cross
hosts

Runtime
Status

Single point interface RX/TX errors,
dropped, overrun

Traffic
Analysis

Traffic filter (collecting through
enable all vPorts)

e

Huawei Technologies Co., Ltd. | 21




Simplity Network SLA modeling

. Choée] et e CNodes C-Node2 C-Node3
10Mbps (x3) B ~ e ) L] 0

\
Pairerdlilﬁ
\ r'

L Juoe || Uy, Paired IF | 3 V ’
Jow || Do ) 9 o
Internet - 2 wf | _ () e
2 : 100M675”
2.1 2 g ) .\.‘ / )
+ {
5
A

User 1

10Mbps (x2) 1

1

1

1

User 2 ‘ ; . A
Internet Web . : :

] 1 1

convert link SLA-annotated aplelplifelfigle
requirement to polices

node

requirement

L3-Addr .

SLA feedback
& rescheduling

Huawei Technologies Co., Ltd. |



case study

AppChain

Centric Controller

1uaby |Bo0T
1uaby |Bo0T

RN | |

AN
Logic Network A | Logic Network B ICAN Components Logic Network A | Logic Network B

‘ ICAN with optimised-tunnel

Flannel with vxLAN

-e—Flannel-udp
- Flannel-vxlan

ICAN

4 10
# of peers

16




ICAN summary

flexible and extensible framework for diverse deployment usages

using SNC model

infegrated monitoring capabillity for container networks
network SLA specification and end-node based enforcement

Huawei Technologies Co., Ltd. | 24
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Thank You.

Copyright©2016 Huawei Technologies Co., Ltd. All Rights Reserved.

The information in this document may contain predictive statements including, without
limitation, statements regarding the future financial and operating results, future product
portfolio, new technology, etc. There are a number of factors that could cause actual
results and developments to differ materially from those expressed or implied in the
predictive statements. Therefore, such information is provided for reference purpose
only and constitutes neither an offer nor an acceptance. Huawei may change the
information at any time without notice.
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ICAN Community Strategy

© > m [l & 005

North Bound Interface

ICAN [iCAN || Monitor SLA
Core |[|Controller|| Conftroller
South Bound Interface

iCAN Network Manager SDN API Driver

3

%

Linux Bridge
VXLAN

OVS

VirtlO

DPDK (User Space)
VPP (User Space)
L4-L7 Stacks

.
e

%

Neutron (Openstack )
AWS (Amazon)

Azure (MS)

vSphere (Vmware)

*
/
*

L)

DragonFlow
AC

ODL

ONOS

/7

%

&
%

%

/7

%

*
7
’0

/7
L)

%

’0
g

%

K/

%

*
7 7 X/
0’0 0’0 0’0

/7

%

/
0.0
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Existing Container Network Solutions

<7 WEAVE

flannel

T
&R cHLIco

. . VXLAN or UDP | VXLAN or UDP L2, L3(BGP) : .
Basic Networking Overlay Overlay VXLAN Overlay L2 via vSwitch L3(BGP)
Optimized stack Private UDP  [VXLAN+ Private NG NG Linux IP +BGP
for App Tunnel Tunnel
Application Tent isolation Policy based on
Isolation SUDI Dk Policy based Label xely on NeUiel Label, Port , CIDR
Monitoring No No Jusi ”f‘on”or in i No No
physical network
Network SLA No No 100 vid B mo SEA No No
for App
CNI Yes Yes Yes Yes Yes
CNM Yes No Yes No Yes
. Encrypt : Rely Linux
Security Channel No Support firewall Depend on laas Capabilities
Less nodes, Complicated Multi-Tent Openstack
Preferred Scenario Simple L3 environment, PUBliC cloud Public cloud Cross DC
Network Multi-subnets Private Cloud Huawei Technologies Co,, Ltd. | 2




Monitoring based SNC Modeling

Monitoring on local SNC components

—| *E2E Monitoring

-5

Cl C2 C3
VIF VIF VIF
vIF vIF avIF
vPort
vPoHVDgfoﬁ By
\
o ||
plF plF
plF plF
pPort| | pPort
pDev pDev

Point Monitor Item

Monitoring
Master

Monitorin
g Agent

Latency :

Latency = ((T4 -T1) -

Generate E2E monitoring data in master node

*E2Ethrought ;. minimal throughput
*E2E Drop rate : deviations between RX

and TX

*Throughput Analysis : data from local

node

v' Bandwidth
v' Throughput
v' Status

v QoS

v' CPU utilization

Monitorin
g Agent

(13 - T2) /i
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Monitoring Bases Modeling Network Node

Monitoring Usage:
SLA Network Network
Monitoring | Performance View | Topology View

End to End Monitoring in Master Node:

Pod to | Podto | vNic to | vNic to | pNic to Tonnel
Pod vNic vNic pNic pNic

E2E Monitoring Monitoring Data Source

E2E Latency Provide UDP,TCP,ICMP based one
way and two ways detection

E2E Bandwidth Average single point data in
central

E2E PKT Loss Compare single point data in
Rate central

Traffic Analysis IP stack statistic program for local
Pods
Multiple steps efforts for cross hosts

Point Monitoring in Agent Node:

. : Virtual . Physical
Virtual Virtual Network Physical Network
Interfaces Ports . NIC )
Device Device

Point Monitor Monitoring Data Source
ltem

Bandwidth Between vNIC and pNIC, maximum is pNic
Capacity Speed
Between vNic, no fixed upper limitation. Can
calculate in static mode

Current Single point interface RX/TX packets , bytes
Bandwidth

Runtime Status Single point interface RX/TX errors, dropped,
overrun

Traffic Analysis Traffic filter (collecting through enable all
vPorts)

Huawei Technologies Co., Ltd. |




