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IPFS

IPFS aims to replace HTTP and
build a better web for all of us.
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IPFS DESIGN

* |dentities
* Network
* Routing

* Exchange
* Objects

* Files

* Naming
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|dentities

N T NI RISYbil attack, IPFSEInodefEBllZENodelDEY, 3
FA 7 S/Kademlia 16X Fiz HNETFINZ TE=9 A NI E
NodelDEUYEE, NN THEEIRZAS

difficulty = <integer parameter>
= Node{}
do {

n.PubKey, n.PrivKey = PKI.genKeyPair()

n.NodeId = hash(n.PubKey)

p = count_preceding_zero_bits(hash(n.Nodeld))
} while (p < difficulty)




Network

IPFS{ER 7 SMRARRKIBERTNESNA ERE, HER:

- BHiE: IPFSEILM{EREaMEmENIN, mEFREWebRTC
DataChannels@ZuTP,
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Network

IPFSHDAER{EIM 2%, \13E overlay (MN%E,
IPFS Peer Address {£/ multiaddr f& T\ .

# an SCTP/IPv4 connection
/ip4/10.20.30.40/sctp/1234/

# an SCTP/IPv4 connection proxied over TCP/IPv4
/ip4/5.6.7.8/tcp/5678/ip4/1.2.3.4/sctp/1234/
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Route

Kademlia DHT

* log2(N)FHutERE, —TF AT R&EZ208kF I AEE,
- Messagelb A5 &
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* BitSwap
X1 have_list ¥ want_list
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~ bytes_sent
~ bytes_recv + 1

1
1 + exp(6 — 3r)

P( send | r ) =] —
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Top Hash
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| hello.txt

' OmR45Fmb QMYYEKFp
metadata

my file.txt

testing. txt

L
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"Testing 123\n"
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File System

* IPLD (Merkel DAG)

1. B St FrENASEE T ERmMultinashiRIEFIE—HRIR, BiFlinks,
2. BhIEEN,

3. EEMIFF: FTENNRABTTEHEEZRZFHE—1,
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File System

Small Data < 256K

“/un0o0s...”

“Hello World!/n”
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Naming

SFSHar®@h xR
1. IPFSH: Nodeld = hash(nhode.PubKey)

2. BB — T RP i T — 1A Z|8): /ipns/<Nodeld>

3. — TRFPAMEIH L ENMIAZEZ AT — T NREIX T EBE
tE4l: /ipns/XLF2ipQ4jD3UdeX5xp1KBgeHRhemUtaA8Vm/

4. BN FPFRRX TR, I MREX T EZB S LA 18
FNodeld, XIGIIUEAF RN FRNESE, FKENAIT HKUE’JE
18,




Naming

Inter Planetary Name Space (IPNS)
1. & 158]

# this DNS TXT record
ipfs.benet.ai. TXT "ipfs=XLF21ipQ4jD3U ..."

# behaves as symlink
ln -s /ipns/XLF21ipQ4jD3U /ipns/fs.benet.ai

2. ProquintR] 5 HF X

/ipns/dahih-dolij—-sozuk-vosah-luvar-fuluh

3. FE it

/ipns/shorten.er/foobar
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