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Who Am I?

戴冠兰

● OpenResty 贡献者

● Kong担任工程经理及技术负责人, 带领 Cloud、人工智能、机器学习团队

● 曾在Cloudflare 担任Tech Lead, Edge/WAF/CDN,  万亿级别每月请求规模

● 铁人三项，户外越野，自由搏击
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如何打造一个好的SaaS产品？

● 可观测性 (Observability)
● 快速部署迭代 (The latest and 

greatest)
● 飞一般的速度 (Blazingly Fast)
● 多云平台支持 (Cloud Agnostic)
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可观测性 (Observability)
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Metrics系统搭建实战 - 初版架构设计
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局限

● logs != metrics
● 复用了logging pipeline
● Log parse 很慢很昂贵
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优化尝试

● Filebeat批处理
● 提升Elasticsearch索引速率
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用定制状态机代替Exporter正则引擎
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Benchmark结果

StatsD Exporter 
version

Syscall CPU percentage 
(prorated)

Time taken to finish 100000 mapping 
iterations

Stock Binary 20.36% N/A

Go 1.10.3 23.39% 1.655s

Our Version 42.23% 1.003s

+19% -39%
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优化已经合并回开源社区

● https://github.com/prometheus/statsd_exporter
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Metrics系统搭建实战 - 改进架构设计
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实现

● Log phase 记录每个请求的metrics 
● 转接到Prometheus后端
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Metrics指标设计之RED大法

● Rate 速率

● Errors 错误

● Duration 持续时间

https://www.weave.works/blog/the-red-method-key-metrics-for-microservices-architecture/
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Metrics指标设计之USE大法

● Utilization 利用率

● Saturation 饱和状态

● Errors 事件错误

http://www.brendangregg.com/usemethod.html
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Observability - Grafana (Global)
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Observability - Grafana (Per Client)
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Observability - Logstash
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快速部署迭代 (The latest and greatest)
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动态客户端证书部署

● 利用ssl_certificate_by_lua
● Vault 存储证书
● Consul 证书事件更新通知
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优点

● 避免硬盘存储明文证书
● 证书热更新
● 简化证书部署逻辑
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Consul OpenResty支持

https://github.com/Kong/lua-resty-consul-events/
https://github.com/Kong/lua-resty-vault/ (WIP)

https://github.com/Kong/lua-resty-consul-events/
https://github.com/Kong/lua-resty-vault/
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Automation - CI/CD
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飞一般的速度 (Blazingly Fast)
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OpenResty系统调优

● CPU affinity 亲和性配置
● NGINX 配置优化
● Linux sysclt 设置
● Intel Quickassist
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NGINX 指令配置

● keepalive_timeout, keepalive_requests
● sendfile on - copy fd at kernel level
● tcp_nopush, tcp_nodelay
● listen backlog reuserport
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Linux sysclt 设置

● Memory
● Size of processor queue
● Maximum TCP buffer size
● Disable TCP timestamps
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Intel Quickassist

● https://github.com/intel/asynch_mode_nginx

● 异步SSL/TLS 处理加速
● 需要硬件支持

○ Intel® C62X Series Chipset
○ Intel® Communications Chipset 8925 to 

8955 Series

https://01.org/sites/default/files/downloads/intelr-quickassist-technology/intelquickassisttechnologyopensslperformance.pdf

https://github.com/intel/asynch_mode_nginx
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多云平台支持 (Cloud Agnostic)
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多云平台设计技巧

● Infrastructure as code
● 避免依赖云平台独占功能
● Kubernetes
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Infrastructure as code - Terraform实例

provider "aws" {

  region  = "us-west-2"

  profile = "dev"

}

module "kong" {

  source = "github.com/zillowgroup/kong-terraform"

  vpc_name              = "my-vpc"

  environment           = "dev"

  ec2_instance_type     = "t2.small"

  ec2_ebs_optimized     = false

  ec2_key_name          = "my-key"

  ssl_cert_external     = "*.domain.name"

  ssl_cert_internal     = "*.domain.name"

  ssl_cert_internal_gui = "*.domain.name"

  enable_internal_lb = true

  db_instance_count = 3

  tags = {

     Owner = "devops@domain.name"

     Team = "DevOps"

  }

}
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Terraform Kong支持

https://github.com/zillowgroup/kong-terraform
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Q&A


