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2014~2015 =5 | i WHEHTTPSMyy (Google, Baidu)

2015 BN AR B BB~ AlfE 22 Sc e yfHTTPS in%s (Baidu, Alibaba)
2016 Apple & HISEHEATSFRE

2016 e/ NEFEKFE GBS UHEHTTPS

2016 E£H. FZEBUFYLME MG SCI 2 ubHTTPS

2016 ERMELZEEMENZZEEFTERFPEAPERNZS, #
AR T AR ERTIE

20178 Chrome. Firefox F#r~HTTPY AL £

HTTP/2 By £ iR SCIN AR E SK 5 FHTTPS
TLS1.3 Bl & EHTTPSERELZ &
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TrustAsia

L#) VeriSign Class 3 Public Primary Certification Authority - G5

L TrustAsia DV SSL CA - G1

[ baidussl-demo.trustasia.com

C)‘m’////('(//('
Hhrandard
g

g

p Details

-

TrustAsia DV SSL CA - G1

Intermediate certificate authority

Expires: Thursday, January 1, 2026 at 20:12:00 China Standard
Time

CDN/ZERS | AR

& This certificate is valid
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IHGeolrust  (Gyaes
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- RERNE
= ENEEEN

TRUSTAsla UCLouD CHesame  plesk
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HTTPS =& IR

HTTPSIE 15 & A RS 11(2017-05)

eI 3
1%

mERAR wiEREY = ERATE = iEREATEE
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HRE=ITEA HOSTUCAN.CN RS E

HTTPS Z&E&IIK

HTTPS %4 [r] @ 4t 11(2017-05)
CVE-2016-2107i%if, 1764

F B e
c ’ \ 4 FH T SSLv3, 1769
POODLEI, 1611

5

~ I "R 5 HOHIi, 5734
EPFS, 3093
y

0 2000 4000 6000 8000 10000 12000 14000
LS m [EPFS W E A S
N AL T-20481 W N4 ffJRCA W 5 H 7 SSLv3
W 55 DHZ: B CRIMEJ I B POODLEJR
m oA T RCA WA AR TLSVL. 2 MY W CCS(CVE-2014-0224)i
W AN A E B R 2 2 BIMITMIR R 20d: ™ CVE-2016-2107% 1 W SHAL159 25 44 505
N4 HIDH AR S5 B MD559%5 44 Bk B FREAKR I
B anonymousE {4 WA N B B DROWNI il

2 A
@ TRUSTXSIa



G  "HD.china @ IBC =i lTi.l.:"'

R=ItEA HOSTUCAN.CN

WA EHTTPSE L2 &---IEH ik FF

Certificate Authority Market Share in China (May-2017)
> AIEF i
23 L =N pl<s
HRVE, BOREH, DR, SA ® Symantec Corporation
> HZRA
® cPanel, Inc.
EV,0V,DV |
Let's Encrypt
> k2R A ‘ = WoSign CA Limited
\ . ® GeoTrust Inc.
4, B, B mo T e

® COMODO CA Limited
> 1E3F5ﬁ/j5 m StartCom Ltd.
RSA, ECC

® GlobalSign nv-sa

® TrustAsia Technologies, Inc.

B GoDaddy.com, Inc.

- ® Unizeto Technologies S.A.

12.68%
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> UEEE
SEEUFBEE, RITEHREA M +- Clon sonde

> 1_ j]\ 'i, >\( { ) “ClientHello” message
o H 22 A4S TLS1.2 \e

A2 4 HpSSL3.0 , SSL2.0 =
ssl_protocols TLSv1 TLSv1.1 TLSv1.2; client's cortificats

Kryptotel
Infrastructure

> % /fti: c;":::::: : e Server's Certificate located
ECDHE,SHA256,AES256,GCM,CBC | B
DH,MD5,RC4, 3DES . ) 6. Cliont sonds
ssl_ciphers ECDSA:ECDHE-RSA-AES128-GCM- g S B ik
SHA256:ECDHE:ECDH:AES:HIGH:INULL:laNULL:! s,m,,\‘ b8
MD5:IADH:!DH:IRC4; koo K":,,,,,,[%‘j L .

> /% —‘[’:5‘ ‘V}_‘( /E - 7. Client sends B \ *‘ Session Key
Session ID N e :
Session Ticker 0 m.m....s..,...m?
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Heartbleed (CVE-2014-0160)

DROWN(CVE-2016-0800)
CCS(CVE-2014-0224)
Poodle (CVE-2014-3566)
FREAK(CVE-2015-0204)

CRIME(CVE-2012-4929)

Openssl Padding Oracle (CVE-2016-2107) /
BEAST(CVE-2011-3389) |

(e
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WAILHTTPSE R &---ZENE

» HSTS (HTTP Strict Transport Security)
P A% SCILHTTPS st il Bk %, I3/ 23 1 Bl e KU

Strict-Transport-Security: max-age=31536000; includeSubDomains
» HPKP (HTTP Public Key Pinning)
R W SR A, BrikcARRIET T S8 E A Xt
add_header Public-Key-Pins 'pin-sha256="kl023nT2ehFDXCfx3eHTDRESMz3asjimuO+4aldjiuY="; pin-

sha256="633It352PKRXbOwf4xSEalM517scpD3I5f79xMD9r9Q="; max-age=2592000;
includeSubDomains'

» CAA (DNS Certification Authority Authorization)
EIEDNSTR & H S EMICA, fHCAE S iR KE T
» OCSP Stapling
M55 U SSLIE Fid #2 BBk [FlOCSPIR A, b FH P Im]CAER T, PR3P FH P BaAA

ssl_stapling on;

ssl_stapling_verify on;

resolver 223.5.5.5;

ssl_trusted_certificate certs/SymantecEVCA.pem;
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MySSL --- HTTPS &2 &1 {h

@ MySSL

{REBEBHIHTTPS WL L £

& https://myssl.cc IZENAGT
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’

&

i A o

HOMERB SSLTLSHIRSZS 2B RETWHRESI, PCIDSSXIRITWEZEinE.,

PCI DSS
ATS

R

1. RS 235 ZRICVE-2016-2107AINE, BERAF

2. AREMRAINEBENN ERSER TRCAZBBEMS, BEANC
3. PR 8& L #555Diffie-Hellman(DH) B4R S, [ B

4. FRTSSLv3MY, FERAB
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M y SSL --- HTTPS @EI' E E .L)\( C . lidie @IBCRE

[=ti=[cR

1. FREENEPFSHIERMBZERN, HEFLE:

ECDHE-RSA-AES128-GCM-SHA256: ECDHE: ECDH: AES:HIGH: !NULL: 'aNULL: !MD5: !ADH: !RC
4:!DH: !DHE ;

2. EEFRSIHFTLSMY P FZATLS1.2, #EFEE: TLSvl TLSv1l.1 TLSv1.2 ;

3. FEMIESRIERS AERRIES TE

4. FRRIDEBEBIHEA;
5
6
7

. EE(FEHSHA 2 ZE AR ;
- BERIBEBE A2 vl{ERICANM ,
.HSTS (HTTP™i&{EHELE) B max-age EE KT 15768000F),
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oi2die @IBCRIE JT2UMIF

EHER o
ECC RSA
BEERS B
BB www.trustasia.com
MBEE ECDSA 256 bits
TREE ECDSAWIithSHA256
IEHIERR(CT) =3
IEFHEE EV SSL
FHiaET (8] 2016-12-28 08:00:00
ZERAT(E) 2017-09-29 07:59:59
EEmH &
AN THESRE (L8) BRASE
=1
FHEBM ssl.trustasia.com

trustseal.trustasia.com
www.alwaysonssl.cn

mpki.trustasia.com

B
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WMAEL:  www.trustasia.com
MmES: Symantec Class 3 ECC 256 bit EV CA - G2
MMEEER: ECDSA 256 bits
BRAHEE: ECDSAWIthSHA256
SHA-1: C25094EC889D51C5141A2F07604A403A23AB26B8
PIN{E: HnjtdvOS/vXKFjOO2W9NYcL025To/HoxrMbqTZiyfad=
BRE: 131K

WMAL:  Symantec Class 3 ECC 256 bit EV CA - G2
mEE: VeriSign Class 3 Public Primary Certification Authority - G5
PNZRE%: ECDSA 256 bits
ZEZHEE: SHA256WithRSA
SHA-1:  0B69D3713F1B0584F1C88945A85B4CEB5FCFD721
PIN[E:  PtK3zjOppRxW+hXzyuP7gC8Nt8hPS735XLgT+Q1KTo=
BREA: 2913 K

WMA&L:  VeriSign Class 3 Public Primary Certification Authority - G5

M&&E:  VeriSign Class 3 Public Primary Certification Authority - G5
MZEEE: RSA 2048 bits

BREE: SHATWIthRSA

SHA-1: 4EB6D578499B1CCF5F581EADS6BE3D9B6744A5E5
PIN[E:  JobQbUG5JMJUol6brnx0x3vZF6jilxsapbXGVAhN8Fg=
BRHEA: 6997 K
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MySSL --- HTTPS HiMY FAE 4
SEHNNZREHS .
>~ Y
TLSV1.0  TLS_ECDHE RSA WITH_AES 256 CBC_SHA (0xC014) 256 bits
TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA (0xC013) 128 bits TLSv1.2 N
TLS_RSA_WITH_AES 256 CBC_SHA (0x35) 256 bits
TLS_RSA_WITH_AES_128_CBC_SHA (0x2F) 128 bits TLSv1.1 AL iF
112 bits

= =
TLS_RSA_WITH_RC4_128_SHA (0x5) 128 bits TLSv1.0 X HF
TLS_RSA_WITH_RC4_128_MDS5 (0x4) 128 bits

SSLv3 3%
SSLv3  TLS_ECDHE RSA_WITH AES 256 CBC_SHA (0xC014) 256 b

=

TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA (0xC013) 128 bits SSLv2 X 5

TLS_RSA WITH_AES_256_CBC_SHA (0x35) 256 bits
TLS_RSA WITH_AES_128_CBC_SHA (0x2F) 128 bits
112 bits
TLS_RSA WITH_RC4_128_SHA (0x5) 128 bits
TLS_RSA_WITH_RC4_128_MD5 (0x4) 128 bits

#FR: TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

£53: 0x16
R : DH 1024bits

INEEE: 112 bits
E[MNZ: YES

112 bits
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MySSL --- HTTPS MY B 1% =i @IRCEE

MIHE o

ks R R I A FF
X FRCAEMH B35
IEBfRE B35

HPKP Report-Only ({¥3R%) S-Es;
HSTS (HTTP&ERRE) 3t
HPKP (AAEIE) A5

NPN %5

ALPN A2 F5
OCSPZ1T <¥F
Ok (T R) AL
XIFECIHHE fhZk SiF secp256r1,secp384r1
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SSLiwil e
oA BB R EN ot/
DROWN i = = CVE-2016-0800
OpenSSL CCS JFA®ME & = CVE-2014-0224
IOVIRE (Heartbleed) 5 = CVE-2014-0160
OpenSSL Padding Oracle i & 5 CVE-2016-2107
ARENEFIRENE(MITM) & =
FREAK®)E & (5" CVE-2015-0204
POODLE;®E = 1 CVE-2014-3566
CRIMEj®)@ S 1 CVE-2012-4929
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MySSL --- Chrome FH{4

Rollin

®  ® B sniEssUlHRBERIIH,0V x

& C O & IHEERE (£8..BRAS) [CN] https://www.trustasia.com QA w ©® @ T

T B 24 A0 SER B SUEHE T AT LB RIZH5Z
# i HE ELE iEH ik %
1 A+ hitps www.trustasia.com Symantec Class 3 ECC 256 bit EV CA - ... 134 54.223.64.100:443 6
2 A htips vars.hotjar.com Gandi Standard SSL CA 2 548 151.139.104.8:443 8
3 A hitps script.hotjar.com Gandi Standard SSL CA 2 548 151.139.105.1:443 8
4 A htips static.hotjar.com Gandi Standard SSL CA 2 548 151.139.105.5:443 8
5 https tag.baidu.com -- -- 115.239.211.228:443 §
6 https zz.bdstatic.com Symantec Class 3 Secure Server CA-G4 91 180.97.64.31:443 8
7 https ssl.google-analytics.com -- - - 2404:6800:4008:c07... &
8 https hm.baidu.com Symantec Class 3 Secure Server CA-G4 91 220.181.7.190:443 8
9 https care.live800.com GlobalSign Organization Validation CA - ... 695 121.41.66.46:443 8
BRPRREED: EEEEE9

6 My Beta

-EOF-
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MySSL --- HTTPS IR {f L &L B

www.trustasia.com

% IPHhtit:  54.223.64.100:443 FRS82:  nginx
UG SAREL: BRIESSLIE, BRI, 0V EV SSLIEH - WMR(E

FMIAT ] : 2017-05-21 03:37:32

¥t & i}

—

HMERE SSL/TLSHIBRS BB S 1TWRESLIN, PCIDSSATFITU RSN,

Q

R ‘
At A A D = F T
PCI DSS
ATS aill
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