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&g A VN EERE A EE S,

App B

Bins/Libs

Guest OS5

Hypervisor

Host OS5

Sener

App B

Bins/Libs

Docker Engine

Virtual Machines

Each virtualized application includes not only the
application - which may be only 10s of MB - and the
necessary binaries and libraries, but also an entire guest
operating system - which may weigh 10s of GB.

Docker

The Docker Engine container comprises just the
application and its dependencies. It runs as an isolated
process in userspace on the host operating system,
sharing the kernel with other containers. Thus, it enjoys
the resource isolation and allocation benefits of VMs but

is much more portable and efficient.
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Y AR-Kernel namespace €
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i e L

Namespacestgil T REEAMNRIRRES :
HEEARBEUNBEENSEARTTR

Linux Rzt 7 FE6FNameSpace:

i R !

Namespace AR RRESE fREAR
UTS CLONE_NEWUTS FHBSEE
IPC CLONE_NEWIPC s5E. BREMNIFIH=E
RNz
PID CLONE_NEWPID HIERS
Network CLONE_NEWNET  [M4RiR%. MKk, wO
Mount CLONE_NEWNS FHR (MRS )
User CLONE_NEWUSER FFfRAFA

- ~ (] S Y
- - AT p s Rl Ha _' ~
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S Y FRY ,_
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/| Rz A AR EIRSH

struct task_struct {

/* open file information */
struct files_struct *files;

/* namespaces */
struct nsproxy *nsproxys,

%

/ZEERIHE— T nsproxylkREE T 5" namespacestJigst :
struct nsproxy {

atomic_t count;

struct uts_namespace *uts _ns;

struct ipc_namespace *ipc_ns;

struct mnt_namespace *mnt_ns;

struct pid namespace *pid_ns_for _children;

struct net *net_ns;
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DockertZ>AK-Kernel namespace  in| smmmm

ELinux® , FsREIZ— M EhIEiERZERRclone() , [RELNT ¢

long clone(unsigned long flags, void *child stack, void *ptid, void *ctid,
struct pt_regs *regs);

Hrh2#flagsa] LIARIBERSERITIZAEL , LR FIHIEFECIZERL
Namespace,

B TRMNFIER D Hrclone RFEHAR EHE S Namespace Bl HRAY.
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Iﬁ'ﬁﬂ‘lﬂ!}l mﬁl &
EHHRART o M

clone() set_cred_user_ns(new, ns)

create_user_ns(new)
do_fork()
/new = . \
= prepare_creds();
dup_task_struct()
if (clone_flags &
copy_process() CLONE_NEWUSER)
{
Copy_cred S() create_user_ns(new);
W )
copy_namespaces() s
new_nsp = create_nsproxy();

user_namespace *user_ns = task_cred_xxx(tsk, user_ns);

new_nsp->mnt_ns = copy_mnt_ns(user_ns);

new_nsp->uts_ns = copy_utsname(user_ns);
new_nsp->ipc_ns = copy_ipcs(user_ns);
new_nsp->pid_ns_for_children = copy_pid_ns(user_ns);

create_new_namespaces|()

new_nsp->net_ns = copy_net_ns(user_ns);
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static void set_cred user ns(struct cred *cred, struct user namespace
*user_ns)
{
cred->securebits = SECUREBITS DEFAULT;
cred->cap _inheritable = CAP EMPTY SET;
cred->cap permitted = CAP FULL SET;
cred->cap_effective = CAP_FULL_SET;
cred->cap _bset = CAP_FULL SET;

#ifdef CONFIG_KEYS
key put(cred->request key auth);
cred->request_key auth = NULL;
#endif

cred->user_ns = user_ns;
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LAUTS NamespacezNNa8f4l+ , RKEERZEWILIRIREER,

struct uts_namespace {
struct kref kref;
struct new_utsname name;
struct user namespace *user _ns;
unsigned int proc_inum;

%

struct new_utsname {
char sysname[ NEW UTS LEN + 1];
char nodename[ NEW UTS LEN + 1];
char release[ NEW UTS LEN + 1];
char version[ NEW UTS LEN + 1];
char machine[  NEW UTS LEN + 1];
char domainname[  NEW UTS LEN + 1];
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SYSCALL DEFINE2(sethostname, char _user *, name, int, len)
{

int errno;
char tmp[ NEW _UTS LEN]J;

/M EARHERREBNRIZNhostname
if (Ins_capable(current->nsproxy->uts ns->user_ns, CAP_SYS ADMIN))
return -EPERM;

if len <0 |[len > NEW UTS _LEN)
return -EINVAL;

//BEBF&hostnameE N EI 9%
if (lcopy_from_user(tmp, name, len)) {
struct new_utsname *u = &current->nsproxy->uts ns->name;

memcpy(u->nodename, tmp, len);

memset(u->nodename + len, 0, sizeof(u->nodename) - len);
errno = 0;

uts_proc_notify(UTS_ PROC_ HOSTNAME);
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SYSCALL DEFINE2(gethostname, char _user *, name, int, len)
{

int i, errno;

struct new _utsname *u;

if (len < 0)
return -EINVAL;

u = &current->nsproxy->uts_ns->name;
i =1 + strlen(u->nodename);
if (i > len)
i = len;
errno = 0;

//# I hostnameZ|HF=S(E]
if (copy_to_user(name, u->nodename, i))

errno = -EFAULT;

return errno;
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LN sethostname A5l , ABARNIE K HEIHIEEFTIEKAYUser namespacedHEH
CAP_SYS ADMIN#R :

if (Ins_capable(current->nsproxy->uts ns->user_ns, CAP_SYS ADMIN))
return -EPERM;

bool ns capable(struct user namespace *ns, int cap)
{
if (unlikely(cap_valid(cap))) {
pr_crit("capable() called with invalid cap=%u\n", cap);
BUG();

}

if (security _capable(current cred(), ns, cap) == 0) {
current->flags |[= PF_SUPERPRIV;
return true;

}

return false;




DockertZiAR- PRI ES .(‘e N”' Wiy

1.
=i H”HG!F!E“H

Iﬁ-aﬂ‘lﬂzl MRS
Eif AR GLOBLE CLOLDCOMPUTING CPEN SOLRCE

int cap_capable(const struct cred *cred, struct user namespace *targ_ns,
int cap, int audit)
{

struct user namespace *ns = targ_ns;

for (;;) {
if (ns == cred->user _ns)
return cap_raised(cred->cap_effective, cap) ? 0 : -EPERM,;

if (ns == &init_user ns)
return -EPERM;

/B LEIHER user ns2EEEHMuser nsAJZnamespace
= cred->user_ns) && uid_eq(ns->owner, cred->euid))

if ((ns->parent =
return O;

ns = ns->parent;

}

/* We never get here */




DockerZbHA-NSIERRGER (<. [T20

tllEZNamespacefI R FeAAEEclone(), unshare(), setns()

——int unshare(int flags);

ERunshare(NEE(ERMENEI— RN LIERIIRERIMER |
*E%ﬂzﬁﬂtﬂj)?%ﬂ’ﬂna mespace{TIRIE, X , (FRALMERHIEH T —LEFE RSN
#R{E.

——int setns(int fd, int nstype);

Bigsetns)IIA— 1N ELEFERInamespace

SEFIRTEATEINNARINamespace ST AR,
BEf—MEM/proc/[pid]l/ns BRAVSHEIAFRT |

oJLUBd B iz BR PRI ESE T I — M8 Tz B R RSG5 E,




Dockertz/OiAR-NSHEHX RS FE

M3 BIRARIRZFTEE . AP ERILATE/proc/[pid]l/ns3{F FEEERA R namespaceSRINH |
BRI A7~ , F2a0[4026531835]B09namespaces,

vsec@vsec-virtual-machine:~$ Il /proc/$$/ns

total 0

dr-x--x--x 2 vsecvsec 0 8H 12 13:44 ./
dr-xr-xr-x 9 vsecvsec 0 883 12 13:44 ./

lrwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H
l[rwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H
l[rwxrwxrwx 1 vsec vsec 0 8H
lrwxrwxrwx 1 vsec vsec 0 8H

12 13:44 cgroup -> cgroup:[4026531835]
12 13:44 ipc -> ipc:[4026531839]

12 13:44 mnt -> mnt:[4026531840]

12 13:44 net -> net:[4026531957]

12 13:44 pid -> pid:[4026531836]

12 13:44 user -> user:[4026531837]

12 13:44 uts -> uts:[4026531838]

WNERFNHFEIERIBINnamespacefmES18HE , BRI JER—""namespaceT ,

BURNFEARRnamespaceEMH
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i e L GLOBLE r..:a...v_rw

CGroups Linux RZRY— 51T | TEARGHERRHTIRE. REl. HitE

REEHDEREISENRR  TERRISS I ERRNETHNNARZRN=SF |,
R T SRR RERTEENRASERENRS

Eﬂéﬂﬁﬂiﬁﬂ%ﬂa Google BIFERFR 2006 FiEgtg |, Linux HiZE 2.6.24 Fia
~Jo

IFERT LIRSS EEMRTE. CPU. W2 10 &5 RRYPRSIFIEIHETH,
CGroups BYfERAEEEER |, IRHBUSUFAEO | £ /sys/fs/cgroup BR FrE—

NIRRIATFE— cgroup , R HSkpFiZEtask™ |, FREpidBENIZH |
RIRT SEI AR R R R
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CGroupsHJLABRFITORFEFRNRIR , LI FEENFEFAIFHMIAA !
1. blkio XM FEFIRERFIENHRIZFAEM N L izHl, Ha0:weE | SER2UAMNUsbE

¥,

2. cpu XN FRERFRREERER S cgroup{ESiRtcpulyiaia.,

3. cpuacct FEaEcgroupESHIcpuRRIRE.

4. cpuset NREZZOHIcpu , XNFREFS A cgroupiES o ECEIEAYcpuflRTZ,
5. devices FiFEIEXECgroup{ESXREYIE,

6. freezer HEFIME cgroupfEss.

7. memory IZE&F M cgrouplIRFREHILANR =4 NEFRIFERS.

8. net_cls #FCEBNMMKE , 7ifFlinux traffic controller IRBIMAFECgroup K HRYE.




Dockeriz/ 5z78-Control Groups
NIERERE

cgroup — g—2BtaskFl—ZHsubsystemRYECESEKEL , cgroupERiRD HAVER/NE
3L,

subsystem - F&%t , HSLMERIREER , LENAE.

hierarchy — B2k , BILAIEfZ /9cgroupMsubsystemESHIEER. BLARITIREVIAE
B subsystemIE BiEE I— 1 ER BEILUG S P subsystemizE A— 1=K ¢

mount -t cgroup -o cpu,cpuset,memory cpu_and mem
/sys/fs/cgroup/cpu_and mem
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— P BBRThierarchy BRI :

/sys/fs/cgroup/
—cpu SE— hierarchy/root cgroup
— cgroup.clone children <mmmmmm subsystem £%§

|

| cgroup.procs

| cpuacct.stat

I — cpuacct.usage
|

|

|

— cpuacct.usage_percpu
— vsec SE— cgroup
| |— cpu.cfs quota_us <-mme- subsystem £

| F— cpu.cfs_period us

| | L— tasks D task list
| F— notify on release

| |— release agent
| L— tasks
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#cgroupsEIBHIECpUFR

BUTTFHIA :
x=0
while [ True ];do
x=$x+1
done;

AtopA LIBRIX MR 5T 100%HICPU
PID USER PR NI VIRT RES SHRS %CPU %9MEM TIME+ COMMAND
6814 tyrande+ 20 0 6936 3364 1432 R 100.0 0.1 0:10.82 cpu.sh

TNEAcgroupEHliZiAERT S FBCPURIR
root@ubuntu:/sys/fs/cgroup/cpu/cg1# echo 50000 > cpu.cfs quota us
root@ubuntu:/sys/fs/cgroup/cpu/cg1# echo 6814 > tasks

X FtopEALREERE | ABICPU A= 50%
PID USER PR NI VIRT RES SHR S %CPU%MEM TIME+ CQMM
6814 tyrande+ 20 O 12888 8008 1432R 49.8 0.2 2:07.11 cp

0 7 W
B LL(F 7 o
o i ..-_, -:’. ".“-‘ ‘..' ; - - e - L

"
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EREXIHERSE (UnionFS ) B—MoE. BERFESESENNHERS , B335
N4 R GRS EA—IRIRS R —EERIZE N

ERENIHER SR Docker s3HERRIEM, REFILIBT o ERBITHE , ETEAMER
& (IRBERES) , AL ESFEIRRIN R E.

root@vsec-virtual-machine:;/home/vsec# docker commit -m "test" -a
"docker newbee" 62b9554a9fae test/test:v2

sha256:9e77ccb63f56d5397790ac220736d108603cfbec7ed83075985b1c5f0
1445a80

Docker S{#FEY AUFS ( Another Union FS ) fi2—FEAS SRS, AUFS 2
HFA8— P RRBRIZERIE (readonly ) . E5 (readwrite ) f15H

( whiteout-able ) 1R, EiY AUFS BEE— U0 BRUES, 3T RIENRAISSZ
o] LUZEE B TS SIS (R RIEER o 8Y).




Dockertzi’ )z AN-AUFS < *G ‘ | T Zclrizs
bootfs (boot file system)
FEH S bootloader # kernel, bootloaderEEEE | SNz kernel, 2bootaIhg kernel
WINEEINEFHE bootfsgi#umountT .

rootfs (root file system)

BEFEEE Linux EFHRY /dev, /proc, /bin, /etc FixEB RIS

HARIERILINUXIZI TEEFHNFS: bootfs + rootfs:

BELNUXERENGE , B85 rootfs I8N readonly, #HiT—ZRAIEE, REEETIE
"readwrite" X {ER Y
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f£Docker containerfJ#g{tAttE 21 rootfs Lireadonly STUINEFHFIGE |, 2AMTE FEFE
union mount I TE—1 readwrite SR FIEFE readonly Brootfsz £ , HERITFH
RIS TER FS(file system) i&5E Areadonly FHEE &N, iX#—2HreadonlyFI—4
writeableRY45HaM B — > containerfUEfTHIZ, R FE:

XEEHTAMFERSF, S containera] LIIE ‘
#R{E "image” - XJFcontainermi S rootfsgiZread-writefy , (BEsL FATERYUZKETEA
& LRI writeableEH, image MREFAFRE , RETIRR. SEMSHIER
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DockerZ£5kE&-Daemon Attack Surface ( ~€ L [ TZ800i

BEITNERD. MEEERRTE =
BLOBLE CLOLDHCOMIUTING DDEN SOURCE ST

BT S0 =281d Docker Daemon, Docker JRSSHIZITHRIFRZE root
BOR , AR L EE+DXE

Docker s8iFRFEhostfIcontainer[B =343 |, ERNAEERHI 280915814
IR, XSS =2 RIRRS. #a0 , AP EoiasstIr =G ENAEE
1%@9&5?@]@%%5’9 /host BRF , BFAREIC LT LAXYhostBISHUG R FHITIER
5

2016 FE5B{pE tAYDocker SwarmERFEIRE S0 |, FiEEDocker Daemon&
BN E , SEURIAETLUERDocker APIZEEIA\Docker,
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container] [contatner]
[Eontairer

schedul er
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BPRAELZLinuxRZAIB — a4 | AT LURMHER ERIIBRIAa)EH,
tbanE M web M FEEEHE1024LA TR E , RJFEZEIHECAP _NET BIND SERVICEA]
a , MAEZELLrootiREE.

BOABIRT . DockerfE[Sa1E=mI0 S A—BBD IR , TEIEDockerffRAIERER

s.Process.Capabilities = []string{
"CAP_CHOWN",
“CAP_DAC_OVERRIDE“,
"CAP_FSETID",
"CAP_FOWNER",
"CAP_MKNOD",

"CAP_NET RAW",
"CAP_SETGID",
"CAP_SETUID",
"CAP_SETFCAP",
"CAP_SETPCAP",
"CAP_NET BIND_SERVICE",
"CAP_SYS CHROOT",
“CAP KILL
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Iﬁ-aﬂ‘lﬂ . MMEURTTE =

llllllllll CHLE CLOLC-COMOLTING CRER SOLRCE SEMM)

d

//IRE— MRIREIRREE , FHATERRAYINItREY,

int init_ module(void *module image, unsigned long /en, const char *param values);

XM R GEAE S T REE

static int may _init module(void)

{
if (Icapable(CAP SYS MODULE) || modules_disabled)

return -EPERM;

return O;

//f&BEEInit user nsiX/ user namespaced , EHEHECAP SYS MODULER R
bool capable(int cap)

{
}

return ns_capable(&init_user ns, cap);
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Dockerz£%Hg-Linux Kernel Capabilities Q ‘ [T

Faliba bl

EACHNESD,
GLOBLE CLOUCCOMPUT NG DFEN SOLACE SLMMIT

int cap_capable(const struct cred *cred, struct user namespace *targ ns,
int cap, int audit)

{
struct user namespace *ns = targ_ns;
for (;;) {
if (ns == cred->user ns)
return cap raised(cred->cap_effective, cap) ? 0 : -EPERM,;
if (ns == &init_user ns)
return -EPERM;
if ((ns->parent == cred->user_ns) && uid_eq(ns->owner, cred->euid))
return O;
ns = ns->parent;
}

/* We never get here */




Docker&£klg-Linux Kernel Capabllltles( ‘G L T2

ﬁ'aﬂ‘lﬁﬂ “ﬂ#ﬁﬁl &
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ SMMT

KEBER T , Docker containerdFiJrootiifRHAZEIERIrootiNR ,
HEEEEIJEIQEE%?‘ BNEEFEVE T root BIR , bR ““3'%%2|Kﬂﬂimﬁ’]¢xm$ﬂlﬁ
BEIHITAVIA T ER,

(EFPRALEIXTI05E Docker BEsILEBRZIFL. BE , RS LESE
IT—HEESTNRENHTE | BF5F ssh. cron, syslogd, EEGEETEIRLR
(BlaNtREiER ) . NREETESEE, FeRXUEHERARN , BHAJLFE
FrERSFRUA TR R R B S LM R S T B 1R

——ssh iG[E# L EsshiRBKETE ;

——cron BEMZEFFAPHERT | NRRGFERCIRSBAIN SR IE ;
——HEZESATH Docker EJ?.%ET:THE =18

—EEHEBRLREE , FEFUHMEERNIT udevd AR EUIRS ;
—MEERHEEFILIRE | [RIESHREK , Bl m X MEHITHCE,
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Secure computing #&Linux %1 73— M, Docker ) B HARF M PR i) 25 2%
AR FFE T AT A

Seccomp = EWNIZHISCRE, 1E N9 13EIT 75 245 € CONFIG_SECCOMP,
Al DU R TR 2k N A% A2 ﬂ‘FSeccomp

$ cat /boot/config-"uname -r' | grep CONFIG_SECCOMP=
CONFIG_SECCOMP=y
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Docker®k

Syscall

acct

add_key
adjtimex

bpf

clock adjtime
clock_settime
clone
create_module
delete_module
finit module
get_kernel_syms

get_mempolicy

£

WEEH 44N R G, N REHEE R R GuH A0 SR A -

Description

Accounting syscall which could let containers disable their own resource limits or process accounting. Also gated by cap_sys paccT
Prevent containers from using the kernel keyring, which is not namespaced.

Similarto clock settime and settimeofday ,time/date is not namespaced.

Deny loading potentially persistent bpf programs into kernel, already gated by cap sys ADMIN .
Time/date is not namespaced.

Time/date is not namespaced.

Deny cloning new namespaces. Also gated by cap_sys_apmin for CLONE_* flags, except CLONE_USERNS .
Deny manipulation and functions on kernel modules.

Deny manipulation and functions on kernel modules. Also gated by caP sSys MODULE .

Deny manipulation and functions on kernel modules. Also gated by CaP SYS MODULE .

Deny retrieval of exported kernel and module symbaols.

Syscall that modifies kernel memory and NUMA, settings. Already gated by cap_sys NICE .
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DockerBkiAgYseccomp profileHSL2— N HBE |, 18E F MERFRAAERIT
Y.

{

"defaultAction": "SCMP_ACT ERRNO",

"architectures”: [
"SCMP_ARCH X86 64",
"SCMP_ARCH X86",
"SCMP_ARCH _X32"

1,
"syscalls": [
{
"name": "accept”,
"action": "SCMP_ACT ALLOW",
"args": []
L
{
"name": "accept4”,
"action": "SCMP_ACT ALLOW",
"args”: []
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SeccompfE N %75 LABerkeley Packet Filter(BPF)E 2 S2H, F EIJE) &
H PSR 2R WA S L RGIHHSE .. H SRR PLE A
prctl()>k % & seccomp:

orctl(PR_SET SECCOMP, SECCOMP_MODE_FILTER, prog);
KTseccompH) i B, HAZHEHL250 5 T

1.SECCOMP_MODE_STRICT
246 T B A1 0L AR I 5 4 T read (), wrrite(), _exit()LA Ksigreturn(), B &
i 2= S EUN 17 i FE AL 15 SIGKILLAE 5 R R AR

2. SECCOMP_MODE_FILTER
HFE BN, dIERFG AR
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Iﬁ-aﬂ‘lﬂzl
Eif AR GLOBLE CLOLD COMPUTING OPEN SOUS e‘_

static const int mode1_syscalls[] = {
__NR _seccomp_read, NR _seccomp_write, NR seccomp exit, NR_seccomp_sigreturn,

%

static void __secure_computing_strict(int this_syscall)

{

const int *syscall whitelist = mode1_syscalls;

do {
if (*syscall_whitelist == this_syscall)
return;
} while (*++syscall_whitelist);

#ifdef SECCOMP_DEBUG
dump_stack();
#endif

audit_seccomp(this_syscall, SIGKILL, SECCOMP_RET KILL);
do_exit(SIGKILL);
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