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Product requirements document

Software architecture

Implementation

Softwara
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Agile Manitesto -

We are uncovering better ways of developing
software by doing it and helping others do it.
Through this work we have come to value:
Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan

That is, while there is value in the items on
the right, we value the items on the left more.

Kent Beck James Grenning Robert C. Martin
Mike Beedle Jim Highsmith Steve Mellor
Arie van Bennekum Andrew Hunt Ken Schwaber
Alistair Cockburn Ron Jeffries Jeff Sutherland
Ward Cunningham Jon Kern Dave Thomas
Martin Fowler Brian Marick
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DevOpsitiR

2009: Patrick Debois <Agile infrastructure and operations: how infra-gile are you?>
2009: Velocity <10+ Deploys Per Day: Dev and Ops Cooperation at Flickr>
2009: First DevOpsDay

2009: Agile Admin: What’s DevOps

2010: Jez Humble <Continuous Delivery>(¥ 2232 4+)

https://theagileadmin.com/what-is-devops/
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DevOps is the practice of operations and development
engineers participating together in the entire service lifecycle,

from design through the development process to production
support.

https://theagileadmin.com/what-is-devops/
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Culture
Automation
Lean
Measurement

Sharing
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Development

(SOFTWARE ENGINEERING)

QA

(QUALITY ASSURANCE)

Operations
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Build and Deploy with Kubernetes,

Pearson |
Flannel, Cockpit, and Atomic

Docker Confainers

fil EBKubernetes. Flannel. Cockpitii
Atomiciai2f0 588
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F3EM A TE(e.g Borg, BigTable)
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SRECon Asia
£ USENIX é” ds€enix

ASSOCIATION

T+ 2 BhiS: Baidu/Facebook/Linkedin

Z=ANE: 250 NEFR

DLEATER I 2N Bl
— Google/FB/Linkedin/PayPal/CloudFlare/
Dropbox/Yahoo/Atlassian/REA Group%

— Baidu/Alibaba/Didi/QiNiu/Tingyun/Tsinghua
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SRECon Asia
. BHE: 5.22-5.24

o M Grand Copthorne Waterfront Singapore (EZCA R )
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WIS 15 Z (Monitoring and Alerting)

AR5 4 an B8R (Service Lifecycle)

Jdlnl

= E TR (Incident Management)

BRS3¥ & (Service Expansion)
AENX/EBERL
SREALRME. XHF
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{ Aggregation |

Event Data —)...’

{ Graphing

http://www.ustream.tv/recorded/54694069




Open-Falcon: A Distributed and High-
Performance Monitoring System

https://www.usenix.org/conference/sreconl7asia/program/presentation/ou



Open-Falcon: Motivatiur

o Zabbix
— K Rl

/1

% (>2000)

« OpenTSDB
- 58, KET B, querylg

e InfluxDB
— QuerylEge, aggregatorim kX, KFEY B

https://www.usenix.org/conference/sreconl7asia/program/presentation/ou



Open-Falcon: Motivatiur

o Zabbix
— K Rl

/1

% (>2000)

« OpenTSDB
- 58, KET B, querylg

e InfluxDB
— QuerylEge, aggregatorim kX, KFEY B

https://www.usenix.org/conference/sreconl7asia/program/presentation/ou



Open-Falcon: PerformaricCe
. BEKTEY R

« 58 Htransaction (query/ judge/
store/search)

s i 100,000E1,

« RRAWEI, &E181EHEZRIE, 100+ metric,
M2 o] i BsF[E]

o« AT ERE 1 O+FMImetric/h SEHUE

https://www.usenix.org/conference/sreconl7asia/program/presentation/ou
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Open-Falcon vs Promettieus

RSP G

Abundant APIs ‘ Metrics API
Push Model: Auto Discovery ‘ﬁ Pull Model: Manual configuration
Easy to scale out ‘ﬁ Harder to scale out

simple alert management of own dashboard Alertmanager offers grouping, deduphcatlong

and silencing functionality

Faster query performance of RRA ‘ﬁ Slower, Recording rules
simple shellscript as plugin 6; /é\otﬁgclte:rmmg curve to write exporter and
Limited expression PromQL g

https://www.usenix.org/conference/sreconl17asia/program/presentation/ou
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(Talking to an OpenStack Cluster in Plain English)

by Xu Wel From Tsinghua

https://www.usenix.org/conference/sreconl7asia/program/presentation/xu



Lab Infrastructures

e ~ 300 servers
200* 2U servers
100* Facebook OCP

* OpenStack (125 nodes)
Ceph (60 nodes)
Hadoop
Spark

https://www.usenix.org/conference/sreconl7asia/program/presentation/xu
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https://www.usenix.org/conference/sreconl7asia/program/presentation/xu
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— SOSG(System Operation State Graph)
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https://www.usenix.org/conference/sreconl7asia/program/presentation/xu
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Raw States % 1 ~TX0] —

State: runing n

wovand Pt o : rodelP 100012
Tive: O408:12 a C [ timeotoan2 e (]
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h [T 3 g Labe| Property
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A b) (d) [ube:ubwn S—I f n et
Camtmatnan vud ooeaxd

State paused A y

Logs @

Automatically generated
“Knowledge graph” for OpenStack

https://www.usenix.org/conference/sreconl7asia/program/presentation/xu



OpenStack Data

* 3-day operation data, about 40 GB
* Graph size: 43.3 million vertices, 56.6 million edges
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Intent: getFloatinglP

I

@is the floating ip o

What is the external ip?
Find me the floating id address?
What is my public address? Slot

park4-master?

https://www.usenix.org/conference/sreconl17asia/program/presentation/xu
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BFS , |
Graph What ...? questions

Intent - Traversal
- J

Graph compare

/ What is wrong with?
Anomaly Why?
Detection

. J

https://www.usenix.org/conference/sreconl7asia/program/presentation/xu




 Automation -> Intelligence

* Regular expressions -> natural language
understanding

e Scripting -> training models

 Manually examine logs -> systematic query and
traversal

 Time to adopt Als in dev-ops!

https://www.usenix.org/conference/sreconl17asia/program/presentation/xu
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Diistributed Consensus Algorithms

— PaxosH ik

Reliable Launches at Scale
— Launch Check List

Managing Changes Seamlessly on Yahoo's
Hadoop Infrastructure Servers

— 45,000 nodes managed by Chef

https://www.usenix.org/conference/sreconl7asia/program/presentation/kirsch
https://www.usenix.org/conference/sreconl17asia/program/presentation/vadrevu
https://www.usenix.org/conference/sreconl7asia/program/presentation/nolan



Reliable Launches at Scale

LY A

R
Al
AR
1R
KR
BB =77 (googleN#l) k57 & Uf
2%

°

https://www.usenix.org/conference/sreconl17asia/program/presentation/kirsch



Managing Server Secrets at Scale with a
Vaultless Password Manager

https://www.usenix.org/conference/sreconl17asia/program/presentation/korgachin
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* Password/Key Management Tool(some vault)
— OnePassword/LastPassword
— KeepassX
— RatticDB
— Hashicop Vault
— AWS KMS

https://www.usenix.org/conference/sreconl17asia/program/presentation/kirsch
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Not In Cloud

« Key/CredentialsfiiE kS5 w5l £ m i =

o TERCE BT H R 1FSecrets
— B E B T 75 Ekey/pair etc
— Joivkscale key(FEN R 55 28 S A BEAH [H])

— Key Rotation

o DRAFAENR ST 4 L (R 554 a3 SIS A Al

— root password

D

— R A 0 EE

S

— TR /ML I AR S5 28 V5171 (e.g image)

https://www.usenix.org/conference/sreconl17asia/program/presentation/kirsch



UEF]

* BIOS 2.0

e Standard pre-OS environment

e Extensible (you can write your own apps)
* Supported by most major Oses

* Provides many advanced features
— UEFI variables

https://www.usenix.org/conference/sreconl17asia/program/presentation/kirsch
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UEFI Variables

* Backed by flash memory on platform firmware
chip

e Can store standard and custom (OEM/user) data

 Can be accessed after OS kernel booted

* Have built-in support in Linux

https://www.usenix.org/conference/sreconl17asia/program/presentation/kirsch
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KDF

* |n cryptography, a key derivation function
(KDF) derives one or more secret keys from a
secret value such as a master key, a password,
or a passphrase using a pseudo-random
function.

 DK=KDF(Key, Salt, Iterations)

https://en.wikipedia.org/wiki/Key derivation_function



For key/password

Key derivation functions

KDF

!
é

key2

.
:

LLLLLLLLLL

https://en.wikipedia.org/wiki/Key derivation_function



&) | m2mss

Deterministic CSPRNG({l BEHLE~

Generating key pairs

?
é

CSPRNG

Deterministic

- Xz ) for key pairs

keypair1

https://en.wikipedia.org/wiki/Key derivation_function

keypair2



Introducing gokey tool

master
seed

Deterministic

CSPRNG

HKDF

MRS EFEL

‘ [T 25 iz

4

Deterministic
CSPRNG

ssh
key

realm

For example
“ssh”, “saltstack”,
“disk encryption”

etc

https://www.usenix.org/conference/sreconl17asia/program/presentation/korgachin



Key management

* Provisioning process ensures a master seed is
generated and stored in UEFI on first boot

e Startup scripts “recover” (derive from master
seed) configuration management credential

(key)

* Configuration management “recovers” all
other keys

https://github.com/cloudflare/gokey
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https://github.com/cloudflare/gokey



Event Correlation: A Fresh Approach towards
Reducing MTTR

Automated Troubleshooting of Live Site Issues
Accept Partial Failures, Minimize Service Loss

Azure SREBot: More than a Chatbot—an
Intelligent Bot to Crush Mitigation Time
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Event Correlation: A Fresh Appro
towards Reducing MTTR

Nurse Plan arguments
+ service-name: my-frontend

Service: Service-C * req_confidence = 85
Confidence: 91% « escalate = True

Reason: ‘Service-C’ has high latency after a deploy

Service Owner: SRE
NURSE
Event Correlation API Find what's wrong with IriSJ
‘my-frontend’ in
DatacenterB
Escalate to
correct SRE

https://www.usenix.org/conference/sreconl7asia/program/presentation/rajan
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[] Troubleshooting System

[] subsystem - Infrastructure

| . . |
Intake | Troubleshooting Engine | Fetchers
| |
= - | «components =1 | «Subsystem» =]
;Srmr:dn: . ~ T:F:g":os:er'l:r =] | Diagnostics Tasks Manag «components ] | Diagnostics Queue
I ( . Workflow Finder
Alerts API | | wennid | L ey
| Orkflow APl «usey ” / \euse» ~«uses»
I D S e
«components -~ | ecomponents ]| | ccomponents = | 4 «corm\;onent» =] " ecomponents =
issue Submission | (¢ Utilty Server | Log Fetcher / Site Changes Fetcher Alert Fetcher
Portal Issues API l s . ,
ra
| pe | N\ «uses
( ] \ - N / | /
Triage Reqliest Queue o = «components ]| | N/ | /
cuses |~ Associative | N
- Sampl Search Server AN |
-7 / L . y guse» ‘«use»«use»/
~
| P [ ¢ / N /
«Subsystems =] : % site Changes Fetcher Queue \ ) : , N | /
N
Triage Queue Log Fetcrmae\ Ale y&“)e Mﬂon Queue «components = . | /
! = l Assimilation Server «usex R A
| «Subsystems =] | ecomponents =]
| Diagnostics Queue | DAO
| | «UsSe»
W

| I «Subsystems =]
| | Database

Diagram Legend ‘ | |
| |
| |
| |
| |

https://www.usenix.org/conference/sreconl17asia/program/presentation/xu



REST
AP]

Skype
Teams

Slack
PowerShell

Weather Telemetry
EN W)

fR K H

fp fp M

4 4

Intelligence Engine

Bots

1]

Logs

=

—
4

Human Machine

—— DC Tool

) Network Tool

https://www.usenix.org/conference/sreconl17asia/program/presentation/guimaraes
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* Small, Cheap, and Effective Testing for
Production Engineers

e Merou: A Decentralized, Audited
Authorization Service

 Shame on facebook and dropbox
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Capacity Planning and Flow Contro

o REALE: BEHLEN
— Fi4l: ab/jmeter/gatling
— Bl BHlE- SR E
— HE M
— AT weight

https://www.usenix.org/sites/default/files/conference/protected-files/
sreconl7asia_slides_zhang.pdf
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Capacity Planning and Flow Conftrol

o« EHERGR: (10m/s)

Flow control platform

o~
/ L T~y \
Telecom CDN Unicom CDN Mobile CDN Education CDN
Node Node Node
Stress test Stress test Stress test Stress test
engine engine engine engine
N

Flow engine cl/uge/\Z / \\\\\\\

S~

Alibaba Group

https://www.usenix.org/sites/default/files/conference/protected-files/srecon17asia_slides_zhang.pdf
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Why Flow Control

* PAZIHERR
— 55 BT RE MR
— O S
— B LA R P

* HHARN

» 5 Z PR LB I

https://www.usenix.org/sites/default/files/conference/protected-files/srecon17asia_slides_zhang.pdf
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Flow Control Method

o o Running
Flow contrB*aﬁ%% 2 Status

Methods

Relationship

https://www.usenix.org/sites/default/files/conference/protected-files/srecon17asia_slides_zhang.pdf



Flow Control Principle

Flow Control Principle

: Calling Chain Monitor Slot I
I
| I
| Coming Reguest 1 1
: : w > :: Chuster Slot
2
| S|
I 1
I i
I |
\ : 1 I Statistics Slot I
I 1
I 1
I 1
| 1
| 1
| 1
|

e ——————————————————— - -

h Flow Control Skot
h e

h

h l

h Demotion Skt

> Demotion
I ] Rule

DU 9Ny

h Black/White List

™ White List
h e

https://www.usenix.org/sites/default/files/conference/protected-files/srecon17asia_slides_zhang.pdf
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And a Formula!

o TIEIJEIN:

— Entrance Size= volume * RT(response time)
— Requests = constants * LOAD * RT

o Vit e e
— AGu A PR ] volume
— Bz B ) 2 e B )

o fEH BN BE

https://www.usenix.org/sites/default/files/conference/protected-files/srecon17asia_slides_zhang.pdf
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in rt load expected load T S e A —

https://www.usenix.org/sites/default/files/conference/protected-files/srecon17asia_slides_zhang.pdf
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* Small, Cheap, and Effective Testing for
Production Engineers

e Merou: A Decentralized, Audited
Authorization Service

 Shame on facebook and dropbox
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* LinkedIn SRE: From Inception to Global Scale

— linkedin SRE[{) %)
— U X Rl RE Tt

 — |

i
ransfer 2/ E[] &

* Operationalizing DevOps Teaching
— REAGIAT 15 7538 N\ Al yDevOps

* Scaling Reliability at Dropbox

— PPTANVE

https://www.usenix.org/conference/sreconl7asia/program/presentation/connelly
https://www.usenix.org/conference/sreconl7asia/program/presentation/contad
https://www.usenix.org/conference/sreconl17asia/program/presentation/khalsa



Hth: gRPC

o HMERE. HUF1E FHRPCHEZE (http2/protobuf)

o X um . IEE

e Streamingss

https://www.usenix.org/conference/sreconl17asia/program/presentation/khalsa
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http://www.jianshu.com/u/206a6b0aflc5
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