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Source: Palmer, Shelly. Data Science for the C-Suite.
New York: Digital Living Press, 2015. Print.
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Netflix Awards $1 Million Prize and Starts a New Contest

BY STEVELOHR SEPTEMBER 21, 2009 10:15 AM
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Robust De-anonymization of Large Datasets
(How to Break Anonymity of the Netflix Prize Dataset)

Arvind Narayanan and Vitaly Shmatikov

The University of Texas at Austin

NETELIN il _ February 5, 2008

Belers Reagraric Chvass <0000 &

Abstract
ONE_ MiLLioN “hoo i = I oI i :
= T We present a new class of statistical de-anonymization attacks against high-dimensional micro-data,
s The Nerfiix Priz.c ot TRy such as individual pref es, I lations, transaction records and so on. Our techniques are
robust to perturbation in the data and tolerate some mistakes in the adversary’s background knowledge.
Jason Kempin/Getty Images Netflix prize winners, from left: Yehuda Koren, Martin ‘We apply our de-anonymization methodology to the Netflix Prize dataset, which contains anonymous

movie ratings of 500,000 subscribers of Netflix, the world’s largest online movie rental service. We
demonstrate that an adversary who knows only a little bit about an individual subscriber can easily
. i identify this subscriber’s record in the dataset. Using the Internet Movie Database as the source of
Update | 1:45 p.m. Adding details announced Monday about the background knowledge, we successfully identified the Netflix records of known users, uncovering their
e.\‘tremely closeﬁnish to the contest. apparent political preferences and other potentially sensitive information.

Chabbert, Martin Piotte, Michael Jahrer, Andreas Toscher, Chris Volinsky and Robert Bell.

And in fact, it was. Despite all the plaudits and case studies,
Netflix announced this week that despite paying $1 million
dollars to a winning team of multinational researchers in 2009,
they never bothered to implement their solution. Why? Because,
according to Netflix the "additional accuracy gains that we
measured did not seem to justify the engineering effort needed to
bring them into a production environment."
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