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I.  Anatomy of eBPF
1)  eBPF
https://en.wikipedia.org/wiki/Berkeley_Packet_Filter

BPF (Berkeley Packet Filter, aka cBPF)
Introduced in kernel 2.1.75 (1997)
Originally designed for packet filtering (tcpdump…)
Apply for seccomp filters, traffic control…
https://blog.cloudflare.com/bpf-the-forgotten-bytecode/
v

Source:  https://www.slideshare.net/brendangregg/kernel-recipes-2017-performance-analysis-with-bpf



eBPF (extended BPF)
Since Linux Kernel v3.15 and ongoing
Aims at being a universal in-kernel virtual machine
a simple way to extend the functionality of Kernel at runtime
https://lwn.net/Articles/655544

it changes the old ways for Kernel instrumentation

Source:  https://www.slideshare.net/brendangregg/kernel-recipes-2017-performance-analysis-with-bpf



Comparison



Internal
$KERNEL_SRC/Documentation/networking/filter.txt
$KERNEL_SRC/include/linux/filter.h

…

…

…



 $KERNEL_SRC/include/uapi/linux/bpf.h 

…



 $KERNEL_SRC/kernel/bpf

 $KERNEL_SRC/arch/$ARCH/net/bpf_jit_comp.c
$KERNEL_SRC/arch/$ARCH/net/ebpf_jit.c
…



2)  LLVM
 eBPF backend firstly introduced in LLVM 3.7 release
 https://reviews.llvm.org/D6494
 http://llvm.org/docs/CodeGenerator.html#the-extended-

berkeley-packet-filter-ebpf-backend
 $LLVM_SRC/lib/Target/BPF

Source: https://ossna2017.sched.com/event/BCsg/making-the-kernels-networking-data-
path-programmable-with-bpf-and-xdp-daniel-borkmann-covalent



LLVM

https://en.wikipedia.org/wiki/LLVM
http://clang.llvm.org/

$KERNEL_SRC/samples/bpf/Makefile



3)  Development
Methods

1)  eBPF assembly 
2)  BCC
…

BPF Programming Flow

Source:  http://www.slideshare.net/vh21/meet-cutebetweenebpfandtracing



2.  eBPF for Kernel Instrumentation
Overview
The Tracing Landscape 

Source: http://tracingsummit.org/w/images/8/8c/TracingSummit2015-DynamicProbes.pdf



1)  BCC (BPF Compiler Collection)
 https://iovisor.github.io/bcc/
 https://github.com/iovisor/bcc.git

A toolkit with Python/Lua frontend for compiling, loading, and 
executing BPF programs, which allows user-defined instrumentation
on a live kernel image:
Compile BPF program from C source
Attach BPF program to kprobe/uprobe/tracepoint/USDT/socket
Poll data from BPF program 
Framework for building new tools or one-off scripts
Contains a P4 compiler for BPF targets
Additional projects to support Go, Rust, and DTrace-style frontend
…



Arch


Source:  http://www.slideshare.net/vh21/meet-cutebetweenebpfandtracing



Linux eBPF Flame Graph


A Sample
 bcc/examples/tracing/urandomread*.*

Source:  http://www.brendangregg.com/blog/2016-01-20/ebpf-offcpu-flame-graph.html



include/trace/events/random.h

Source: http://linuxplumbersconf.org/2015/ocw//system/
presentations/3249/original/bpf_llvm_2015aug19.pdf

/sys/kernel/debug/tracing/trace_pipe



3)  Applications
Tuning
 http://www.brendangregg.com/blog/index.html

Source:  https://github.com/iovisor/bcc/



Offloading


Source:  https://www.slideshare.net/Open-NFP/transparent-ebpf-

offload-playing-nice-with-the-linux-kernel



Netd on Android
 Old:    xt_qtaguid module
 New:  eBPF cgroup filters for data usage accounting

Source:  http://www.linuxplumbersconf.org/2017/ocw/proposals/4791



Kernel Development
 NetBSD Kernel scripting with Lua

deliver a higher-level programming environment to the Kernel
great innovation in OS development

Source: https://archive.fosdem.org/2013/schedule/event/lua_in_the_netbsd_kernel/



3)  Pros & Cons

Pros
 Could replace lots of debugfs files
 No need kernel debug symbols
 Scalable for dynamic probing
 Lower performance impact than even perf events
 Security: sandboxing + verifier
 On-the-fly program generation
 …

Cons
 Up to 512 bytes stack
 Max 4096 instructions per program
 No more than 64 maps
 …



III.  Cloud Computing with eBPF
1)   Cilium
Overview
 https://github.com/cilium/



XDP

https://www.iovisor.org/technology/xdp
eXpress Data Path
https://lwn.net/Articles/708087/      //Debating the value of XDP
Generic hook
eBPF-based “In-Kernel DPDK”

Source:  https://ossna2017.sched.com/event/BCsg/making-the-kernels-networking-data-path-

programmable-with-bpf-and-xdp-daniel-borkmann-covalent

Source:  https://github.com/cilium/cilium



 n

Source:  https://www.slideshare.net/lcplcp1/xdp-and-ebpfmaps

Source:  http://people.netfilter.org/hawk/presentations/theCamp2017/theCamp
2017_XDP_eBPF_technology_Jesper_Brouer.pdf



Comparision


DPDK NetMap

XDP



eBPF Code Generation at Container Startup
Generate networking code at container startup, and tailored to 
each individual container

 $CILIUM_SRC/bpf
Source:  “Cilium: Fast IPv6 Container Networking with BPF and XDP” LinuxCon 2016, Toronto



 Arch

Source: https://www.slideshare.net/ThomasGraf5/dockercon-2017-cilium-network-and-application-security-
with-bpf-and-xdp

Source:  https://www.slideshare.net/ThomasGraf5/cilium-fast-ipv6-container-networking-with-bpf-and-xdp



2) Load Balance
 https://www.iovisor.org/

Source:  https://www.slideshare.net/ThomasGraf5/cilium-network-security-for-microservices

KL4
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KL4 Koo Li, 5/28/2016



LB in Cilium
scaling policy

Source:  https://www.slideshare.net/ThomasGraf5/clium-container-networking-with-bpf-xdp



3) Security

DDoS Protection


Source:  https://www.slideshare.net/ThomasGraf5/cilium-network-

security-for-microservices

Source:  https://www.slideshare.net/lcplcp1/xdp-and-ebpfmaps

KL5
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LandLock
Linux Security Modules 
https://en.wikipedia.org/wiki/Linux_Security_Modules
https://www.kernel.org/doc/Documentation/security/LSM.txt
 https://landlock.io/
 https://github.com/landlock-lsm/linux/commits/landlock-v7


Source:  http://events.linuxfoundation.org/sites/events/files/slides/
2017-09-14_landlock-lss.pdf



4) Go-based Cloud Ecosystem 
 a

KL5
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IV.  eBPF on ARM
1)  RPi3
 https://en.wikipedia.org/wiki/Raspberry_Pi
 https://www.raspberrypi.org/

RPi3 Model B


Limitations
1) 1.2 GHz 64-bit quad-core ARM Cortex-A53, 1GB LPDDR2 RAM

@900MHz…
2) Official release (Raspbian with Linux Kernel 4.4 currently)

does not support AArch64



2) IO Visor
 https://www.iovisor.org/
 Advancing In-Kernel IO Virtualization By Enabling 

Programmable Data Planes With Extensibility, Flexibility and 
High Performance

 eBPF-based

KL3
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HypriotOS-RPi64
https://blog.hypriot.com/post/building-a-64bit-docker-os-for-rpi3/
https://github.com/dieterreuter/workshop-raspberrypi-64bit-os

BCC on RPi3



repos

patch

 build BCC(master branch) by gcc 7.2.0 + jemalloc 5.0.1 + 
ld.gold ~ 43 minutes



OVS

http://openvswitch.org/



iovisor-ovn

https://github.com/iovisor/iovisor-ovn



V.  Wrap-up
 A wide range of applications

…
Source:  https://www.slideshare.net/Open-NFP/transparent-ebpf-

offload-playing-nice-with-the-linux-kernel



 Polyglot VM
Changing the way you think about Linux Kernel development:

 User space/Kernel space Repartition & Unifying

Source: https://www.openhub.net/p/linux/analyses/latest/languages_summary



Q & A



Thanks!
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